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Abstract

Many approaches have been used or proposed
for “providing seaurity for information
disemination ~ over networks, includin

encryption, _authentication, and digit
signatures. These medanisms do not,
however, necesrily ensure that a

message is delivered at all, IDAttacksthat try to
destroy or intercept seaurity messages require
other medhanisms. ~ Authenticated
acknowledgements are sometimes useful for
this purpose, but do not scale well.

This paper discusses the use of redundancy to
combat attempts to prevent information
disemination. Redundancy has been widel
used in other areas, such as high availability
data storage, file replication, and some fault-
tolerant systems. The seaurity problem has
different characteristics that require different
approaches to redundancy. We present one
example of using redundancy to increase
asauranceof seaurity updates delivery.

1 Introduction

More and more information is being shared and dstributed over
computer networks. Secure distribution of such information is
becoming increasingly important. Conventional  security
approaches address many of the problems of secure information
dissemination, but not al of them.

Encryption can provide secrecy, authentication can provide
asaurance of the source, digital signatures can provide integrity
verification, firewalls can filter out dangerous transmissons, and
so on. But these and other traditional mechanisms offer little
asdstance with interruption threas. No matter how elaborate the
encryption or authentication, if the information is dropped on the
floor, destroyed or transformed into a piece of garbage, blocked
because of the overloading o an intermediate link, or disrupted by
other malicious acts, information availability is damaged. In
many cases, attackers can achieve their ends merely by ensuring
that important information does not reach its destination, even if
they cannot decrypt it, forgeit, or alter it.

The traditional solution is to require aknowledgement of
important messages.  Since atackers might try to forge
acknowledgements, they are typically signed (and possbly
encrypted, if they contain sensitive information). If an
acknowledgement is not received soon enough, the message is
resent. This method works well if a relatively small number of
messages require aknowledgement. If a very large number of

messages must be acknowledged, then hierarchical or other load
distribution methods must spread out the responsibility for
checking the acknowledgements. In the general case, al nodes
performing the checks must be trusted.

A further problem is that an attacker can repeaedly intercept or
destroy the retransmitted message. Without other mechanisms, an
attacker who has compromised a single link or router node may
permanently prevent the delivery of the message, since ezh
retransmisgon will probably still foll ow the same path through the
compromised resource.

The problem is that there is only a single path for information
transmisgon. If any point of this dngle path is corrupted,
transmisgon security is corrupted. This problem can be reduced
by adding redundancy to information transmisson structures.
Such redundancy can improve transmisgon resili ency and grealy
improve the avail ability and other aspects of security. Typically
such redundancy can be provided by using more than one path
through the network to reech the destination.

If the redunchnt paths are completely disjoint, then attackers must
compromise multi ple resources in the network to prevent message
delivery. The greaer the degree of redundhincy, the more
resources they must compromise. Asauming that thereis cost and
risk in compromising each resource, increasing the degree of
reduncincy can thus incresse the difficulty of preventing
successul delivery.

Redundhncy uses more resources than single-path transmisson.
Thus, there is a tradeoff between the degreeof security achieved
and the cost of providing it.

Similar arguments have demonstrated the val ue of redundancy for
many hardware fault tolerance problems. In the networking
redm, however, actualy providing true redundancy may be
difficult. Whil e two distinct disks can be used for storing the same
data, or two distinct processors can be loaded with the same
instructions, it is not always true that two o more digoint paths
can be eaily found for reaching a specific destination through a
network. Such paths might not exist. Even if they do, existing
network routing protocols and the desire to hide network
complexities from higher levels make discovering and wsing the
digoint paths difficult. And it is even more difficult to know
where those physical li nes that a message foll ows are.

Nonetheless redundancy can have some value. Even if the paths
are not fully digioint, any non-shared portions of the path limit an
attacker’s choice of attack points. The atacker must either find
and compromise shared links or routers on the path, or must
compromise the right set of non-shared elements. The volatility
and obscurity that makes finding digoint paths difficult also
makes attacking them hard. Whil e some choke points cannot be



avoided, link-by-link (or segment-by-segment) redundancy may
still prove very useful.

2 Interuption Threats Analysisand
Transmisson Primitives

2.1 Interruption threats

While information transmisson latency has been shortened
dramatically in the past few yeas, information transmisson may
still have to cut across ®veral external entities or domains. A
malicious entity might be ale to penetrate into a place where
everything seems under control. These external or maliciously
penetrated places are where interruption threas will occur.

Interruption threas can be divided into two categaries. path
interruption and dta interruption.

A path interruption happens when the information is dropped on
the floor or misdirected to the wrong place. A path interruption
aso happens when some portion of the transmisson peth is
flooded, causing denia of service. A data interruption happens
when the information itself is damaged. Both types of interruption
can happen even if the malicious entity does not know what is
inside the information, so encryption or endorsement of the
information cannot help. Interruption threas can be more serious
if combined with other kinds of security attacks.

2.2 Transmisson primitivesvs. seaurity
assurance

Some transmisson primitives have aldressed the difficulties in
transmitti ng information. Whil e they are designed mainly for non-
security reasons (particularly reliability in the sense of no data
loss or physical error) and they do not provide atotal solution,
they do provide some asdstance in coping with security problems
in information transmisson.

2.2.1 Rdiabetransmisson—TCP

TCP [15] provides reliable one-to-one information transmisson
on top of the IP layer, at which an IP packet is routed to the
destination along a dynamically determined ptysical path. If a
TCP packet is lost acoording to acknowledgement information
from the receiver, or if its own retransmisgon timer times out, a
TCP sender retransmits the TCP packet.

If interruption attacks are sporadic, causing TCP to drop an
occasional packet or sometimes damage the data, a TCP
retransmisgon can hed the problem. But essentially TCP cannot
eliminate the interruption threas if the retransmitted TCP packets
encapsulated in IP packets will go through the same hostil e point
and be mali ciously manipulated again.

In the reverse direction, the acknowledgement will aso be subject
to interruption threas, for instance when the one-to-one
connection is ymmetric and the reverse routes will aso pass
through the same hostil e point. The acknowledgement, even with
signature or other security enhancement, will not be &le to reach
the TCP sender smoathly.

A packet blocked by path interruption threas will cause further
retransmisgon, since the sender may get areport that the packet is
misgng. Dropping o damaging o acknowledgement will also

cause retransmisgon, since the retransmisgon timer at the sender
side will ti me out before heaing any acknowl edgement.

2.2.2 Reiable multicast

Reliable multicast provides reliability for information multi cast.
Usuadly it is done by negative aknowledgements or repair
requests. As one example, SRM (Scalable Reli able Multi cast) [5]
lets each multi cast recipient be responsible for information lossor
error by requesting a repair from the whole multi cast group (not
necessrily from the sender) or by initiating a local recovery.
Since more than one recipient may initiate aretransmisson, the
philosophy of SRM is to suppress repeded repair requests or
repair itself to let only one copy be received to avoid explosion
and implosion. This approach is subject to interruption threds,
dthough it is definitely correct in norma information
transmisgon, providing godal reli abilit y whil e saving bandwidth.

2.2.3 Broadcasting andfloodng

Broadcasting and flooding are used to reach multi ple destinations
with abest effort in just one sesson transmisson. A recipient may
receive more than one copy of exactly the same information,
which inadvertently gives rise to some level of redundancy
(perhaps not enough) by heary use of bandwidth. Standard
broadcast and flooding methods assume that all members are
following the rules, and that delivery on alink level is asaured.

Reli able broadcast [3] has been proposed to ded with information
loss or error caused by non-security problems, such as physical
transmisgon errors. Obviously it cannot eliminate interruption
threds for the same reason as TCP.

In a word, conventional approaches of information transmisgon
can provide godd reli ability in terms of “natural” information loss
or error, but provide little support in counteracting “artificial”
information loss or damage. To ded with these interruption
threas, we need some new approach to transmitting information
in a secure fashion.

3 Redundancy for Seaurity Assurance

We propose that redunchncy in information transmisson is
valuable in providing security assurance. Redundancy here means
that the information source, the information transmisgon path, or
part of the path, is multiplied to avoid a single point of security
corruption.

Masdve redundancy in a small-scale ewironment may be
employed to achieve best resili ency. However, lean but resili ent
redundancy is the fundamental gaal, since brute-force reduncancy
will result in urcontrolled waste of resources in a large-scale
environment, which in turn may overload some resources to cause
denial of service.

We believe redundancy is important for security assurance in
large-scal e networks like the Internet.

3.1 Redundancy in other areas

Redundbncy has been widely used in many areas by devoting
more resources to achieve better availability.  Resources
reduncancy is often applied to include multiple processes,
multi ple hardware components, and multi ple data copies, usually
with independent failure probabiliti es. Examples include high
avail ability data storage, file replication, data backup, fault-



tolerant distributed systems, mapping ane web site to multiple IP
addresses, and so on.

In high avail abilit y data storage, either more than one disk storesa
copy of the data or the data is dispersed to more than one disk
with bult-in redundancy to ded with disk crashes, balance |oad
from a hotspot disk, and provide lower latency for data acoess
Thisis normally transparent to users [13].

File replication has been used to make repli cas to support easier
access [9] [11] [17]. Establishing mirror web sites for lower
latency is one such example.

Data backup, usually done periodicaly, can help restore damaged
or lost fil es from backed-up copies.

In a fault-tolerant distributed system, replicated execution [18]
may be employed to run a program concurrently at multiple
places. The computation can still smoathly continue if one
execution succedls.

Mapping one web site to several different server machines, in a
round robin fashion or other more sophisticated way, can prevent
one single server from being overloaded and ensure that the siteis
acoessble even if some server machines have crashed [21].

3.2 Resliency evaluation

Given a graph with fault probability distribution of nodes,
computation of the probability that there is a non-faulty path
between two arbitrary nodes is known to be NP-hard in the worst
case. But we still can lodk at some resili ency properties of agraph
to get some basic understanding o what redundancy structures are
goad.

Let us define the resiliency of a one-to-one connection as the
probability that the source S can reach destination D, denoted as
Rsp. Here, the word “reach” here means that, given a message,
when every path from Sto D is used to transmit a copy of the
message & the same time, at least one authentic copy can be
received. Further assume for this gecific connection that there ae
m cutsets C;, C,, Cs... Cp, eah containing some number of
elements (asingle dement cutset corresponds to a choke point, for
instance). Denote E; (i=1, ..., m) as the event that at least one
element of C;is not broken, then
Rsp = Probalility (E;and E; ...and Ey,)

Usuall y decreasing the number of cutsets, here m, canincrease the
resiliency of a connection. Further analysis can also show that
higher resili ency can result if a cutset contains more dements, or
an element has alower probability of being subverted.

Having each path be & grong as possble by passng through the
least number of corrupted nodes can decrease the number of
cutsets; and having more paths, in particular as digoint as
possble, to reach a destination can make a cutset of the
connection contain more dements, thus drengthening the
resili ency of the connection in general.

3.3 Usingredundancy in transmisson

Redundancy may be improved by simply increasing the number
of the sources of same information or the number of transmisgon
paths, particularly when information corruption is detected. The

increase can be linea or exponential or by other degrees.

This may not provide extra security asdurance in information
transmisgon, however, and may lead to unwise resource usage
and degraded performance. For instance, if theincoming link for a
receiver is maliciously flooded causing denial of service,
contacting more sites for redundant information may not bring in
any useful message; it may insteal cause more severe overloading
of the link.

To achieve best asaurance with consideration of other factors, a
sophisticated redundancy design is necessary. The designer should
uncerstand the stochastic distribution of interruption threas, make
the best trade-off between resource usage and redundbncy, build
resource-saving but resilient transmisson structures, use a
adaptive dgarithm to help choose when and how to deploy
redundancy, and so an. In the above case, for instance, a receiver
may also run an intrusion detection facility to find the reason for
continuing information uravail abilit y.

There ae many complex isauesin deploying redundancy in large-
scale networks li ke the Internet. One problem isthat each machine
in the Internet is heterogeneous in terms of transmisson
characteristics, platform, security situations and regquirements.
Idedly, some of this information should be taken into account
when choasing redundant paths. For example, if aparticular node
is auspected to be highly insecure, specia care should be taken to
avoid routing multiple supposedly disjoint paths through that
node. Also, the security system must be adaptivein deding with a
dynamic environment in terms of location, transmisgon
mechanism, and impact of interruption threas.

The complexity also lies in the fact that a compromised element
can further compromise other intermediate dements or cause
them to behave in a wrong way. For instance, whil e misbehaving
on data traffic itself, a compromised router may cause other
routers to unknowingly misbehave by sending them false routing
messages [19]. Building security into the routing infrastructure is
itself a chalenging task [4] [8] [20] [22]. Unless routing
infrastructure security is grong, two paths used to reach a
destination should not only be & digjoint as possble, but also
isolated within the routing infrastructure. For instance, using
routers belonging to different ISFs would be preferable.

For now we will i gnore the fact that two independent connections
for redundancy may possbly be carried by the same cable that
might be subject to physical attack.

As we pointed out ealier, resilient but lean redundancy is what
we want. Obviously, in alarge-scale network such as the Internet,
buil ding such a structure can only be donein adistributed fashion,
adding further difficulty.

4 A System Dissminating Seaurity Updates
—Revere

4.1 Overview

Revere [10] is a system designed to disseminate security updates
over the Internet to a large number of machines. The security
updates can contain a new virus sgnature and/or its remedy,
special events in a distributed intrusion detection system,
offending characteristics to be filtered by a firewal,
characteristics of apotential attack, certificate revocation li sts, and
so an. Revere has pecial characteristics not common to all uses of



redundbncy for security.

Security updates are usualy of small size, disseminated
infrequently, andin particular of vital importance. It is acoeptable
for a node to receive multiple copies of a security update.
Delivering updates reasonably rapidly is important. Perfect
delivery to al nodesis often not vital, but the message should be
delivered to a high percentage of al nodes, and every individual
node should have a high probability of receiving any given
message.  In particular, it should be difficult for attackers to
selectively cut off particular nodes.

The overall problem Revere seeks to solve has many chall enging
aspects. We focus here on those that can be addressed by use of
redundancy.

4.2 Reveredissmination structure

A security update structure is designed to disseminate updatesin a
hostile environment. Single-path dssmination or feedback is
already subject to interruption threas, and the high scale and lack
of trust in the vast mgjority of participants makes verification of
positive or negative aknowledgements from the receivers even
harder. The originator of the update probably cannot hande
milli ons of acknowledgements, especialy if doing so requires
cryptographic authentication.  Further, an acknowledgement
approach would require that all participants have trusted keys,
leading to a huge key distribution and management problem.
Also, areceiver won't send a negative acknowledgement if it does
not know that it shoud have received an updite. Instead, we
propose to build redunchncy into the dissemination structure.
Each entity interested in receiving security updates can choase to
attach itself to the structure and hea multiple copies of security
updates to achieve security assurance.

Furthermore, a joining node may also act as a security updae
router to forward security updates to aher neighboring nodes.
This characteristic asdsts the scaling o actua update
dissemination, but since joining nodes cannot be fully trusted, it
aso dfers another point of attack. Redundhncy, however, also
counters this problem.

Each Revere node has a sending table specifying a list of its
children with corresponding transmisson characteristics. The
Revere node is likely to have multiple parent nodes that send it
information.

4.3 Structureformation

There ae two aspects of the formation of the dissemination
structure:

4.3.1 Anewapgicant joinsthe exsting structure

The gplicant first contacts one or more existing Revere nodes
based on out-of-band krowledge. It then either attachesitself asa
child of one or more contacted nodes, or grabs the chil dren from
each contacted node, and chooses the “best” children to make
further contact in a recursive fashion. The gplicant runs an
agorithm to find those nodes giving the best efficiency, and those
children that can offer the best resiliency. Finaly, the gplicant
will become aled node of the structure with multi ple parents.

The most challenging iswue here is to figure out which nodes are
goad candidates for resiliency reasons from given candidates.

Some techniques [1] [6] [7] [23] can be considered to get the
topology information for this purpose. In current ongang design,
each Revere node maintains its own several path vectors relative
to the disemination source, each of which contains latency
information and a vector of pee Revere nodes to passthrough to
reech itself, as well as other information. By evaluating path
vectors of every candidate, the goplicant can determine which of
the several candidates can coll ectively provide best resili ency for
itself and which one is most efficient. As discussed in resili ency
evaluation, the path vectors with alessoverlapping degreeto each
other and shorter lengths are preferable (asuming these
characteristics of path vector can map to the physical routes rather
well).

4.3.2 Maintenance of the structure

The dissemination structure has to be maintained to accommodate
changes. Heatbea messages are used to report alivenessand to
refresh the information kept at each Revere node. If necessary, the
heatbea will trigger some level of reorganization of the structure.

4.4 Moreon redundancy of Revere

Building a structure doing redundant push of security updates
obviously cannot guarantee complete information avail ability. If
there is only a one-time best-effort transmisgon, any nodes
disconnected from the network during the transmisson will miss
the information. Also, any nodes that attackers temporarily
disconnect will have no way to dotain the updete later. Revere
will also contain a pulli ng mechanism to hand e such cases.

Some repository nodes will keep security updetes that were
diseeminated in the past and provide missng security updates if
gueried. Redundancy also has arole here: anode can contact more
than one repository node to retrieve the missed information. The
node will receive the most benefit if the repository nodes it
contacts will return their results along the most digoint paths
possble, within the necessary constraints of providing goal
performance, such as low latency.

5 Rdated Work

Redundbney for fault-tolerant information transmisgon has been
studied by many people [2] [14]. Deding with Byzantine faults
has also been considered. This reseach has only focused on
specially structured networks, such as broadcasting over complete
networks or hypercube. Also, a system may tolerate Byzantine
faults, but not mali cious faults.

Another related research areais information dispersal [16]. It has
some simil arities to the RAID technology for data storage. The
origina information is divided into pieces with some level of
redundancy before being transmitted separately. After a receiver
gets the pieces, it can assemblethem into the original information,
even if some pieces are lost or damaged.

5 Future Research

Using reduncancy to secure information transmisson still has
many open isaes, especially when used in large-scale networks
such as the Internet.

One problem is that we do not completely understand large-scale
redundancy. Since centraly bulding a goad redunchnt
distribution structure is not feasible, we neal to use distributed



algarithms to build the structure on the fly. The proper methods
of doing so to maximize overall resiliency are unclea. One
problem Revere neadsto solve is sal abilit y with large numbers of
dissemination sources.

A second problem is the security of the distributed procedure for
building redundant structures. If the redundancy mechanism is
compromised, the supposedly beneficial system could actualy
work against security. Some problems in this area ad their
solutions are obvious, but more subtle and indirect problems are
likely to ccaur.

A third problem is further theoretical understanding o
redundbncy for better security asaurance, such as how to evaluate
the resiliency of a whole dissemination structure besides the
resili ency of a one-to-one connection.

6 Conclusion

In this paper we discussed usage of redundancy for the purpose of
security asaurance in information transmisson. Our analysis
shows that both conventional transmisson primitives and
frequently used security techniques are not adequate when
counteracting interruption threas. Redundancy, a widely used
approach in other areas, can also improve security of information
transmisgon. Revere, a red system performing dissemination of
security updates, was discussd to ill ustrate the advantages of
redundancy and the difficult problemsin providing it. We believe
redundancy has wider applicability in many areas of network
security.
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