The Bengal Database Replication System

T. Ekenstam, C. Matheny, P. Reiher, G.J. Popek

Abstract

Mobile computers often suffer fromlimited connectivity, or even complete lack of network access. Moreover, in wireless networks some machines are often mor e accessible to mobile computers than others are. Ideally, nomadic users want the same qualityand speed of database access as when theyare well connected to the network.

Replicated databases meet this need byallowing each mobile machine to carryits o wn copyof keydata. But existing replicated systems are not well suited for all nomadic scenarios. Certain important mobile computing situations require optimistic peer - oriented database replication. T he Bengal Database Replication Systemhas these chara cteristics and was designed to operate in difficult nomadic conditions. T his paper presents the design assumptions of the system, describes its architecture, presents performance data on its operation, and discusses future enhancements for the system. T h e paper also contrasts the systemto other replicated databases, concentrating on their suitabilityfor nomadic computing. T he Bengal technologycan playan important role in the development of highlyscalable, highlyavailable, fault - tolerant database sy stems.

Keywords: distributed, optimistic, database, replication, peer - to - peer

1. Introduction

T he central function of a distributed database systemis to provide access to data while maintaining the integrityand consistencyof that data. T he systemmust al so have the abilityto support large numbers of users without sacrificing performance. Higher reliabilityand availabilityin the presence of equipment and network failures are also requirements for mission - critical enterprise data systems. T hese requireme nts are often at odds with each other, leading to solutions that compromise between availability, consistency, scalabilityand performance.

Nomadic computing exacerbates these problems. In a nomadic scenario, some users of the database travel fromplace t o place, experiencing varying connectivityto other participants. In some cases, theyare completely disconnected fromall other users. In other cases, cliques of nomadic users have good connectivityto each other, but no connectivityto anyother machin e. Sometimes bandwidth to connected machines is cheap and plentiful, sometimes expensive and scarce. Yet the nomadic user should, ideally, experience high qualitydatabase access regardless of where he goes and what network connectivityis available ther e.

T he central problemis supporting shared database access for multiple nomadic users when some of themare poorlyconnected or disconnected. In this situation, requiring all users to connect to a single central server will not meet the requirements. T h e systemmust allowthe nomadic users to access at least parts of the database locally.

Several solutions exist for providing such access.

One solution uses a client/server architecture in which a central server coordinates the data updates initiated byt he clients. T he server machine is typicallya large, well - connected, non - nomadic machine, while some or all of the clients are less well - connected nomadic machines. Clients do not store anyof the data locallyexcept for a cache of the data currentlybei ng manipulated. For the client to access anydata it must connect to the server and submit a request. A single server can onlyhandle a finite number of clients before performance is adverselyaffected. If the server is down or the connectivitybetween the client and the server is lost, then the client cannot performany operations on the database. T his solution clearlyposes problems for nomadic users.

Scalability, availability, and performance can be improved byreplicating the database across multipl e physical servers that work cooperativelyto provide access to the same logical database. T raditional database replication techniques relyon a constant network connection between the servers to coordinate access to the data replicas and enforce consisten cy. T his approach has been termed update - propagation based or conservative replication [7]. Other methods involve locking a subset of the data and giving ^write ownership~ of it to a particular server or, in some cases, client. Anyclient that wishes to update that subset must funnel a request to the site currentlyresponsible for that data.

Replication also improves availabilityof data. If a replica server becomes unavailable, the clients that normallyaccess that server can be rerouted to another ser ver that is available. However, some of the techniques used to implement replication actuallyreduce the availabilityof data, particularlyfor writes. If a client ^replicates~ data bylocking it on the server, then all the other clients do not have writ e access to that data. Lock recoveryin these types of systems is also problematic.

T hese traditional database replication techniques are not well suited for the challenges of the nomadic environment. T heyrelyon a constant network connection, so theyd o not function well in a mobile computing environment where wireless connectivitymaybe intermittent or degraded due to environmental interference. In a hostile militaryenvironment, intentional jamming mayalso inhibit communications. In a commercial s etting, the high cost of wireless or remote network access maymake a constant mobile connection prohibitivelyexpensive to maintain. In either case, current wireless technologydoes not offer the same amount of bandwidth as wired networks.

T herefore, dat abase techniques that assume wide bandwidth and work in a wired network environment will not work well, or at all, in a constrained bandwidth wireless environment. T he common requirement driven bythese issues is the abilityof mobile computers to access a nd update database replicas while theyare disconnected fromthe other replicas.

In addition, client/server replication does not match the communication patterns reallyneeded bymobile users. Often a mobile user making updates to shared data needs to sha re those updates with other mobile users.

Client/server replication requires the updates to be sent back to the server fromwhere the second mobile user must then download them. T his double communication maynot be a problemin a typical office environme nt where connectivityis fast, cheap and (hopefully) constant. It becomes a big problem, however, when the mobile clients are both in the Sahara desert and the server is in Los Angeles. If the two mobile machines are merelyinches apart, requiring themt o send their data thousands of miles over difficult connections is unreasonable. Nomadic users should be able to formad hoc workgroups of arbitrarymobile users while disconnected fromcentral computing resources. T his peer - to - peer relationship is not s upported bycurrent replication techniques.

T he Bengal technologyuses an approach that avoids the limitations of replication based purelyon update propagation and the inflexibilities of client/server architecture. Bengal uses a peer - to - peer reconciliati on - based

(optimistic) database replication systemthat allows transparent, disconnected operation bymobile peers on a distributed database. Updates are reconciled between replicas when connectivityis available, with a mechanismto detect and resolve upd ate conflicts. We have developed a prototype implementation of this technologycalled the

Bengal Database Replication System that provides replication services between a heterogeneous mix of commercial database engines.

T his paper describes our approach t o replication and howit can be used in a mobile computing environment.

Section 2 describes optimistic replication, the central mechanismused in Bengal. Section 3 presents the architecture and implementation of Bengal. Section 4 presents performance da ta for Bengal. Section 5 discusses future enhancements to Bengal. Section 6 brieflycontrasts Bengal to related systems. Section 7 offers lessons learned and conclusions.

2. Optimistic Replication

One fundamental problemin replicated data systems is maint aining consistency. T his problemis addressed either conservativelyor optimistically.

Conservative replication (also called update propagation - based replication ) requires consistencyto be maintained whenever data records are updated. T he copies of the database must remain consistent, so all the database replica servers must coordinate their reads and writes. Coordination is achieved bylocking or restricting access to records so updates can be applied to all the database replicas reliably. Various meth ods are used to achieve this effect, including primarycopies [7], voting [25] and weighted voting [6], and tokens [13]. T his conservative approach preserves data consistency, but relies on constant connectivitybetween all the database replica servers.

When the replicas are partitioned fromeach other, access to the data is severelylimited or not available at all. In a nomadic environment, disconnected replicas would be unwriteable, even if the update is veryimportant and would actuallycause no consi stencyproblems. Alternately, the mobile computer can hold the writeable copy, but onlyat the cost of making the data unwriteable byanyone else.

Optimistic replication allows replica servers to access and update data records independent fromone another bydelaying consistencychecks [26]. Instead of preventing inconsistencyfromoccurring, mechanisms for detecting and resolving inconsistencyare used. Periodically, replicas exchange updates with one another in a process called reconciliation . During the reconciliation process, two replicas exchange all updates that occurred since the last reconciliation. Optimistic replication systems must detect inconsistencies during reconciliation and address them with a process called conflict resolution [18]. T he replicas need not be connected at other times, thus allowing disconnected operation, a requirement for most distributed database applications for mobile computing.

Another formof optimistic replication allows updates to be made to disconnected replicas and, where no consistencyproblems exist, a designated server accepts the updates. If, however, the update conflicts with a previouslyaccepted update, the update generated on the disconnected client is simplydiscarded. While this simplified approach to conflict resolution allows some formof disconnected operation, is has the obvious problemof potential loss of data. For most real - world situations, a more capable mechanismfor conflict detection and resolution is needed.

Optimistic replication can use a client/server model [20] or a peer model [26]. In the client/server model, one replica of the data is designated as the special server replica. All updates created at other replicas must be registered with the server before theycan be propagated furt her. T he client/server model tremendouslysimplifies the design of a replicated system, at the cost of limiting its flexibility. Since all updates must go through the server, the server acts as a physical synchronization point. Conflicts can still occur , but theywill always be detected onlyat the server, and onlythe server needs to handle them.

However, if the single server machine fails or is unavailable, no updates can be propagated to other replicas.

Individual machines can accept their local upda tes, but theycannot learn of the updates applied at other machines.

In a mobile environment where connectivityis limited and changing, the server maybe difficult or impossible to contact, while other client replicas are simple and cheap to contact. Se rvers can be replicated [10], but the replicated servers must typicallybe in close communications at all time. If a mobile computer cannot reach one of the servers easily, almost bydefinition it cannot reach the others.

T he peer model of optimistic repl ication can work better in these conditions. In the peer model, anyreplica can communicate its updates directlyto anyother replica. While the systemmayhave a preferred topologyfor how updates are propagated (and that preferred topologycan even inc lude a central site that receives all updates directly), the peer model also allows opportunistic use of whatever replicas happen to be available at anyparticular moment.

Simulation studies in the file systemarena have demonstrated that the peer model i ncreases the speed of update propagation among a set of replicas, decreasing the frequencyof using an outdated version of the data [27].

As a concrete example, consider a case in which two users of a set of replicated database records are traveling togeth er to work with a client at a remote site across the country. As theywork, theyeach update some of the replicated records. Obviously, since they´re working together, theywould like to share each other´s updates. In a client/server system, each user w ould have to propagate her updates and receive other replicas´ updates bycontacting the server machine on the other side of the country, perhaps requiring several long - distance telephone calls fromthe mobile computers to the server. Since the machines t hat need to share data are perhaps within inches of each other at a convenient moment, requiring this long - distance, indirect update propagation path is inefficient. If no telephone lines or network connections are available, the client/server paradigmma kes transfer of updates between two collocated portable computers impossible, even though theycan otherwise transfer data between the machines. In a peer system, the collocated peers could simplytrade their updates directlyusing a local network.

One ma jor cost of peer replication is implementation complexity. In the client/server model, the necessary record keeping that determines which version of the data is stored at each replica is simplified, since clients apply newupdates directlyto the server. T he server always knows where the authoritative version of the data is. In the peer model, newversions of the data can be gossiped between replicas byarbitrarypaths. Determining which version of the data is stored at each replica, and which versions supersede (or conflict with) which other versions requires more complex data structures and algorithms.

Fortunately, previous research on peer file systemreplication has defined preciselythe required data structures and algorithms [7, 15]. Bengal was ab le to adapt these data structures and algorithms fromfile systems to databases with relativelylittle difficulty.

T here are three main activities in optimistic replication systems:

1. identifying updates

2. propagating updates between replicas

3. detecting and res olving data inconsistencybetween updates

A data structure called a version vector is central to the optimistic replication implementation of Bengal [15].

T he primaryfunction of version vectors is to determine the pedigree of each record in order to dete ct collisions between updates made on partitioned systems. Version vectors are used in manydistributed systems and have been well defined in the literature [17].

3. The Bengal Architecture

T he Bengal Database Replication systemallows nomadic computer users to replicate multiple copies of a database.

Bengal allows each replica to be stored at a different machine. Some or all of those machines can be portable computers. No Bengal replica is anymore important than anyother replica, fromthe system´s point of view. All replicas have full capabilities to performanydatabase operation.

Bengal is designed to operate as an add - on service to an existing database system. Bengal has been added to several popular commercial databases, including Sybase® SQL Anywhe re�, Oracle®, and Microsoft® SQL

Server�. T he design of Bengal does not require anyalterations to the source code of these systems. Instead,

Bengal runs as a separate process, augmented bythe use of extensibilitymechanisms found in all popular commerc ial databases.

Bengal replicates at the record level. Each record is regarded as a separate entityfor purposes of determining whether updates have been made to it. Bengal does not maintain information to enforce inter - record consistency.

For example, B engal is not aware of transactions. In normal operation, Bengal´s methods of update propagation will produce the same results as if it did enforce transactional semantics, but under unusual circumstances involving normal updates occurring concurrentlywit h reconciliation, non - transactional results can occur. T hese undesirable effects can be easilyavoided byhalting other forms of database update during reconciliation.

Figure 1 shows howBengal enhances existing single - site databases to provide peer repli cation. Bengal uses existing database management systemevent triggers to help the Bengal engine trap updates and keep necessary records. T he Bengal User Interface allows users to control when Bengal reconciles updates and various other configuration iss ues. T he actual data is stored in a database management system, as is information Bengal requires to maintain database consistency.

Insert Figure 1 Here

Section 3.1 discusses howBengal identifies which records have been updated. Section 3.2 discusses the mechanisms Bengal uses to propagate updates between replicas. Section 3.3 discusses howBengal detects and handles con current updates.

3.1 Identifying Updates

Optimistic replication requires a reliable mechanismfor detecting updates to the replicated objects to ensure that all updates are eventuallypropagated to all other replicas. Mechanically, updates must be identified to ensure that version vectors are updated properly. T he version vectors can then be used to compare local and remote versions of the data to decide which versions are newer. Updates are typicallyidentified in replicated systems in one of two ways: updat e trapping or passive scanning.

Update trapping uses systemhooks to capture updates as theyoccur. T hese systemhooks take on a varietyof guises, but are defined looselyas code inserted into the execution streamthat detects updates as theyoccur and t akes whatever action is necessaryto support replication. For example, Ficus uses file systemextensions to trap all operations performed on the replicated file system, allowing an update log to be generated [7]. T rapping updates allows updated records t o be identified with certaintyand avoids the need to examine unchanged records. However, because trapping code is executed during user processing, care must be taken to avoid adverselyaffecting normal systemperformance.

Passive scanning identifies upda ted objects bycomparison of the current state of replicated data and a known earlier state. For example, Rumor uses scanning, identifying updates bycomparing update timestamps on replicated files [19]. All files that have a newer timestamp than when the ywere last examined have their version vector incremented. T his approach has the advantage of little or no reduction in user performance since most processing can be postponed until just before reconciliation or during periods of inactivity. However, thi s approach generally requires that all replicated objects be examined to determine the fewthat have been changed. If there is a large number of replicated objects, or if the examination of those objects requires significant processing, then the replicati on process itself becomes slow. Also, depending on systemtime as a reliable timestamp can be problematic.

Bengal traps updates as theyoccur for several reasons. First, passive scanning would have required artificial changes to the database to accommoda te this strategy. Everyreplicated table would need a timestamp field and each record´s timestamp would need to be examined to identifychanged records. Second, most modern databases provide triggers that offer an easyand efficient mechanismto execute code when performing an update. Bycreating insert, update, and delete triggers on each replicated table, changed records can be easilydetected and update log entries created. Other systems have used this approach to implement distributed or replicated databases. However, care is still required to ensure that the code executed when a trigger fires is relativelyefficient.

Another approach is to deduce updates fromexamination of the database transaction log. However, this method would require intimate knowledge of the format of the transaction log, which could varysignificantlyfrom one database vendor to another. T his approach was ruled out in the initial design of Bengal for reasons of heterogeneityand speed of development. An additional obstacle i s that the structure of the transaction logs of most commercial databases is considered proprietaryand confidential. If this information were available, Bengal´s modular design would allowa transaction log examination mechanismto be implemented later i n place of the existing trigger mechanism.

When an update causes a trigger to fire, Bengal must take two actions. First, the version vector for the record must be incremented to reflect that a newversion has been made. Second, the updated records must b e placed at the end of the sequence of version vectors. T his sequence identifies which records have been modified since the last reconciliation with various other replicas, and is used at reconciliation time to identifyupdated records that might be of in terest to the remote replica. Instead of having the trigger performthese functions itself, an entryis made to a single update log . T he update log contains a list of records that have been updated with an indication of the update type (insert, update, or delete). T he update log is periodicallyflushed bythe Bengal engine, which runs as a separate process fromthe database engine or database application. T his use of the update log minimizes the performance impact of the trigger.

When the Bengal engine f lushes the update log, as each update log entryis read, the version vector for its record is updated and placed at the end of the sequence. If these operations successfullycomplete, the update log entryis removed. If the processing of an update log en tryis interrupted for some reason before it completes, that entryis processed again, incrementing the version vector more than is needed. Double incrementation of the version vector is harmless, having no impact on correctness.

3.2 Distributing Updates

Ben gal distributes updates purelythrough reconciliation. Reconciliation is a one - wayprocess between a single pair of replicas. One replica requests relevant updates fromthe other replica. Bengal supports multiple reconciliation threads, allowing simulta neous reconciliation in both directions.

When reconciliation is initiated, the replication engine on the replica receiving the request retrieves a stored version vector sequence pointer corresponding to the remote replica. If there is no stored sequence p ointer, one including version vectors for all records is generated.

For each record in the version vector sequence, the version vector and ID for that record are sent to the remote replica. Before the version vector can be sent, the record must be locked a nd all entries in the update log for this record flushed. Locking and flushing insures that the version vector sent accuratelyreflects the data stored in the current version of the record. While a particular record is being processed, it cannot be exter nallymodified. If modification were permitted during this process, race conditions could lead to failure to propagate some updates or failure to notice some concurrent updates.

T he receiving replica then compares the version vector fromthe remote replic a to its local version vector to determine if the remote version contains newupdates and whether a conflict exists between the remote version and local version. T he version vector contains an update count for each node. Newupdates are indicated when an y update count in the version vector is greater than the corresponding update count in the other version vector. One version vector dominates a second version vector if all the update counts in the first version vector are greater than or equal to the cor responding update counts in the second version vector. A conflict exists when both version vectors indicate newupdates but neither is dominant. See Section 3.3 for a complete discussion of conflicts.

If the r ecord being processed contains newupdates, a request for the record data is sent back. T he sending replica transmits the record data and the receiving replica either installs the newversion of the record or, if the comparison of the version vector indica ted a conflict, stores it separatelyas an other version and signals a conflict.

T he database record is then unlocked. T his process continues until all entries in the version vector sequence have been processed.

Sending the version vector first and the a ctual record data onlywhen necessaryconserves network traffic on a lowbandwidth link. But sending the version vector and data in two steps is inefficient on high bandwidth, high latencylinks. For such situations, Bengal includes a slight variant of t he reconcile protocol that sends the version vector and record data together in the first transmission. T he receiving replica can ignore the record data if it is not needed. High latencycan also be addressed bybatching several version vectors and their data. T he user can choose which protocol to use at reconciliation time based on what type of link is being used. For increased network utilization, Bengal packs as manyrecords as possible into a single network packet.

Eventuallyall updates must be pro pagated to all replicas. However, this requirement does not implythat all replicas must directlyreconcile with each other, as shown in Figure 2. Gossiping [5] allows replica A to send changes to replica B, which sends its own and A´s changes to replica C. Replica C might never communicate directlywith replica A, but nonetheless C receives all updates applied to A´s version of the data through replica B.

Insert Figure 2a here

Insert Figure 2b here

Insert Figure 2c here

When data is replicated at more t han two sites, the users should define a reconciliation topologythat describes which replicas normallyreconcile. T his topologyshould forma connected graph. If the graph is not connected, sets of replicas isolated fromeach other will see their data d iverge fromthe data in other such sets. Each replica should be connected to the rest of the graph in both directions, so its updates flowout and other replicas´ updates flowin.

Some typical replication topologies are a star (all replicas trade updates with one designated replica, Figure 3a); a ring (all replicas propagate data in a circular topology, Figure 3b); and a tree (with bi - directional links, Figure 3c).

Manyother topologies are possible, including meshes and completelyconnected.

Insert Figur e 3a here

Insert Figure 3b here

Insert Figure 3c here

Several factors drive the design of reconciliation topology. If anyreplica has too manylinks, that replica may be heavilyoverloaded, since it will participate in manyreconciliations. Also, such re plicas are likelyto become critical to the progress of overall update propagation, so their failure or unavailabilitymaysignificantlydegrade the speed of update propagation. If the shortest path between two replicas contains manylinks, updates will t ake a relativelylong time to propagate between those replicas, as theywill have to be gossiped through several intermediate nodes. Also, the topologyshould be adaptive. If a node´s preferred reconciliation partner fails, the topologyshould automatica llysuggest another partner. For example, in a ring topology, if the next replica in the ring is unavailable when a node wants to reconcile, the replica that comes after the unavailable replica in the ring can be used. Simulation results on optimistic fi le replication topologies suggest that star topologies work well at low scale, but poorlyat high scale. Ring topologies are acceptable at lowscale, but delaythe spread of updates at high scale. T heydo, however, fairlyspread the load of reconciliatio n. T ree topologies are a good compromise, if more than a fewreplicas are involved [27].

Note that in a systemwith manymobile computers, the reconciliation topologymayrepresent an ideal that never actuallyexists. At anygiven moment manyof the link s in this topologymight be unusable, as one or both of the nodes theyconnect might be absent. Bengal users should design reconciliation topologies with this effect in mind. T opologies that relyheavilyon ubiquitouslypresent links are more likelyto p rovide good service than topologies that relyheavilyon links that are frequentlyunavailable.

T he reconciliation topologydoes not constrain which replicas can reconcile with each other. At anytime, any replica can trade updates with anyother replica. Performing the reconciliations suggested bythe topologymerely guarantees that updates reach all replicas. Performing more reconciliations than the topologysuggests speeds up the process of quiescence and allows the systemto be opportunistic about un anticipated reconciliation possibilities.

3.3 Conflict Detection & Resolution

Conflicts occur when an update is made to a stale record: the updated replica of the record did not contain the most recent data. Conflicts can involve more than a single pair of re plicas. Multiple updates at multiple replicas of the same record can lead to conflicts involving several different versions of the data. T he conflicting versions mayeach contain important data that the other does not have, so the systemcannot arbitraril ychoose one version in preference to the others. In multiple replica systems that use gossiping to propagate updates, the conflict maybe detected at nodes that did not initiate anyof the conflicting updates.

Bengal detects conflicts byexamining versio n vectors. A version vector is a compact encoding of the update historyof a replica of the data. If two replicas of a record have completelyidentical version vectors, then each replica has seen all updates that the other replica has seen. No updates n eed to be propagated. If one replica´s version vector contains one or more elements that are larger than the matching elements in the other replica´s, the replica with the larger version vector elements has seen more updates, and its data should be propag ated to the other replica. If, however, each version vector has at least one element larger than the matching element in the other version vector, then each replica has seen at least one update unknown to the other replica. In this case, two divergent ve rsions of the data exist, and the conflict must be resolved. (Figure 4 shows examples of matching, dominating, and conflicting version vectors.)

Insert Figure 4a here

Insert Figure 4b here

Insert Figure 4c here

When Bengal detects a conflict with a local replica´s version of a record, the record data and version vector for the conflicting version is stored as an other version in a separate table. T he differing versions are kept until the conflict is resolved.

A conflict can be resolved byeither merging t he data fromthe two (or more) conflicting versions into a single newversion or byselecting one of the versions to dominate the other. Once this choice is made, the result is a new version that incorporates all updates seen in all of the conflicting ver sions. T herefore, the record´s version vector is set to dominate both the local version vector and anyversion vector stored in the other versions table. T he entryfor the conflict in the other versions table can then be removed.

Conflict resolution can be postponed. Since the other versions table is replicated, conflicts can be resolved on nodes other than the one that originallydetected the conflict. Normally, conflicts should be resolved as soon as possible to reduce inconsistencyand avoid divergent data versions.

When the comparison of two version vectors indicates a conflict, Bengal calls a series of configured conflict resolvers to attempt automatic conflict resolution. A conflict resolver is a software component that contains application - specifi c rules for determining which of the conflicting versions should be accepted or howa newversion that merges the two should be created. Bengal maintains a set of configurable rules that are used to determine which of the available conflict resolvers shou ld be called to handle a particular conflict. If a record matches the rule, then the specified resolver is called. If the first matching resolver does not successfullyresolve the conflict, Bengal examines all remaining rules to find other resolvers that might do better. Each cascading conflict resolver is called in turn until the conflict is resolved or until all the configured resolvers have been called.

Conflict resolvers can also be run using the conflict resolver launcher , a programthat allows the user to examine the conflicts known at his replica and applyanyinstalled resolver on them. T hese manuallyinitiated conflict resolvers can accept user input to assist in the resolution process. One such manual conflict resolver included in

Bengal allows the user to examine the record data of the conflicting versions and select which version to accept.

Users can expand Bengal´s conflict resolver suite. Users who understand the semantics of the records in their replicated databases are better equipped to resolve conflicts properlythan systemdesigners who are ignorant of the semantics of the data actuallybeing stored. Furthermore, experience with resolving conflicts in the file system environment has shown that it is hard to predict all kinds of confli cts that will occur and are resolvable [18]. Users can configure Bengal´s conflict interface to match their newresolvers to conflicts on particular tables or data records.

3.4 Bengal in Operation

T he previous sections describe the various components of Benga l. T his section describes howthe components fit together and the data and control communications paths between the components. Figure 5 illustrates the relationships between the various components of a Bengal replica.

Insert Figure 5 here

Circles represe nt active components of the system. Cylinders represent data structures. T he hashed box represents an arbitrarydata transport mechanism, which is simplysome method of moving data fromone replica to another. Everything above this box in the diagramis part of a single Bengal replica. T he dotted circles belowthe box are corresponding components at another Bengal replica. Solid lines showflows of data, while dotted lines indicate control flow.

At the center of the diagram, a commercial DBMS engine st ores application data. Whenever an update is performed to a record of this data, built - in trigger mechanisms supplied bythe DBMS notifythe Record Event

T rigger mechanism. T his mechanismmakes an entryin the local Update Log for future use. Periodical ly, the

Update Daemon examines the Update Log for unprocessed entries. For each entryfound in this log, the Update

Daemon updates the version vector for the corresponding entryin the Version Vector T able.

Reconciliations are started bythe Replication M anager, either automaticallyon some pre - defined schedule, because of some external event, or directlyat the request of a user. At reconciliation time, the Distribution Daemon on the site initiating the reconciliation contacts the Reconcile Server on the remote site. T he Distribution Daemon sends the list of updates to the initiating site´s Reconcile Server.

T he Reconcile Server consults its local version vector table to determine whether it has seen the updates listed bythe remote site. For those it ha s not seen, the Reconcile Server responds to the remote Distribution Daemon, requesting the data. T he remote Distribution Daemon consults the DBMS to extract the data and ships it, along with its current version vector. (Due to potentiallyconcurrent ope rations, that version vector could have been updated since the list of updates was sent to the initiating replica´s Reconcile Server, and some care is necessaryto ensure that no updates are lost or conflicts missed due to such concurrency.) T he Reconcile Server checks the version vector of the incoming data and, assuming all is well, installs the data in the DBMS and updates the local Version

Vector table.

In some cases, conflicting updates occur. T hese are detected bythe Reconcile Server when the remot e

Distribution Daemon sends its list of updated records. When the data for the conflicting record is shipped to the initiating Reconcile Server, that server invokes the Conflict Resolver Agent to fix the problem. If the Conflict

Resolver Agent can resolv e the conflict automatically, it does so, usuallyresulting in changes in the DBMS, and always resulting in changes in the Version Vector T able. If the Conflict Resolver Agent cannot automatically resolve the conflict, the remote version of the conflictin g record is stored temporarilyin the Other Versions data structure, and the user is notified.

3.5 Implementation Details

Bengal was designed using Microsoft´s Component Object Model (COM). Seven components were initially implemented. T hese components were t he Replication Manager, the Update Daemon, the Distribution Daemon, the

Reconcile Server, version vector manipulation, database access utilities (DBAccess), and Action Log manipulation.

Components are also used to implement generic transport methods and c onflict resolvers.

In its first implementation, Bengal used Action Logs , a separate list of updates for each configured remote replica. Action Logs were updated bythe Update Daemon while it processed updates. If no pre - configured Action

Log existed when reconciliation was started, a temporaryAction Log was created byincluding all replicated records in the database.

Bengal´s initial implementation simplysent a single record update to the Reconcile Server at a time. While functional, this was an ineffic ient use of the network bandwidth. T o address this problem, multiple updates were packed into a single server request. T he actual number of updates sent in a single operation is determined bythe size of the updates, so the network packets are always fil led to capacity.

Action Logs had the advantage that the list of updates needed for a specific replica was immediatelyknown and accessible. Action Logs eliminated the need for the reconciliation process to scan for potential updates. T he disadvantage of Action Logs is that theyrequired significant additional storage. Additionally, if an Action Log was not configured, a complete database scan was required to construct a temporarylog. Unmodified records would be sent unnecessarilyduring the reconciliat ion process, resulting in a significant performance penaltywhen reconciling with a replica without an Action Log.

Byadding a sequence number to the version vector table (with an associated index), most of the functionality of Action Logs was obtained wit hout the overhead of administering or storing them. T his architecture allows any peer to replicate with anyother peer without requiring a full scan of the database to find updates the remote peer should be sent.

One disadvantage to integrated action logs is that the version vector removal process nowrequires a reverse flowwhen the version vector is finallyremoved. Previously, the Action Logs would contain entries for the deleted version vectors to send to remote replicas. Since the sequence is nowpa rt of the version vector table, this is no longer possible.

An additional data structure was added to the version vector table that identifies which replicas have seen an update. T his allows ad hoc reconciliations to skip updates that the remote replica i s known to have alreadyseen.

T hese ^SeenBybits,~ as theyare called, are maintained when an update is applied. T heycan also be updated on the sending side as well, although this impacts performance since an additional database write must be performed.

T he sequence number and SeenBybits replaced the functionalityof the Action Log component.

Code profiling and experimentation revealed that significant performance improvement could be obtained by improving the waydatabase recordsets were handled intern allybyBengal. T hese improvements fell into two main categories: Recordset Caching and Recordset Parameterization.

T he component that is responsible for database manipulation is DBAccess. Originally, recordsets containing record data were created byDBA ccess as needed and then discarded, at high cost because the recordset member columns must be dynamicallydetermined at runtime. A recordset cache was added to save recordsets for particular tables for later use.

Having a recordset cache allows further op timizations of record retrieval fromthe database. Instead of performing a newdatabase query, the recordset´s filter can be parameterized so that onlythe queryparameters need to be changed. T his optimization allows the database engine to reuse the pre pared statements and performother internal optimizations.

While the recordset caching did provide a noticeable performance improvement, the recordset parameterization change had the most dramatic impact.

Performance measurements indicated that 99% of the processing time was in the DBAccess component.

DBAccess was designed to handle all database operations needed bythe replication engine. It performed these operations using a simplistic read record/write record methodology. Databases access table data m ultiple rows at a time. A complete redesign of the DBAccess interfaces was needed to more closelymatch the database data access model.

Microsoft offers a COM - based database access model called OLE DB. OLE DB is a set of COM interfaces whose goal is to en able uniformaccess to data stored in DBMS and non - DBMS information containers [12]. Since this is exactlythe functionalityrequired for DBAccess, the DBAccess component was replaced byOLE DB.

In the initial Bengal implementation, DBAccess handled all d atabase accesses. T he Update Daemon called

DBAccess to read the next available Update log entry(opening a rowset, retrieving the first row, and then closing the rowset), incremented the version vector, then deleted the update log entry. T his process req uired three rowsets to be created for each update log entryprocessed (two on the Update Log table, one on the Version Vector table).

With OLE DB, the Update Daemon opens a rowset on the Update Log table, accesses the next rowand increments the version ve ctors. When the entire rowset is processed, it deletes all rows that have been processed.

Each Update Log entryprocessed nowonlyrequires one rowset creation (Version Vector table), and one rowset of the Update Log table for the entire process. Byswi tching to OLE DB and a multiple rowapproach the total number of database operations performed was reduced. It also simplified the implementation of record locking and allowed transactions to be used to group and protect updates.

4. Bengal Performance

Fully characterizing the performance of replicated data systems is difficult. Some characteristics, such as the per - replicated - itemstorage overhead are well - defined and easyto measure. Others, like the amount of time required to performreconciliation, are s omewhat trickier to measure in a meaningful way. Some, like the degree to which the systemconceals its distributed and replicated nature, are open areas for research [11].

A further difficultyis that the performance of a replicated data systemdepends v eryhighlyon the workload applied and on details of its configuration, such as number of replicas, reconciliation frequency, and reconciliation topology[27]. Overheads and qualityof service metrics can varydramaticallyas these details change.

Another factor that greatlyaffects the performance of a database replication systemis the underlying database engine and related drivers. T he performance characteristics of commercial databases varywidelyand are impacted bythe processor speed and amount of memoryof the machines theyare run on. In addition, the performance of many databases can be greatlyimpacted by^tuning~ and employing sophisticated hardware such as RAID disk drives. T o the extent possible, all experiments reported here were conducted on similarlyequipped machines and no attempt was made to ^tune~ the underlying databases.

In this section we characterize the performance of Bengal bypresenting the following measurements:

· disk storage overheads required to replicate particular data item s

· extra overhead data added to messages that move the real data between replicas

· records per second processed bymajor Bengal components

· reconciliation speed over LAN network and 56K - modemconnection

· analysis of the network traffic generated during reconci liation

· elapsed times seen when increasing percentages of a database are updated

Except where noted, the experiments described here were run on two replicas hosted on a 233 MHz

Windows® NT desktop with 128 MB RAM and a 233 MHz Windows NT laptop with 64 MB RAM. T he database used was Sybase SQL Anywhere version 5.5. Except where mentioned, all experiments were conducted using

Bengal´s DCOM data transport over a 10 Mbit Ethernet. For each experiment, the average of at least three trials is presented.

4.1 Storag e and Communication Overhead

T he storage overhead can be calculated bydirect examination of data stored under Bengal. For a six - replica system, the on - disk data overhead per record is 54 bytes. Part of this overhead is used to store the version vector, and the overhead will shrink or growdepending on howmanyreplicas must be represented in the version vector. T he replicated table names and the number of primarykeys defined bythose tables also affect this figure. T his information is used to generate a keythat associates each version vector with a particular data record. T his overhead is deterministic, and does not varybetween runs.

T he communications overhead to transport a data record is also deterministic. Bengal uses DCOM as its primarydata t ransport, which requires extra messages to set up and tear down the DCOM connection. Four packets totaling 1228 bytes (dependent on length of hostname) are used to set up the DCOM data transport connection, and four packets totaling 452 bytes are used to tear it down. T his overhead is deterministic, and does not varybetween runs. Keep - alive packets with an average size of 110 bytes are used periodicallyto maintain the connection. T he sizes of other packets varywith the size of data being sent.

For eac h record sent over the data transport, additional data must be sent that allows the record to be properly reconciled on the receiving side. Part of this overhead is related to the encoding of the record data which, for the sample database used in these ex periments, amounted to 57 bytes per record. T he size of the record encoding data is highlydependent on the number of columns in the replicated tables. In addition, the corresponding version vector for each record must also be sent which, as discussed ab ove, amounts to 54 bytes. T herefore the total overhead per record is 111 bytes. T his overhead is deterministic but will varyfor different replicated tables.

4.2 Measurements and Analysis

Four broad metrics characterize Bengal´s performance. T he first is th e time taken byindividual Bengal components to process a given number of record updates. T he second is the time required byBengal to reconcile a given number of updates to a remote machine over both 10 Mbit Ethernet and 56K modemconnections. T he third is the number of network packets generated during a reconciliation of a given number of records. T he fourth metric shows how

Bengal scales with larger numbers of updates.

4.2.1 Performance of Bengal Components

T he operation of Bengal can be divided into three broad functional areas as described in Section 3 : Record Version

Maintenance, Update Distribution, and Update Reconciliation. T hese functional areas can be individuallymeasured to determine where most of the time is being spent.

4.2.1.1 Update T rack ing

As records are updated, their version vectors must be incremented to reflect the newupdate. T his is implemented in

Bengal with the ^Update Daemon.~ T he Update Daemon is a background task that does not directlyimpact application performance or replication speeds; nevertheless, its performance is important since it determines how quicklyan update is ^noticed~ bythe system, which would impact the overall responsiveness of the replication system. Bengal´s current versi on of the Update Daemon can handle 40 updates per second, measured bymaking a batch update of all records in a 500 record database and measuring the time taken bythe Update Daemon to update the version vector for all 500 records. Achieving this performa nce required making better use of rowsets.

4.2.1.2 Update Distribution

After the version vectors have been incremented, the updated records are readyfor distribution to the remote replicas. During update distribution, the version vector and record data for each changed record must be read and sent through the transport to the remote replica. T ransport is a synchronous operation when using DCOM. An asynchronous transport was needed to separate the transmission and reconciliation time fromthese measurements.

T his was accomplished byusing the file transport that writes the updates to a file that can be read in later bythe receiving replica.

After collecting the measurements for the Update Daemon as described above, 500 record updates were ready for distribution. T hese record updates were processed byBengal and written to a file. Bythis method, Bengal was able to process 155 updates per second. Intelligent recordset caching, queryparameterization, and intelligent use of rowsets proved keyto achieving this per formance.

4.2.1.3 Update Reconciliation

T he last functional area is the reconciliation of these updates on the receiving replica. T he file containing the record updates generated as described above was transferred to the receiving replica. T he time required to p rocess and applythe record updates was measured. Bengal is able to reconcile slightlyless than 6 updates per second.

Reconciliation is clearlythe performance bottleneck of the system, primarilybecause records are reconciled one at a time, each in a si ngle recordset. T he Update Daemon and the Distribution Daemon, on the other hand, can read manyrecords into one recordset. Also, the reconciliation process involves a larger number of database writes, which are significantlyslower than reads.

T heoretic ally, the time required to completelyreconcile one replica with another would be the sumof the

Replicate and Reconcile processes and the time spent transmitting the data over the transport. Experimental results described belowconfirmthis intuition.

4.2.2 Re conciliation Speeds

T he most basic time - based performance metric that describes Bengal is howlong the systemtakes to reconcile two replicas after a given number of record updates have been applied. T o measure this, 500 updates were generated on one repl ica and reconciled with a second replica. Reconciling 500 updates over a 10 Mbit Ethernet took 1:38 minutes. Reconciling the same number of updates over a 56 Kbit modemtook slightlyless than 3 minutes. While speed of the communications link clearlyha s an effect on reconciliation speed, a drop in bandwidth of two orders of magnitude caused reconciliation to take less than twice as long. Clearly, much of the overhead must be related to computation, rather than network delays.

4.2.3 Network Overhead

In anothe r experiment, the number of network packets needed to reconcile 500 records over DCOM was measured bygenerating 500 updates on one replica and reconciling those updates with a second replica. A network analyzer was used to capture the network traffic gen erated during the reconciliation. 264 packets were required to perform this reconciliation. Earlier versions of Bengal had used nearlyeight times as manypackets for the same task. T he reduction was largelydue to bundling multiple record updates into a single packet, with lesser improvements from better bundling and record encoding algorithms.

4.2.4 Bengal Update Times

Figure 6 shows the time Bengal required to reconcile different numbers of updates. In this experiment, increasing numbers of updates were app lied to a database containing 10,000 records and then reconciled with a remote replica over an Ethernet link. After 4000 updates, the increase in time required to reconcile more updates is slightly sublinear.

Insert Figure 6 here

5. Future Work

During the co urse of this research areas of further development related to optimistic, peer - based database replication were identified.

Transactional Replication ˘ T he current systemreplicates individual records. Maintaining transactional integrityof updates that in volve multiple records over multiple tables is difficult using this method. Byreplicating transactions instead of records, or byreplicating associated record updates in a transactional manner, the integrityof those updates could be maintained. T ransac tional replication could be accomplished bydetermining the relationship between tables byidentifying foreign keys or byscouring the database transaction log and merging it with a system - wide transaction log that can be replicated to all the nodes.

Selec tive Database Replication ˘ Replicated file systems, such as Rumor, implement selective replication using directorystructure to define which files are replicated as well as individual file inclusion/exclusion [16]. New files can inherit the replication p roperties of their parent directory. Selective database replication is a much tougher problembecause the criteria for determining which data should be replicated at each replica could varywidely, and could change over time. If the criteria for selecting records changes, then newrecords that are needed must be replicated and old records that are no longer needed must be pruned.

Further problems arise at reconciliation time. When two replicas using selective replication reconcile, the systemmust determi ne which records are involved in the reconciliation, since each partner maystore different records and maychange the set of records it stores at anytime. T he interactions between selective database replication and the action log optimizations mentioned above would further complicate the problem.

Autom atic Periodic Reconciliation ˘ T o maintain consistencybetween the replicas and to decrease the possibilityof conflicting updates, replicas must reconcile with each other on a frequent, regular basis. T he reconciliation process could be automaticallyinitiated when either a specific amount of time has passed or a high watermark of updates has occurred. T he systemwould reconcile with an available replica (see Dynamic Choice of

Reconcile Partners) or inform the user that connectivitymust be established for replication. Other important events could also be used to trigger automatic reconciliation. For example, two portable computers using wireless networks could choose to reconcile when theyfirst come wit hin radio range of each other. Recent modeling work done at

UCLA has developed methods of trading off the decreasing value of possiblystale data against the costs of using scarce bandwidth to fetch newer versions of the data. T his modeling work has been used to drive file system reconciliation, and might also be usable in the database arena.

Dynam ic Choice of Reconcile Partners ˘ Current replication topologies manuallyselect a specific replica to reconcile with, making no attempt to improve the choice w ith dynamic information. Instead, the systemcould choose reconciliation partners intelligentlyto optimize the spread of updates in the systemor ensure that high - priority updates are sent to the most important replicas as quicklyas possible. One method to achieve these goals is to advertise for prospective reconciliation partners. Replicas that match the criteria for the advertisement would respond, offering to reconcile. T he advertiser could decide which ones it wants to reconcile with. Another meth od would be to examine the results of past reconciliations to deduce which other replicas are likelyto be good partners.

Dynamic Choice coupled with Automatic Periodic Reconciliation could offer a near maintenance - free replication solution for a highlyd ynamic, mobile replica set.

6. Related Work

Much research has been done on replicated data management. Relativelylittle of it relates directlyto mobile computing, however, particularlyreplication for database systems. We will brieflysurveyrelevant work in replication for databases and general data replication for mobile computers.

T ransaction processing in distributed database systems (some of which use replication) requires consistency control. One formof consistencycontrol for such systems is an op timistic form[2]. However, this formof optimism is different than the optimistic replication discussed here. Optimistic concurrencycontrol is related to when the systemdetermines that a transaction can be properlycommitted. Optimistic concurrencyc ontrol systems permit transaction processing to proceed without obtaining locks, but check at the end of the transaction to determine if the optimismled to improper results. If so, the transaction is rolled back and re - executed. T his type of optimismis insufficient for mobile environments, since it requires communications among all sites storing database components or replicas at the end of everytransaction.

Much of the research on replication for database systems has concentrated on conservative solut ions [7, 25, 6,

13]. T hese systems are largelyinappropriate for general mobile computing requirements. T he reference titled

^Consistencyin a Partitioned Network: A Survey~, contains a good surveyon these systems, as well as coverage of several forms of optimistic replication [3].

T he growth of mobile computers has led manyof the major database manufacturers to supplysome formof replicated database solution that would allowsome functionalityto users working fromportable machines. Byand large, the se systems support client/server optimistic replication, with varying degrees of support for handling concurrent updates and the resulting conflicts. Because manyof these systems are commercial products, in many cases detailed information about their arc hitecture and implementation are unavailable, or can onlybe deduced through use of the system.

Oracle® 7 and Oracle 8 contain advanced database replication capabilities. Oracle allows various styles of replication, froma master/slave situation where all updates must be applied to the master, to client/server replication where updates to clients are eventuallypropagated to the server, to a peer - style replication where updates performed at anyreplica are propagated to all other replicas. Oracle provides selective replication, a wide range of transport options (including broadcast update propagation), conflict detection and resolution, choice of either data or procedural replication (where propagation of an update causes deterministic running of a procedu re, rather than transfer of data), and strong user and administration tools [4].

Oracle supports disconnected mobile computers through a client/server method. Oracle onlyoffers a rather limited formof peer replication. Oracle´s peer replication requires updates applied at anyreplica to be propagated to all other replicas bythe originating replica. Gossiping is not permitted. T his choice simplifies manyproblems of concurrencydetection and update propagation, at the cost of slowing the progress of up dates through the system. It is suitable for an environment where all replicas are well connected, but less so when some replicas must communicate indirectlywith others due to constraints of mobility. Finally, Oracle´s solution is specific to Oracle´s o wn products, while Bengal can be ported easilyto anySQL database [28].

Sybase´s SQL Remote � product supports optimistic client/server replication for mobile computers. It permits a mobile computer to selectivelyreplicate a portion of a database. T he mobile client maintains a log of updates, which can be shipped to the server when convenient, using email. Sybase offers other replication solutions for handling replication between different offices and multiple replication servers within an office, but these solutions are not relevant to the mobile environment [21]. SQL Anywhere� offers limite d support for mobile users, typicallyallowing single mobile replicas where onlyone replica (either the server or mobile replica) receives updates. Like Oracle, Sybase´s SQL Remote and SQL Anywhere products are specific to its own database offering.

Nove ll® Replication Services � permit replication among office servers [14]. Novell Replication Services provides hierarchical client/server replication, with support for selective replication. T his replication service is not designed to support frequentlydisconnected machines, so it is not suitable for mobile computing. Like Oracle and

Sybase, Novell´s replication systemis specific to its own product.

Lotus Notes® provides optimistic replication [23]. Like Coda, Notes provides peer replication among server machines, and client/s erver replication for workstation machines. Portable computers are typicallyconfigured as workstation machines, rather than servers. T hus, mobile users of Lotus Notes typicallycannot directlysynchronize with each other. Lotus Notes provides various d ata transport mechanisms, selective replication, prioritized synchronization, and manyother useful replication services. Lotus Notes onlyreplicates its own internal forms of data, though a number of products have integrated Lotus Notes replication with commercial databases, typicallyin a simple client/server mode.

Lotus Notes uses timestamps and a single version number to detect potential conflicts. In some complex circumstances, Lotus Notes might improperlyidentifynon - conflicting updates as conflict ing. Lotus Notes has an unusual method for dealing with conflicts. Like most other systems, Notes provides an interface for automatically resolving conflicts. However, if the conflict cannot be resolved, Notes simplytreats all conflicting replicas as e quallygood versions of the data, saving all of them. While, in practice, manyother systems save conflicting replicas until the conflict is resolved, Notes is unusual in that it does not treat those conflicting versions as being in anysense incorrect or requiring action to clean up.

CA - OpenIngres ® /Replicator fromComputer Associates supports various forms of optimistic replication. CA -

OpenIngres/Replicator replicates transactions, building themfroma journal whenever it needs to communicate them to an other replica. It includes an interface for specifying conflict resolvers. CA - OpenIngres/Replicator supports peer - to - peer replication, but because a replication queue must be maintained for each replica it does not appear that the systemwould scale well to large numbers of peers. T he documentation suggests that conflicts are detected by use of a replication keythat consists of a database number, a transaction ID, and a single sequence number [29]. If so, complex patterns of updates and propagations ma ycause misidentification of conflicts where none exists.

Similarly, the documentation states that the systemis suitable for mobile use, but fewdetails are provided. It does not appear that the systemsupports indirect distribution of updates

SYWARE ® b uilds a database synchronization product called Datasync that provides replication services for anyODBC - compliant database [22]. Datasync provides client/server replication, with tools for conflict detection and resolution, support for selective replicat ion, and the abilityto use multiple data transports. Datasync transmits difference - logs of updates. T he systemprovides an API for integration with mobile database applications. Datasync seems to detect updates bymaintaining a shadowcopyof the origi nal state of the data when checked out fromthe server on each client. Comparing this shadowcopyto either the real local copyor the current server copyallows detection of all relevant changes, at the cost of twice the data storage on the client comput er. Datasync does not support peer replication. Datasync is representative of a wide class of similar products that will not be discussed here in detail. Broadly, theyprovide the same kinds of services as Datasync, though each product has its own stren gths and weaknesses. A common theme among all of themis lack of support for peer replication.

A number of optimisticallyreplicated file systems have been built, manyspecificallydesigned to support mobility. T heyinclude Ficus [7], Coda [10], Reconcil e [9], and Rumor [8]. T hese systems have provided many useful lessons for the development of Bengal, including insights into the costs and benefits of different methods of detecting updates, methods of handling conflicting data, and data structures for ma intaining state information about the update historyof replicated data items. All are intended for use with file systems rather than databases, however, and some choices made in these systems are not suitable for the database environment.

Bayou [24] is d escribed as a replicated storage system. It is capable of supporting both file - oriented and database - oriented operations. Bayou takes an application - aware approach to optimistic peer replication.

Applications are written to include code and information that assists the systemin providing the best possible results in the face of mobile replicas communicating over links of varying connectivity. Bayou does not support commercial database systems. Bengal seeks to provide transparent replication, while Bay ou requires application writers to be aware of the replication of their data.

7. Conclusions

Bengal has demonstrated that peer - oriented optimistic database replication is a practical technique for maintaining shared, updateable information at multiple mobile nodes in a mobile environment. Bengal is able to provide efficient access to the stored data and correct update propagation of that data to all other replicas, using gossiping techniques.

T he client/server model and most current replication techniques dep end on constant network connectivity, a requirement that is not realistic in a mobile, wireless environment. Client/server architectures enforce a rigid communication structure and prevent mobile users fromdirectlycommunicating with each other. Other m aster - slave replication schemes are unacceptable because theyenforce consistencybyrestricting update access.

Bengal uses a peer - to - peer, reconciliation - based replication approach that addresses the problems that mobile computing has with client/server a nd other forms of replication. T his newreplication systemallows disconnected operation on a shared database with synchronization between anyset of replica peers.

T he Bengal Database Replication Systemis a prototype implementation of this scheme that c an be used for further research and to studythe problems mobile computing presents to distributed databases. While the Bengal systemis not sufficientlydeveloped for immediate use in critical environments, we feel Bengal offers the features and flexibili tyneeded for mobile computing. Further development of the prototype systemwould improve its performance and reliability, and decrease the resources required to use Bengal. We have focused here on the problems of mobile computing, but the replication te chnologydescribed maybenefit other environments as well.

8. Additional Information

T his research was conducted jointlybyComputer Associates International, Inc., and the Universityof California,

Los Angeles. T he authors can be contacted at the following a ddress:

T odd Ekenstam, Charles Matheny

Computer Associates International, Inc.

9800 La Cienega Blvd.

Inglewood, CA 90301

310 - 337 - 5202

800 - 526 - 9096 firstname.lastname@ca.com

(e.g. todd.ekenstam@ca.com )

Peter Rei her, Ph.D., Gerald Popek, Ph.D.

Universityof California, Los Angeles

Dept. of Computer Science

Los Angeles, CA 90095

310 - 825 - 8332

reiher@cs.ucla.edu

popek@cs.ucla.edu

9. Acknow ledgements

T he authors would like to thank Laura Smith, Joel Lilienkamp, and Ste ve Levywho have been supportive in their

management role byproviding the authors the time and resources to conduct this research. We especiallythank

ShirleyWei for her work on the initial implementation of Bengal. She also contributed significantlyt o the

performance measurement and analysis section of this paper.

T his research was supported bythe Defense Advanced Research Projects Agency(DARPA) under contract

DABT 63 - 95 - C - 0063 as part of the DARPA GloMo program.

T he names of actual companies and pro ducts mentioned in this paper maybe the trademarks of their

respective owners.

10. References

[1] P.A. Alsberg and J.D. Day, ^A principle for resilient sharing of distributed resources,~ in IEEE 2nd International

Conference on Software Engineering, San Franci sco, CA, USA, 1976, pp.562 - 70.

[2] M.J. Careyand M. Livny, ^Conflict detection tradeoffs for replicated data,~ ACM T ransactions on Database

Systems, vol.16, (no.4), p.703 - 46, Dec. 1991.

[3] S.B. Davidson; H. Garcia - Molina; D. Skeen, ^Consistencyin partit ioned networks,~ Computing Surveys, vol.17,

(no.3), p.341 - 70, Sept 1986.

[4] A.R. Downing. ^Conflict Resolution in Symmetric Replication,~ Proceedings of the European Oracle User

Group Conference , April 1995.

[5] M.J. Fischer and A. Michael. ^Sacrificing S erializabilityT o Attain High Availabilityof Data In an Unreliable

Network,~ Proceedings of the 4 th Symposium on Principles of Database Systems , 1982.

[6] D.K. Gifford, ^Weighted voting for replicated data,~ Proceedings of the Seventh Symposiumon Operati ng

Systems Principles, Pacific Grove, CA, USA, ACM, 1979. pp.150 - 62.

[7] R.G. Guy; J.S. Heidemann; W. Mak; T .W.Page; G.J. Popek; D. Rothmeier, ^Implementation of the Ficus

replicated file system,~ In USENIX Conference Proceedings, pp. 63 - 71, June 1990.

[8] R. Guy; P. Reiher; D. Ratner; M. Gunter; W. Ma; G. Popek, ^Rumor: mobile data access through optimistic

peer - to - peer replication,~ Proceedings, Advances in Database T echnologies, 1999. pp.254 - 65.

[9] J.H. Howard, ^Using Reconciliation to Share Files Betwe en OccasionallyConnected Computers,~ Proceedings

of the Fourth Workshop on Workstation Operating Systems , October 1993, pp. 56 - 60.

[10] J.J. Kistler and M. Satyanarayanan, ^Disconnected operation in the Coda File System,~ ACM T ransactions on

Computer Syst ems, vol.10, (no.1), pp.3 - 25, Feb. 1992.

[11] G.H. Kuenning; R. Bagrodia; R.G. Guy; G.J. Popek; P. Reiher; A. Wang ^Measuring the qualityof service of

optimistic replication,~ Proceedings,Object - Oriented T echnology. ECOOP’98 Workshop Reader, Brussels,

Bel gium, 1998. pp.319 - 20.

[12] Microsoft, Inc. ^OLE DB/ADO: Making Universal Data Access a Reality,~ White Paper,

www.microsoft.com/data/ado/sigmod98.htm , May1998.

[13] T . Minoura and G. Wiederhold, ^Resilient extended true - copytoken scheme for a distribute d database system,~

IEEE T ransactions on Software Engineering, vol.SE - 8, (no.3),.pp.173 - 89, May1982.

[14] Novell, Inc. ^Novell Replication Services (NRS) Product White Paper,~ available via the Web at

http://www.novell.com/whitepapers/nrs, 1997.

[15] D.S . Parker; G.J. Popek; G. Rudisin; A. Stoughton; B.J. Walker; E. Walton; J.M. Chow; D. Edwards; S. Kiser;

C. Kline, ^Detection of mutual inconsistencyin distributed systems,~ IEEE T ransactions on Software

Engineering, vol.SE - 9, (no.3), p.240 - 7, May1983.

[ 16] D. Ratner; G. Popek; P. Reiher, ^Peer Replication With Selective Control,~ UCLA T echnical Report CSD -

960031, 1996.

[17] D. Ratner; P. Reiher; G. Popek, ^Dynamic Version Vector Maintenance.~ Computer Science Department,

Universityof California, Los Ang eles. 1997.

[18] P. Reiher; J. Heidemann; D. Ratner; G. Skinner; G. Popek, ^Resolving file conflicts in the Ficus file system,~

Proceedings of the Summer 1994 USENIX Conference, Boston, MA, USA, pp.183 - 95, 1994.

[19] P. Reiher; G. Popek; M. Gunter; J. Sal omone; D. Ratner. ^Peer - to - Peer Reconciliation Based Replication for

Mobile Computers,~ Proceedings of the ECOOP Workshop on Mobilityand Replication, July1996.

[20] M. Satyanarayanan; J.J. Kistler; P. Kumar; M.E. Okasaki; E.H. Siegel; D.C. Steere, ^Cod a: a highlyavailable

file systemfor a distributed workstation environment,~ IEEE T ransactions on Computers, vol.39, (no.4),pp.447 -

59, April 1990.

[21] Sybase, Inc. ^Sybase SQL Anywhere and Replication Server: T he Enterprise Wide Replication Solution,~

ww w.sybase.com/products/system11/repsrvr.html , 1998.

[22] Syware Inc. ^Datasync Architecture and Operation,~ www.syware.com/datasync/newdsync/ds_ao.htm , 1999.

[23] R.A. T amura (editor). Lotus Notes and Domino Server 4.6 , Chapter 40, ^Replication and Its Adm inistration,~

SAMS Publishing, 1997.

[24] D.B. T erry; M.M. T heimer; K. Petersen; A.J. Demers; M.J. Spreitzer; C.H. Hauser, ^Managing update conflicts

in Bayou, a weaklyconnected replicated storage system,~ Operating Systems Review, vol.29, (no.5),pp.172 - 8 3,

Dec. 1995.

[25] R.H. T homas, ^A solution to the concurrencycontrol problemfor multiple copydata bases,~ IEEE Proceedings

of Spring Compcon 78, San Francisco, CA, USA, 1978, pp.56 - 62.

[26] B. Walker; G. Popek; R. English; C. Kline; G. T hiel, ^T he LOCU S distributed operating system,~ Operating

Systems Review, vol.17, (no.5, spec. issue.), pp.49 - 70, 1983.

[27] A. Wang; P.L. Reiher; R. Bagrodia, ^A simulation evaluation of optimistic replicated filing in mobile

environments,~ Proceedings of International Performance, Computing and Communications Scottsdale, AZ,

USA, 1999, pp.43 - 51.

[28] K. Watterson, ^Database Replication Explained,~ Datamation , pp. 62 - 68, 1996.

[29] Computer Associates, Inc. ^CA - OpenIngres/Replicator,~ Ingres - World ´96,

wint.decsy.ru/du/ COMPU_2H/OPENI_CY/INDEX.HT M , 1996.

FIGURES

Figure 1

Database

Management

S ystem

Bengal

DBR

Engine

Event

Triggers

User Applications

Bengal DBR

User Interface

Figure 2a

A B C

Figure 2b

A B C

Figure 2c

A B C

Figure 3a

Figure 3b

Figure 3c

Figure 4a

Replica 1´s

version vector

8

1

17

2

8

1

17

2

Replica 2´s

version vector

Figure 4b

Replica 1´s

version vector

9

1

17

2

8

1

17

2

Replica 2´s

version vector

Figure 4c

Replica 1´s

version vector

9

1

17

2

8

1

18

2

Replica 2´s

version vector

Figure 5

Version

Vector

T able

Distribution

Daemon

Reconcile

Serv er

Update

Daemon

Update

Log

DBM S

Record

Ev ent

T rigger

Distribution

Daemon

Reconcile

Serv er

Replication

M anager

Replication

M anager

Other

Versions

Data T ransport

M echanism

Conflict

Resolv er

Agent

Local Replica

Remote Replica

Figure 6

0:00

0:10

0:20

0:30

0:40

0:50

0 2000 4000 6000 8000 10000

Time

Updates

FIGURE CAPTIONS

Figure 1 - Bengal’s Place in the SystemArchitecture

Figure 2a - Updates applied at A

Figure 2b - Updates propagated fromA to B

Figure 2c - Updates propagated fromB to C

Figure 3a - A Star T opology

Figure 3b - A Ring T opology

Figure 3c - A T ree T opology

Figure 4a - Matching version vectors

Figure 4b - Replica 1 dominates

Figure 4c - Conflicting version vectors

Figure 5 - Relationships Among Bengal Components

Figure 6 - Update Scalabilit y