Truffles — Secure File Sharing WithMinimal System Administrator InterventionPeter ReiherThomas Page, Jr.Gerald PopekUCLALos Angeles, CAJeff CookTrusted Information SystemsLos Angeles, CAStephen CrockerTrusted Information SystemsGlenwood, MDABSTRACTThe Truffles file system supports file sharing between arbitrary users atarbitrary sites connected by a network. Truffles is an interesting example of aservice of the future that will automatically allow users to collaborate withother users anywhere in the world in ways not currently possible. Theseservices, and Truffles in particular, have the potential of greatly increasingthe workload of system administrators, if the services are not designedproperly. This paper describes how Truffles approaches solving its problemswithout unduly burdening system administrators.INTRODUCTIONAs improvements in hardware and software make new services available,users naturally want to take advantage of them. Frequently, however, a newservice means a new burden for system administrators. Beyond theinevitable costs of installing and maintaining the service, however, someservices may require more frequent ongoing attention. In particular, a class ofservices of the future will make resources on remote machines moreavailable to local users, and, conversely, make a given machine�s resourcesmore available to remote users. Such services will allow users to customizetheir own environment to include many remote resources, and to do soeasily and quickly. This kind of service has obvious implications for systemadministrators, as its use means that users will be attempting to share a machine�s resources with arbitrary remote users and machines, and will beimporting services from equally arbitrary sources. If system administratorsare to maintain any control over the security of the computing environment,they must control such sharing. Yet the nature of the service is to set upshared resources at a moment�s notice, so explicit system administratorintervention is inappropriate.A second important implication for system administrators arises from the factthat users will require that their operating system and its associated softwareprovide them with the necessary remote access to services on other machines.In many cases, today�s software requires system administrators to take explicitactions whenever such remote access is required. For instance, if a userwishes to mount another site�s file system using NFS [1], the systemadministrator must take a number of non-trivial actions to permit themount. Clearly, if these services of the future are to achieve their goal ofpermitting instantaneously customizable user environments, the systemadministrator must be removed from the loop.One example of a service with these requirements is the Truffles file system.The Truffles file system permits users at arbitrary sites, with no priorarrangements or connections, to share files with each other. Truffles seeks tosolve the problems that limit some existing remote file access tools, ˚such asftp, telnet, and NFS. These problems include lack of security, highadministrator overhead, lack of transparency, and poor performance.Providing a remote file sharing service that avoids these problems requiresTruffles to solve several problems, including setting up the file sharingrelationship, performance, availability of data, security, and issues of differingadministrative domains. A further problem Truffles must solve is ensuringthat the system administrators of the machines running Truffles can controlwhat is shared with whom without having to devote too much time andenergy to Truffles.Truffles users will be able to make their files eligible to be shared by calling asingle command, and will be able to share others� files by calling anothercommand. Actually setting up the relationship requires much more workthan these two commands can perform, however. The command that en-ables sharing another user�s files starts up a protocol between the file owner�smachine and new sharer�s machine. This protocol runs in the background,and handles all the details of making the files available to the new sharer.The protocol uses electronic mail to transport its messages between themachines, thereby easily gaining advantage of the many solutions electronicmail already provides for working in network environments.A central problem in file sharing over arbitrary networks is performance.Unless users can access their files in reasonable time, the service is of limitedvalue. Truffles handles this problem through replication. Truffles maintains multiple copies of a shared file so that a user can almost always get theperformance of a local file access for a shared file.Replication also handles the problem of availability for Truffles. Users ofshared files want to be able to use those files even when their connections tothe other sites sharing the files have been severed. Maintaining a local copyof the file can free read access from dependence on network connections. Inmany replication strategies, write access is more complex, as the replicationsystem attempts to prevent conflicting updates of a file by only permittingcertain copies of the file to be updated when all copies aren�t communicating.Truffles uses an optimistic replication strategy, instead. This strategy permitsusers to update any copy at any time, regardless of whether other copies cancurrently be contacted. An optimistic replication strategy can lead to updateconflicts, but these rarely occur, due to the normal usage patterns of files.Also, Truffles will automatically resolve many conflicts, including allconflicts in directories. Thus, conflicting updates are rarely a problem forusers, and can generally be handled easily when they do occur.Security is a concern both during the process of setting up a file sharingrelationship and throughout the life of the relationship. Both the protocolthat establishes the shared files between the users and the ongoing networktraffic related to keeping the replicas of the files up to date must be protected.Truffles uses a secure form of electronic mail to deal with the formerproblem, and encrypts the ongoing network traffic to deal with the latter.Typically, users who share files through Truffles will be in differentadministrative domains. Each domain keeps its own set of user identifiers,and there is no general mechanism to prevent the identifiers in one domainfrom overlapping with those in another domain. Therefore, Truffles must beable to recognize user identifiers in their proper context, and must be able tohandle user identifiers from a remote domain. Similarly, Unix systemshandle much access control through the concept of groups, and the set ofgroup identifiers within one domain may overlap those in another domain.Truffles must deal with them, too.System administrators need to be able to exercise some control over whichfiles on their machines are shared. Some files may contain sensitive or pro-prietary data, and should not be made available to users outside the machine.In certain cases, which machine or which remote user is to share the files maybe important in a system administrator�s decision of whether to permitsharing. Other factors may be important in the decision in other cases. Also,system administrators should not necessarily have to personally approveeach and every sharing relationship that the users of a machine try to set up.Truffles must provide a general, powerful mechanism to allow systemadministrators to express and enforce sharing policy on their machines.

BASIC TRUFFLES DESIGNTruffles provides file sharing through˚a secure sharing service usable overnormal network connections.˚Truffles uses a secure electronic mail protocolto set up file sharing. File sharing has normal Unix file semantics once therelationship has been established. Because the connections between sites mayhave high delay, and the˚networks or sites may fail, Truffles automaticallysupports keeping multiple replicas of a file on different machines. ˚

UCLATISDARPAISI

Internet

Volume shared between UCLA, TIS and DARPA

Volume shared between UCLA and ISI

Volume shared between TIS and DARPAKEY:Figure 1. Sites sharing volumes via TrufflesTruffles file sharing˚Truffles can provide file sharing either through˚replication or transparentremote access. Truffles provides file replication on a per-volume basis, ratherthan a˚per-file basis. A volume is similar a Unix file system. It consists of˚aconnected tree-like structure of directories and files, all stored on˚a singlephysical device. Users must collect any files that they want to replicate into˚avolume or set of volumes. Any files in those volumes are shareable. NormalUnix permission mechanisms control file access. Truffles permits multiple˚sites to store replicas of a volume, and other sites to participate withoutstoring a replica (at the cost of some performance degradation˚and inferioravailability when sites fail).˚Figure 1 shows how several sites might share Truffles volumesamong˚themselves. In this example, four sites (UCLA, TIS, DARPA, andISI)˚share three volumes (represented as triangles) among themselves, usingthe Internet to provide˚transport services. UCLA shares a volume withDARPA and TIS, TIS˚and DARPA share another volume, and UCLA and ISIshare a volume.˚Different users might have set up and used eachrelationship. Each˚relationship is separate from the others, and does notdepend upon˚them. Depending on file access permissions and name spaceorganizations, users at the four sites might or might not be able to access filesin non-locally replicated volumes.˚

UCLATIS¥¥//

¥Non-Truffles FilesTrufflesFilesTrufflesFiles

¥sharedglobal

¥usedu¥ ucla¥reiher¥ page¥isig¥uscom¥

¥tiscookNon-Truffles Files

¥¥etcusr

¥sharedFigure 2. File hierarchies using TrufflesFigure 2 shows another view of how Truffles volume sharing works.˚Thisfigure shows the top levels of the file hierarchies on two sites,˚UCLA and TIS.Part of each site�s file hierarchy contains files that˚are stored with normalUNIX file systems, such as the files under /usr and /etc. Another part ofeach site�s˚hierarchy contains Truffles files. Truffles only helps users sharefiles in the Truffles parts of˚the hierarchies. Files in the non-Truffles parts ofthe˚hierarchies are completely inaccessible through Truffles.Within the Truffles portion of the file hierarchy shown in figure 2,˚files areorganized into volumes. The triangular shaded areas of the hierarchy˚showvolume delimitations. The two sites do not necessarily share a commonnamespace. In this example, the root of the UCLA Truffles file system is

/global, while the root of the TIS Truffles file system is /g. Some portionsof the namespace are shared, though. The Truffles volume˚rooted at/global/us/edu/ucla/reiher/shared in the UCLA hierarchy has a replicaat /g/us/com/tis/cook/shared. Despite the two replicas being stored atdifferent places in the hierarchies, Truffles will keep all files in the tworeplicas consistent. Alternately, sites can completely share identical Trufflesnamespaces.If another machine at TIS stored all of the TIS-local Truffles namespace up to,but not including, the volume shared between TIS and UCLA, users on thatmachine would be able to use Truffles to access the shared volume remotely,to the extent that normal access permission mechanisms allowed. However,the portion of the namespace not shared between TIS and UCLA is notaccessible to remote sites through Truffles. For example, users at TIS are notable to see the volume /global/us/edu/ucla/page, and cannot useTruffles to get at that volume in any way, short of setting up an explicitrelationship to share that volume. If the single shared volume shown in thediagram were the only volume shared between TIS and UCLA, only thosefiles would be jointly accessible by both sites. UCLA could not use Truffles toexamine any other TIS files, and TIS could not use Truffles to examine anyother UCLA files.Constructing TrufflesTruffles is built from two existing pieces of software. The˚Ficus file systemprovides file sharing and replication [2]. The˚TIS implementation of PrivacyEnhanced Mail (TIS/PEM) provides a secure˚channel for the setup traffic anddistributes the keys used for authentication and encryption [3]. Trufflesmerges these two components, modified in˚minor ways, with a reasonableamount of additional software.˚The components not directly provided byFicus or TIS/PEM include:˚¥ the protocol for setting up a relationship¥ daemons to handle most of the setup work without user intervention¥ secure transport of data in an established relationship¥ handling user identifiers between different administrative domains¥ mechanisms and policies to control file sharingBroadly, the Truffles approach is to use TIS/PEM to send the messages that setup relationships, and to authenticate the users. The use of electronic mail toestablish the connection has certain advantages over other alternatives. Thecooperating users need only know each other�s electronic mail addresses.There is no need to request direct intervention of a system administrator toset up the connection via some other mechanism, like NFS. Electronic mailis able to handle issues like temporary failure of the destination sitegracefully.

TIS/PEM˚is also used to establish the encryption keys to be used by this shar-ing˚relationship. Truffles daemons then take over the rest of the protocol˚toset up a shared set of files. This protocol consists of trading ˚electronic mailmessages between Truffles servers that run Ficus utility programs˚in responseto the messages. Since these utility programs permit remote˚users to gainaccess to local files, all messages in the protocol must˚be authenticated.˚Once the relationship is established, all users involved in it see˚the volume atthe appropriate places in their local file hierarchies. Ficus˚ensures that allupdates are seen by all replicas. Ficus also˚deals with any problems arisingfrom failures, recoveries, and partitions.˚From the users� points of view, thesituation is little different than˚if they shared the files with each other on asingle machine.

User InterfaceTIS/PEMFicusidentifier mapping softwaretransport securityPoliciesgoverningsharing

Internet — Negotiation

Internet — TransportFigure 3. Truffle architecture˚Basic Truffles architectureFigure 3 shows a diagram of the basic Truffles architecture. A user˚interfacehides most of the difficult details of establishing the sharing relation-ship˚from the user. This interface is only used during establishment of˚therelationship; once established, the user works directly through˚Ficus, whichlooks like a standard Unix file system interface. The˚user interface also in-teracts with the mechanism that controls sharing˚policy. The boundaries inthe diagram show the basic, conceptually separate components of Truffles,with adjacencies indicating which components interact directly.Requests from the user interface are passed either to TIS/PEM or to˚Ficus.Those requiring off-site transport go through TIS/PEM. TIS/PEM˚securelytransports requests to the TIS/PEM installation on the other˚site, which then either calls the appropriate Ficus routine or passes˚the request up through theuser interface.The user interface to Truffles consists of three commands — s h a r e ,participate, and withdraw. share is called by a user who wants to makesome local files available to users at other sites through Truffles. If the filesare not already a volume, they are converted into one, and all preparationsare made to share the files through Truffles, including sending notification toany other users who are potential participants. This notification is sent in anelectronic mail message to any remote users the local user listed in a file thatis one of share�s parameters. Once the share command completes, theissuing user, and any other users on his machine who normal Unix accesscontrol permits, have access to the shared files.Users wishing to share files that have been prepared for Truffles sharing bythe share command use the participate command. The electronic mailnotifications sent by the s h a r e command contain templates for theparticipate command that must be issued to join in sharing the volume.Users need only fill in one field in the template that specifies where in theirlocal file hierarchy to store the shared volume, and issue the resultingcommand. participate starts up an electronic mail protocol between theTruffles servers on the new user�s site and on the site where the s h a r e command was issued. Upon completion of this protocol, the volume isavailable for normal Unix use to the users on both sites. Truffles useselectronic mail to inform the participants when the participate commandcompletes. Effectively, participate sets up a new replica of the sharedvolume on the calling user�s site.w i t h d r a w is used to withdraw from a Truffles sharing relationship.Effectively, withdraw deletes the local replicated copy of the shared volumeon the user�s local site. withdraw also removes the ability of the site runningit to access other replicas remotely.During normal operation, Truffles requests pass through Ficus. Beforethey˚go to a different site, they pass through software that maps useridentifiers˚from the source administrative domain to those in thedestination�s˚domain. The requests themselves go through Truffles transportsecurity.˚More complete description of the Truffles architecture requiresfurther˚understanding of its major components, TIS/PEM and the Ficus filesystem.˚PEM AND TIS/PEM˚Privacy enhanced mail (PEM) is an Internet standard that adds certain ˚simplesecurity services (like message authentication, sender authentication, ˚and message confidentiality) to regular electronic mail. (See [3], [4], [5], [6], and [7]for details of PEM�s design.)PEM authentication is done with RSA public key cryptography. A hash ofthe˚message to be sent is encrypted with the sender�s private key.The˚receiver can then check the authenticity of the message by decrypting˚thehash with the sender�s known public key and comparing it to the˚hashproduced by the message itself.Encryption of PEM messages uses the Data Encryption Standard (DES) andRSA. An encrypted PEM message˚consists of the message encrypted with aDES key, the DES key encrypted˚using the public key of the receiver, and ahash of the message encrypted˚with the private key of the sender. Thereceiver uses his private key˚to decrypt the DES key, uses that to decrypt themessage, takes a hash˚of the message, and compares it to the hash obtained byapplying the ˚sender�s public key to the encrypted hash. Every message uses anew˚DES key for encryption. Public and private key pairs are changedonly˚rarely.Since PEM relies on using public keys to authenticate messages, it˚must makepublic keys securely available to its users. Users depend on being˚able to askfor and receive a public key for some other user˚who has sent them mail.X.509 certificates are used for this purpose.˚These certificates bind a name (anX.500 distinguished name) to a public˚key. The binding is vouched for by aCertification Authority (CA).˚Certification Authorities themselves arevouched for by higher level˚Authorities. PEM makes use of a certificationhierarchy in the form of˚a tree, where each node is certified by a node above it,and the leaves˚of the tree are users, mailing lists, etc. The Internet PolicyRegistration Authority (IPRA) is at the highest level of this hierarchy. Thisauthority will˚be managed by the Internet Society.˚TIS/PEM is a reference implementation of the PEM standard ([4], [5], [6], [7]),developed by Trusted Information Systems. It is˚UNIX based, and runs on avariety of platforms. Figure 4 shows˚an architectural view of TIS/PEM. ThePEM library serves as the primary entry point˚to the system by electronic mailor other services. That library,˚certain PEM utilities, and key managementprograms communicate with˚the local key manager (LKM), which handleskey management independent ˚of the particular application requesting itsservices. The LKM maintains a local database for certificates and private keys,enforces access control, and provides cryptographic services employingprivate keys. One of the private libraries attached to TIS/PEM is the cryptolibrary, which has an algorithm independent interface and handles keygeneration, message digest computation, encryption and decryption, andsignature computation and verification for a variety of encryption schemes.

E-Mail and OtherInterfacesKey Mgmt.ProgramsPEMUtilitiesPEM LibraryLKM UtilitiesLocal Key Manager (LKM)Private LibrariesDatabasesGeneral Libraries

Figure 4. TIS/PEM architectureTIS/PEM is currently in use at a variety of sites, including three TISsites˚spanning the country, UCLA, and others.THE FICUS FILE SYSTEMFicus is a distributed file system designed to run on networks of Unix˚systems,ranging from portable units and workstations to large file˚servers [2]. Ficusprovides high availability for read and update, utilizing˚an optimistic �onecopy availability� policy. �One copy availability� permits access to a file evenif a majority, quorum, or token are unavailable, as long as a single copy can beaccessed. This policy maximizes availability, at the cost of permitting conflictsamong replicas of a file when different replicas are updated while not incommunication. Ficus handles such conflicts by reliably detecting them, and,in many cases, automatically resolving them.Ficus supports very high availability for both read and write,allowing˚uncoordinated updates when at least one replica of the file is avail-able.˚No-lost-update semantics are guaranteed. Ficus provides asynchronousupdate propagation to accessible copies on a "best efforts" basis, but doesnot˚rely upon it for correct operations. Rather, periodic reconciliation˚ensuresthat, over time, all replicas converge to a common state. This˚policy is moreappropriate than serializability for the scale and failure˚modes of a very largedistributed system.˚Both because of the asynchronous update strategy and the onecopy˚availability policy, different replicas of Ficus files can become in˚conflict.

Conflicts occur when two or more replicas all receive updates˚withoutsuccessfully propagating their updates to the other replicas.˚Conflicts arereliably detected and directory update conflicts automatically reconciled. Ficusalso reconciles many other types of file conflicts. Those conflicts that cannotbe resolved automatically are brought to the attention of the owning user orapplication for resolution. Ficus provides tools for users to reconcile suchconflicts by hand. Experience with Ficus has shown ˚that conflicts arerelatively rare events, and are generally easy to reconcile.Ficus is built to run in a single administrative domain. It assumes˚that allsites and the connecting network are trusted, so no special˚security isnecessary. Moreover, Ficus is not prepared to deal with sites˚that havedifferent sets of users with conflicting user identifiers.˚With substantial effortby system administrators, Ficus can work in this environment, but it is lessthan perfect in many ways.Ficus and stackable file systems˚The replication service of Ficus is packaged so that it may be inserted˚abovethe base Unix filesystem on any machine running a stackable file˚systeminterface. This modular architecture permits replication to˚co-exist with otherindependently implemented extended filing features.˚In addition to running on top of stackable file systems, Ficus is built usingstackable layers [8]. The stackable layers approach to file system design permitsadding functionality ˚to an existing file system merely by writing the newfunctionality into˚a new layer of code. This code is placed on top of theexisting layers,˚providing a compatible interface to users, whilesimultaneously making˚the new functionality available. The stackable layersapproach does not˚require any changes to the existing code, so addingfunctionality is˚relatively easy.˚Ficus itself consists of two layers that sit on top of the Unix file ˚system (UFS)and the network file system (NFS). The Ficus Physical layer˚supportsoperations that deal with a single replica of a file. The Ficus˚Logical Layersupports operations that deal with all replicas of a file.˚The UFS providesactual storage of data on disk, and NFS is used as a˚transport layer to moveFicus requests from one site to another. Figure˚5 shows a typical stack of Ficuslayers on two sites.˚A great advantage of the stackable layers technology is that otherfiling˚services can be used in conjunction with Ficus, merely by inserting an-other˚layer into the appropriate place. Encryption and compression of filesare˚two examples of services that could be combined with Ficus via layers.˚

Ficus was built at UCLA, and is in daily use there, as the system on˚whichfurther Ficus development work is done. Ficus has also been˚installed atseveral other sites, including TIS and ISI.˚

OS Kernel

FicusLogicalLayerTransportTransportFicusPhysicalLayerFicusPhysicalLayerStorage(UFS)Storage(UFS)Site 1Site 2Figure 5. A Ficus stackSYSTEM ADMINISTRATION PROBLEMS IN TRUFFLESThere are several concerns system administrators are likely to have with theTruffles file system. First, they are likely to have various security concerns,relating both to providing security for Truffles users and ensuring thatTruffles does not grant them any privileges they should not get.A second concern for system administrators on sites running Truffles ismaintaining control over what is shared. Since Truffles designers cannotanticipate all forms of control that administrators may need to exercise,Truffles must be prepared to accept a wide variety of different policies.A third concern is handling user identifiers from different administrativedomains. Remote users will have identifiers assigned them by remotedomains, not the local domain, and files brought in from remote sites willhave non-local owners. The local Truffles system must handle these problems in a way that does not compromise security and allows both usersand system administrators to identify who truly owns a file and who shouldbe permitted to access it.A fourth concern is that Truffles must require minimal ongoingmaintenance by system administrators. In particular, Truffles must notburden system administrators with extra work every time a relationship isestablished.A fifth concern is auditing. Truffles must maintain an audit trail for allrelationships that are set up, so that system administrators can determinewhat remote access has been granted to their system. Auditing is particularlyimportant since typically Truffles sharing relationships will be set up withoutthe system administrator ever actually seeing a request.Security in TrufflesTruffles deals with the issues of security of the establishment of sharing andsecurity of the ongoing file sharing separately. Truffles uses encryption andthe facilities of TIS/PEM to handle both, however.Security of the protocol to set up a shared volume between two users atdifferent sites depends on authenticating the parties involved (so interloperscannot masquerade as legitimate users), authenticating all of the messagesused to set up the shared volume (so that interlopers cannot inject falsecommands into the protocol or play back messages from earlier invocationsof the protocol), and guarding the privacy of the protocol (so eavesdropperscannot find out what is being shared). Both Truffles users and the Trufflesservers must have TIS/PEM certificates for authentication. Otherwise, aTruffles server working on the behalf of an interloper could masquerade as adifferent Truffles server. The TIS/PEM certificate scheme can be used largelyas is by Truffles to authenticate both users and Truffles servers.Truffles uses electronic mail messages for the protocol messages. The Trufflesmessages can be signed and encrypted by TIS/PEM, thus preventing forgery,replay, and eavesdropping.The ongoing file sharing relationship requires data to travel between the sitessharing a file. Whenever a change is made to one replica of a file, the updatemust be propagated to all other replicas to ensure that they have the most up-to-date version of the file. Without some form of protection, interloperscould inject false update messages or alter real update messages, andeavesdroppers could listen to all updates sent over the network. SinceTruffles does not use electronic mail to pass updates between nodes, TIS/PEMcannot be used directly to provide security. Instead, the Truffles transportlayer of the file system encrypts and signs all outgoing messages. The transport layer on the other end decrypts the incoming messages and checks theirvalidity. Any unencrypted or invalid messages are rejected.Truffles uses a different key for each volume, so merely sharing a Trufflesvolume with someone somewhere does not give a site the ability to decryptall Truffles traffic. Key assignment and management are handled byTIS/PEM�s Local Key Manager. Key distribution takes place in the protocolthat establishes the shared volume.Another security concern for Truffles is to limit remote access only to whathas been explicitly shared. The Truffles replication method ensures this.Remote users cannot move up the file hierarchy to access files outside thevolume they are allowed to access.Truffles gives no special permissions to remote root users, so a remote rootuser cannot use Truffles to gain control of a machine. At worst, he can set upTrojan horse programs inside the shared volume. Even those Trojan horseprograms, however, will not be given root privileges when they are run,limiting the damage that they can do.A somewhat more detailed description of how Truffles handles some securityissues can be found in [9].System Administrator Control of TrufflesSystem administrators need to maintain control of file sharing on the sitesthey handle. While they may wish to permit many users freedom to sharefiles remotely, some users may not get those privileges, some files may be toosensitive to share off-site, and some remote users and sites may not betrustworthy enough to share with. Therefore, Truffles must providemechanisms to system administrators to keep file sharing under control. Thefact that Truffles file sharing is meant to be set up at a moment�s notice at anytime makes this problem harder.The key to the Truffles approach is flexibility. The Truffles designers cannothope to foresee all possible policies that system administrators may want toenforce, nor can they predict which policies are the most important.However, since Truffles provides a very precise service, there is a limit to theactions that a system administrator could take in response to a request.Basically, the request could be confirmed, allowing the files to be shared; ordenied, preventing them from being shared. In cases where files are to beshared with multiple remote users and sites, the system administrator maywant to be selective about confirming only some of the requests. In somecases, the system administrator may need to change the decision later, but themost common case is that the decision will be made as the request isconsidered.

The primary Truffles mechanism for giving system administrators controlover file sharing is to allow administrators to insert a policy module of theirown devising into Truffles. This policy module takes all availableinformation about the request and returns a yes or no decision. A separaterequest is made for each remote user/site, so the policy module can be asselective as the system administrator needs it to be.By using different policy modules, system administrators can considerrequests on the basis of the user making them, the files in question, the site oruser who the files will be shared with, or any other condition that isimportant. In some cases, system administrators may defer some or alldecisions until they personally inspect the requests. In others, administratorsmay pre-issue certificates that permit certain types of sharing, and the policymodule will examine those certificates. Truffles will provide a few simplepolicy modules, and tools for administrators to write their own modules,should more complex policies be necessary.Truffles has not yet dealt with the issue of revocation of sharing. In the sim-plest case, where all parties agree to end a sharing relationship, the withdrawcommand will work well. In more complex cases, where one or more userslose their access without their consent, withdraw is not sufficient. This issueis complex, and is expected to be part of the future Truffles research.User Identifier MappingIn a Unix system, users are known by several names. For login purposes,˚theyare identified by a character string name. For purposes of saving˚file andprocess ownership information, they are assigned an integer˚identifier,commonly called the user identifier, or UID. The system maps between thecharacter string login name and the numerical UID whenever necessary,using information stored in the password file or the NIS.˚The mapping of login names to UIDs is only unique within a givenadministrative˚domain, which is made up of one or more machines closelyconnected together.˚Generally, machines that wish to set up Trufflesrelationships are not˚in the same administrative domain. Different usersmight have the same˚login name and/or UID in the two domains. Since fileownership and˚access requests are tagged with the UID, and access permissionis checked˚using the UID, there is a security risk in this situation. UnlessTruffles˚can handle this problem, a user on one site might improperly begiven˚access to files on another site simply because another user on thatsite˚has the same UID. The situation is intolerable even when security isn�t˚aconcern, as the potential for user confusion is considerable. There is a similarproblem when the system maps from a UID to a login name, as it˚does whena user wants to display the ownership of a file.˚

This problem has been recognized before in other distributed fileservices,˚such as RFS [10]. Their solution was to map UIDs from remotemachines˚to UIDs on local machines. This method worked reasonably wellin˚RFS, since an RFS file was stored on a single machine, and theownership˚information for that file could be stored as the local version ofthe˚UID for the owning user on that machine. In a replicated file system˚likeTruffles, replicas of the file might be stored at different sites˚with differentUIDs for the owning user. This situation causes a certain complexity inreplication control, as the ownership information from˚one replica must notbe propagated to another under normal circumstances,˚yet must bepropagated upon change of ownership. Also, this situation makes it˚difficultto move the physical storage for a replica from one site to˚another, since theUIDs associated with the replica�s files might be map˚to different UIDs on thenew site.˚Another approach to solving this problem is mapping a user�s UID to aglobally unique identifier. Truffles would save file ownership informationusing˚this globally unique identifier, storing it as one of the file�s attributes.Truffles would map from the UID to the globally˚unique identifier whenevera user process tries to access a file. The˚requesting user�s globally uniqueidentifier could then be compared to the˚file owner�s identifier to determine ifaccess should be granted. When˚the system needs to perform the reversemapping, to display the ownership˚of a file, Truffles would map from globallyunique identifier to login name.˚Since the file has a single globally uniqueowner at all replicas, it˚would be easy to handle update propagation, and thephysical storage could be˚moved easily from one site to another withoutlosing ownership information.˚Many forms of globally unique identifiers could be used for this purpose.˚Oneoption is to use X.500 distinguished names (dnames). When a user makes arequest for a file˚stored under Truffles, his local UID would be mapped to adname, which would be used˚to determine whether he can access the file.Should the request require˚remote access at the other site, the dname must bepassed with the request˚across the net. On the opposite end, Truffles wouldcompare the dname to˚the owner of the file in question, in the same manneras the local case.˚This mapping of UIDs to dnames and access permission checking would bedone via a Truffles file system layer that sits above the Ficus logical layer. ˚Allrequests for Truffles volumes would go through this layer, and accesspermissions would be checked before the request was submitted to the lowerlayers of the file system. Those lower layers would never reject a request˚thathas been approved by the Truffles layer, since access checking has˚already beendone. The existing Ficus implementation, however, makes passing ofarbitrary data structures (such as dnames) between layers of the file systemdifficult. Supporting this form of UID mapping would require fairly major modifications to Ficus, as well as new software in the form of a file systemlayer and some associated utility programs.Truffles must not allow remote root users to be mapped to the local root user.Attempts to set up such a mapping will be rejected by Truffles.A problem analogous to the UID problem exists with group accesspermissions. Unix systems˚permit users to belong to several groups, andgroup membership can also˚allow access to files. Like UIDs, group IDs (GIDs)are numerical, and˚are not coordinated between different administrativedomains, so a given˚GID in one domain might refer to an entirely differentgroup in another˚domain. The Truffles solution to this problem willprobably be similar to its˚solution for UIDs. Users will be able to set up groupsthat contain both local and remote users, whatever method is used to mapGIDs. A common case is expected to be two newly cooperating users settingup a special group strictly to permit them to jointly access their shared files,while using Unix access control to lock others out. Truffles will include toolsthat make this common case simple to set up.Installation, Updates, and MaintenanceTruffles must be installed by a system administrator, like any other piece ofsoftware, and will probably have bug fixes, updates, and improvements. Thesystem administrator will also have to set up some special accounts andobtain TIS/PEM certificates to start Truffles going. However, once Truffles isinstalled, the system administrator costs are fixed, rather than being propor-tional to the number of sharing relationships users on the site set up. Systemadministrator need take no actions on a per-relationship basis, so users can setup dozens, hundreds, or even thousands of relationships without furtherburdening the system administrator.Despite using NFS as part of Ficus, Truffles makes mounting of remote filevolumes easier on system administrators than NFS, because Ficus andTruffles handle all of the work necessary for a remote NFS mountthemselves, automatically. The administrator will designate certain ports forFicus� use, and will never need to concern himself about them further.Auditing In TrufflesSince Truffles will set up file sharing relationships without bringing themdirectly to the attention of system administrators, Truffles must maintaincomplete audit information of all relationships that have been established.Entries will be made in Truffles� logs for each step in each invocation of theprotocol that sets up file relationships. System administrators will be able toconsult those logs to determine what has been done. In the future, Trufflesmight also provide tools to allow system administrators to instantlydetermine which files on sites under their control are being shared with which other remote users. Truffles will not maintain logs of all activity in ashared volume, however.RELATED WORKTruffles is basically a system for sharing files across machine boundaries.˚Theprimary related work is other file services with the same goal.˚One obviouseffort is NFS [11]. In fact, Truffles˚uses a modified version of NFS as atransport layer. However, NFS has certain limitations˚that Truffles does nothave. Setting up an NFS relationship is a heavyweight˚operation, requiringsubstantial system administrator intervention on both˚sides. Also, NFScurrently provides little security (though its security˚will be improved in thenear future). In its original version, NFS did not provide any form ofreplication service. A subsequent version has provided˚a form of replicationthrough automounting, but this replication method˚does not automaticallypropagate updates [12], making it more suitable for˚read-only files (likemanual pages) than general file usage. NFS lacks a protocol for automaticallysetting up the sharing relationship, as well.˚Other related systems include the Andrew File System and RFS. TheAndrew˚File System [13] is meant to work in a rather different environmentthan ˚Truffles. The Andrew File System consists of a distributed collection ˚ofservers (known as Vice) servicing a much larger numbers of workstations,each of which runs software known as Virtue. Files are stored permanentlyby the Vice servers, with extensive caching done by the Virtue clients. TheAndrew File System authenticates a workstation and the Vice servers to eachother, when they first communicate. Subsequent communications˚can beencrypted or merely authenticated. Since local copies of the file are cachedonly, the issue of replication at the client sites does not arise. ˚A givenAndrew installation uses a global name space for its users� identifiers, thusavoiding the problem of mapping disjoint identifier spaces. Onlyworkstations that are members of the Andrew File System installation canshare files. Thus, the Andrew File System cannot be used to assist arbitraryusers at arbitrary sites to share files. ˚RFS offers a similar service to NFS, with the primary difference being˚thatRFS maintains state for file operations, while NFS does not [10].˚RFS has thesame general set of limitations as does NFS, for the purpose of solving˚theTruffles problem. Setting up RFS remote mounts is˚an administrativelyheavyweight operation, RFS does not support replication, and RFS does notinclude a protocol to set up the relationship.˚RFS has addressed some securityconcerns that NFS does not, including˚allowing only specified users to mountfile systems, and mapping user˚and group IDs from other administrativedomains. ˚The Locus Operating System supported replicated files with automatic˚updateand recovery mechanisms [14]. However, Locus ran in a single administrative domain, with all sites in close cooperation. While possible fora relatively small set of machines, this solution cannot apply to the ˚broadercase of sharing files with arbitrary users at other sites. Also, ˚since Locustypically ran within a local area network, rather than across ˚long haul lines,and since a single administrative authority controlled the ˚entire system, thesecurity issues that Truffles deals with were not considerations in the Locussystem.˚Kerberos [15] offers an authentication service that has some overlapwith˚TIS/PEM. Kerberos is specifically designed to authenticatevarious˚entities to each other securely. In a Kerberos system, a Kerberosserver˚stores a database of authentication information. Each entity that can˚beauthenticated (referred to as a principal) has a secret key known only˚to itselfand the Kerberos server. Principals authenticate each other through˚theKerberos server, which then assigns them a session key to use for˚encryptionduring that session. Kerberos names entities using a combination˚of aprimary name, an instance, and a realm; for example,name.instance@realm.˚ Kerberos currently uses its own form of names forprincipals, rather than˚X.500 distinguished names. Also, Kerberos itself doesnot provide for the secure˚transmission of electronic mail, though its servicesclearly could be used˚in a secure mail system. The secure connectionsprovided by Kerberos could also be used to perform setup of Trufflesvolumes. Kerberos only provides services for authentication.˚It is not a filesharing or replication facility.˚Project Athena makes use of Kerberos as part of its distributed services[16].˚Unlike Kerberos itself, Athena is a distributed filing service. Athena usesa workstation/server model for its system, unlike Truffles, in which˚all sitesare viewed as peers. Athena workstations are regarded as˚dataless nodes,which use their local hard disks to cache data to reduce˚network traffic. Userslog into workstations, are authenticated via˚Kerberos, and get access to theirfiles through file servers. Athena uses˚NFS to make remote files available tousers. Replication is only supported for read-only system and librarysoftware. Athena is intended˚for use in a single (though possibly very large)administrative environment,˚like a university. It is not meant to support themore general sharing˚patterns Truffles supports.˚CURRENT STATUS AND FUTURE PLANSA test version of the Truffles file system has been set up between TIS� LosAngeles office and UCLA. It is capable of running the s h a r e andparticipate commands to set up shared volumes between those sites. Itlacks any sophisticated error handling, automatic key management, the finalmechanism for handling differing user identifier namespaces (a schemesimilar to RFS� is used), system administrator control, and certain otherfeatures necessary for general use. However, it does set up shared volumes using only these commands, and provides security both for the setup and theongoing relationship.The complete version of Truffles will handle more general error conditions,distribute keys automatically, include the final scheme for handling differingidentifier namespaces, and provide hooks and a few basic mechanisms forsystem administrator control of sharing.The future plans of the Truffles project include examination of systemadministrator control policies, richer access control mechanisms than thoseprovided by the Unix file system, revocation of file access, and storingencrypted versions of a volume at untrusted backup sites.CONCLUSIONSThe Truffles file system will offer dramatic new capabilities to users withoutimposing significant costs on system administrators. Users will be able toshare files with other users at arbitrary sites without ever bothering theirsystem administrators or increasing their workload. In this way, Truffles is amodel of how to add functionality to a system without adding burdens for thesystem administrator.The Truffles research effort is committed to providing Truffles� servicessecurely. Sites running Truffles will not face significant new security risksdue to their use of the software, and users of Truffles will have reasonableconfidence that their files are shared only with the users and sites they haveapproved.Development of Truffles started less than a year ago. Truffles will be built inan unusually short time due to judicious reuse of existing softwarecomponents. By using the file replication services of the Ficus file system andthe secure electronic mail services of TIS/PEM, substantial amounts ofTruffles software were essentially already written. The Truffles approachminimizes the changes necessary in these existing components, so thedevelopment of Truffles will consist largely of software that works inconjunction with Ficus and TIS/PEM.Truffles is currently in an intermediate state of development. A version ofTruffles with limited functionality is in place for testing purposes. The majorremaining component is the layer of software to perform UID mapping.The˚basic system should be complete by late in 1993. Further research into˚theuse of Truffles to facilitate sharing between remote users will continue,˚fromthat point.

ACKNOWLEDGEMENTSThis work is being performed under DARPA contract number N00174-92-C-0128, under the supervision of Brian Boesch.˚REFERENCES1. Satyanarayanan, M. �A Survey of Distributed File Systems,� AnnualReview of Computer Science, 1990.2. Guy, R., Heidemann, J., Mak, W., Page, T., Popek, G., and˚Rothmeier, D.,�Implementation of the Ficus Replicated File System,�˚Proceedings of theSummer USENIX Conference, 1990.3. Galvin, J. and Balenson, D. �Security Aspects of a UNIX PEMImplementation,� Proceedings of the UNIX Security Symposium III, 1992. ˚4. Linn, J. �Privacy Enhancement for Internet Electronic Mail: Part I �Message Encryption and Authentication,� DEC Technical Report, 1992.5. Kent, S. �Privacy Enhancement for Internet Electronic Mail: Part II�Certificate-Based Key Management,� BBN Communications TechnicalReport, 1992.6. Balenson, D. �Privacy Enhancement for Internet Electronic Mail: Part III �Algorithms, Modes, and Identifiers,� Trusted Information Systems TechnicalReport, 1992.7. Kaliski, B. �Privacy Enhancement for Internet Electronic Mail: Part IV �Key Certification and Related Services,� RSA Data Security, Inc. TechnicalReport, 1992.8. Page, T., Popek, G., and Guy, R., �Stackable Layers: An ˚Object-OrientedApproach to Distributed File System Architecture,�˚IEEE Workshop on ObjectOrientation in Operating Systems, 1990.9. Reiher, P., Page, T., Popek, G., Cook, J., and Crocker, S., �Truffles — A SecureService For Widespread File Sharing,� Proceedings of the PSRG Workshop,February, 1993.10. Rifkin, A., Forbes, M., Hamilton, R., Sabrio, M., Suryakanta, S. and˚Yueh,K. �RFS Architectural Overview,� Proceedings of the SummerUSENIX˚Conference, 1986.˚11. Sandberg, R., Goldberg, D., Kleiman, S., Walsh, D., and Lyon, B.,˚�Designand Implementation of the Sun Network Filesystem,� Usenix˚ConferenceProceedings, Summer 1985.˚

12. Callaghan, B. and Lyon, T. �The Automounter,� Proceedings of˚theWinter Usenix Conference, 1989.˚13. Satyanarayanan, M., �Integrating Security In a Large Distributed˚System,�ACM Transactions on Computer Systems, Vol. 7, No. 3, August 1989.˚14. Popek, G. and Walker, B., The LOCUS Distributed System˚Architecture,The MIT Press, Cambridge, Massachusetts, 1985.˚15. Steiner, J., Neuman, C., and Schiller, J., �Kerberos: AnAuthentication˚Service for Open Network Systems,� Usenix ConferenceProceedings, Winter˚1988.˚16. Champine, G., Geer, D., and Ruh, W. �Project Athena as a DistributedComputer System,�˚IEEE Computer, Sept. 1990.