Chapter 7

Related Work

In this section we will present a number of papers that provide aview of current
state of reseach on omn network architedures and active networks, Al planning

approadhes, and ONA planner implementations.

7.1 ONA Implementationsfor ONA-Aware Applications

Some ONA tedhndogies provide service to user applications that are avare of ONA
capabilities. These systems require gplications to do their own planning. Active networks
[Tennenhowse96] allow users to injed customized programs into the nodes of the
network. [Wetherall99] presents ANTS, a Java-based todkit for constructing adive
networks. The transfer of adaptation code and the transfer of data are wuped in ANTS
as in-band functions. ANTS limits the distribution o code to where it is needed, while
adapting to nade and connedivity failures. It improves gartup performance and
fadlitates dhort-lived protocols by overlapping code distribution with exeaution. It
allows customized processng to be expressed at a better granularity than the modification
of every node in the network with al posgble protocols. The alaptation code is cached

in anoce for all subsequent data padkets to the end of the datatransfer. ANTS presumes
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that applicaions are written spedficdly to use it. Legacy applicaion packets will be
treaed as normal |P padkets withou adive network service.

Active networks have improved in recent years. Secure adive networks
[MurphyO1] were developed incorporating a number of protocols for authentication,
catificate and key distribution, and security paicy. Thus, SANTS (Seaure ANTS) uses
X.509v3 for certificaes, the DNSSEC protocol for certificate and key distribution,
Keynate for seaurity palicy, and Java security extensions for sandbaxing and seaurity
paicy enforcement. However, the ast of security measures and their effed on the
efficiency of packet transfer remains a major concern.

Active networks were dso developed to address the resource management
problem. The active resource protocol, an RSV P-like protocol, was developed at USC
ISI [Braden01]. The adive virtual network management protocol (AVNMP) is presented
in [Bush99. An opimistic event discrete simulation method, couped with AN, allows
optimistic prediction d the resources that will be used. The system is able to adjust the
predictions that were inaccurate.

SwitchWare [Hicks99] is anather example of an adive network. The SwitchWare
adive network architedure uses three layers. active packets which contain mobhile
programs that replace traditional padkets, adive extensions which provide services on
network elements and can be dynamicdly loaded, and a seaure active network adive
router infrastructure which forms a high-integrity base upon which the security of the
other layers depends. This saurity depends on integrity cheding, cryptography, and

verificaion techniques from programming languages. The aithors of the achitedure
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also designed a specia language cdled PLAN for protocol design. Again, the basic
system assumes appli caions explicitly invoke its srvices.

[Merigu99 presents an adive network comprised of the CANEsS exeaution
environment and Bowman NodeOS. Bowman is constructed by layering active network
services on an existing operating system. The haost operating system provides low-level
mechanisms; Bowman provides a cannel communication abstradion, an aflow
computation abstradion and a state-store memory abstradion, along with an extension
mechanism to enrich the functionality. The CANES exeaution environment provides a
compasition framework for active services based on customizing a generic underlying
program by injeding code to runin spedfic points called slots. Again, appli caions must
explicitly invoke CANES services.

[Noble97] presents Odyssy, an applicaion-aware aaptation as a llaborative
partnership between operating system and applications. Odessey incorporates type-
awarenessfor a data strean via spedalized code comporents cdled wardens. To fully
suppat a new data type, an appropriate warden has to be written and incorporated into
Odyssy at each client. The wardens are subardinate to a type-independent comporent
cdled the viceroy, which is resporsible for central resource management.

[Joseph9q presents the Rover toolkit, which combines relocaable dynamic
objeds and queued remote procedure call s to provide services for mobile gplications. A
relocaable dynamic objed is an ohjed with a well-defined interface that can be
dynamically loaded into a dient computer from a server computer to reduce dient/server

communicaion requirements. A queued remote procedure cdl is a communication
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system that permits appli cations to continue to make non-blocking remote procedure cdl
requests even when a host is disconneded, with requests and resporses being exchanged

upon retwork reconnection.

7.2 ONA Implementation for ONA-Unawar e Applications

Other open architecture systems ek to also provide their benefits to programs
and data streams that are unaware of the new paosshiliti es. These gpli cation-unaware
systems ometimes require explicit user or system administrator configuration, such as
designating a proxy point, or predeploying various forms of adaptation modues.

The exeaution environments of ANTS, SwitchWare, and CANES, the viceroy of
Odyssy, and the gplications that are designed using the Rover kit do nd contain a
planning todl, as an integrated part, that seleds and aders their services. Users must
perform their own planning, typicdly at applicaion design time.

Other open architecture systems ek to also provide their benefits to programs
and data streams that are unaware of the new paosshiliti es. These gpli cation-unaware
systems ometimes require explicit user or system administrator configuration, such as
designating a proxy point, or pre-deploying various forms of adaptation modues.
However, this approach limits their utility, since they provide benefit only when some
person is intelligent and knowvledgeable enough to foresee posdble benefits and take
appropriate adion. Ancther approach is to automaticdly apply adaptations to data

streams withou explicit user intervention. At a limited level, this approad is arealy
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taken by protocols such as TCP, that do nd demand that human users or applications
assst in adjusting to congestion onthe line.

Protocol bocsters [Mall et97] are software or hardware modues that transparently
improve protocol performance. The boaoster can reside anywhere in the network or end
systems, and may operate independently, or in cooperation with ather protocol bocsters.
Implementation d boaosters requires the dynamic insertion d protocol e ements into a
protocol graph. In pradice, protocol graphs are implemented as exeautable modues that
cooperate via messages or shared state. Booster suppat requires inserting and removing
the booster’ s function from the exeaution peth followed for a group of packets handed by
the protocol. As applicaions do nd neal to invoke protocol boosters explicitly,
applicaions can be unaware of system services.

The Berkeley proxy system [Fox97, Fox98] offers on-demand dstill ation that
bath increases quality of service for a dient and reduces end-to-end latency perceived by
the dient. The system consists of three main comporents. First, the proxy is a controll er
processlocaed logicdly between the dient and the server. In a heterogeneous network
environment, the proxy shoud be placed near the bourdary between strong and weak
conredivity, e.g., at the base station d the wirelessmobhil e network. The proxy’sroleis
to retrieve content from Internet servers on the dient’s behalf, determine the high-level
types of various comporents (e.g., images, text runs), and determine which dstill ation
engines must be anployed. Sewnd, datatype-spedfic distill ers are long-lived processes
that are cntrolled by proxies and perform distill ation and refinement on kehalf of one or

more dients. Third, the network connection monitor determines and handes the



characteristics of the dient’s network connection, which are the superposition d user
preferences, network profile, and automaticdly-tracked values of effedive bandwidth,
roundrip latency, and probability of padket error. Applicaions do nd need to invoke
proxy services to benefit from them.

[Liuljeberg96] presents a set of enhanced services supporting the WWW,
implemented as the Mowgli Agent, Mowgli Proxy, and Mowgli Data Channel Service
The most important feaures of Mowgli i nclude more dficient protocols over the wireless
medium, intelligent reduction d transmitted data, background transfers reducing the
burstinessof traffic, and dsconrected-mode suppat in the form of versatil e user control
over caching and cellular call setup. The system provides three primary ways to reduce
the transfer volume over the wireless link: data mmpresson, caching, and intelli gent
filtering. Mowgli serves only WWW conredions, which reduces the variety of services
that are necessary to suppat communicaions. A relatively small set of pre-computed
planswill easily cover al necessary cases.

Conductor [Yarvis99A, Yarvis99B] demonstrates an approach toward seleding
an appropriate set of adaptive agents and a plan for their deployment. Conductor all ows
arbitrary adaptations to be performed along the data path withou reducing the reli abili ty
of the overall system. It includes a framework and a set of protocols for deploying
adapter moduesinto anetwork. The system is fully transparent to appli cations, al owing
easy addition o new applicaions and rew network techndogies. Conductor employs a
unique reli abili ty mechanism that all ows a data stean to be arbitrarily adapted at multiple

points, withou compromising reliabili ty [YarvisOQ].
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7.2 Al Planning

Planner design for ONA remains a barely explored area However, planning is a
well-known areain artificial intelligence and operational research.

[Dean94 and [Russl95] discussdifferent search strategies. The simplest way to
build a planner is to cast the planning problem as a search through the space of world
states. Each nock on the graph of posdble states denotes some state of the world, and
arcs conned worlds that can be reached by exeaution d a single adion. As an
improvement, the seach through plan space was presented. In the graph that describes
the plan space nades represent partially ordered plans and edges dencte plan refinement
operations. Partia order planning, as a refinement search within a solution dan space is
presented in [Weld94], [Kamphampati94], and [Ihrig96].

While dasdcd planning has driven the mgjority of research in planning, more
recantly considerable atention hes also been paid to planning in environments that are
stochastic, dynamic and partiadly observablee To hande partially observable
environments, information gathering is made part of the planning adivity, and the
classcd planning techniques are etended to allow interleaving of planning and
scheduling. Similarly, stochastic environments are modeled through Markov decision
proceses (MDP), and danning in such environments involves constructing palicies for
the correspondng MDPs. [Kaebling95, 99 and [HauskrechtOQ] present techniques from
operations reseach to bear on the problem of choosing optima actions in partialy
observable stochastic domains. They introduce the theory of Markov dedsion processes

(MDP) and partially observable Markov decision grocess(POMDP).
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[Ling97] and [Bretthauer95] present a planning approach based on constrained
resource planning (CRP), which is a powerful tod for solving planning and scheduling
problems using a resource management focus. For example, in [Bretthauer95 a
manufaduring system is modeled as an open network of queues and an optimization
framework for cgpacity planning over a multi-period danning horizon is presented. The
dedsion variables are the service rates (capadty) at each workstationin each time period.
Capadty can be mntrolled at awork stations via the number of machines, modernizing or
updating equipment, additional maintenance, number of workers, number of shifts, use of
the overtime, etc. The model invaves the minimization o cgpadty expansion costs or
the sum of product lead times to budget constraints on capacity costs.

In [Gero9g], [Jo98], and [East99], the gplicaion d genetic-engineering-based
extensions to genetic dgorithms the layout planning problem is presented. Genetic
algorithms (GAs) are search methods inspired by natural genetics. The basic ideais
foundced on retural adaptive systems, where organisms evolve through generations to
adapt themselves to a given environment. Recent work on genetic dgorithms has
demonstrated their successin solving optimization problems, showing their simple but
powerful search cgpability. Based on the alvantage of GAs, genetic evolutionary
concepts have been applied to the space layout planning and have shown promising
results. GA approach was further developed in [Zhou97. Evolutionary computation
(EC), developed on the basis of GA, adopts natural coding such as float point or

permutation returally to represent red-world problems and evolves them toward the
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optimal solution combined with the genetic operations. This approach was widely and
succesdully applied in avariety of research areas.

A somewhat different vision d the problem is presented in [Kelly88]. This paper
considers the question d how cdls dhoud be routed or cgpadty alocaed in a drcuit-
switched network so as to optimize the performance of the network using a simplified
anayticd model of a drcuit-switched network. The page shows the existence of implicit
shadow prices asociated with ead route and with eadh link of the network, and that the
equations defining these prices have alocal or decentralized character. It ill ustrates how
these results can be used as the basis for a decentralized adaptive routing scheme,
resporsive to changes in the demands placed onthe network.

Although, we those aseach approac to the ONA planning problem, the other
approaches mentioned above can also be used. Further research is necessary to find more

abou their appli cability to ONA planning.

7.3 Planning for ONA

Recatly, a number of ONA have gpeared that conduct some sort of automated planning
in two fields: customized routing and distribution of user data adaptations.

The system in [Choi00] chooses a route through the network that would improve the
usage of link and node resources. The model consists of a hetwork where eah link and each
node are asociated with some @st and an intermediate computation that is to be performed
somewhere in the network, given that not all nodes are able to perform this computation. The
planning problem — to find the path with the small est cost that contains at |east one site where the

computation can occur — has the same wmplexity as the graph shortest-path problem.



Conductor [Yarvis99A, Yarvis00] provides a central planning procedure that is run
a the destination pant of the cnredion wsing planning information ona fixed set of
parameters for ead link and nale, user requirements gpedfied in terms of link
parameters and cata charaderistics, and the meta-descriptor and location o all available
adapter modues. AlthoughConductor is able to plug in a variety of plan formulation
algorithms, it currently employs a relatively chegp and simple planning algorithm that
covers just simple caes, mostly because of an insufficient suppy of well-devel oped
planners.

One gproach to automated planning was presented in CANS [Fu0l]. The
authors presented a method kesed on dynamic deployment of transcoding components
(adapters), which takes as inpu only high-level specificaions of component behavior and
network routing charaderistics. To ou knowledge, CANS is the first attempt to buld an
automated planner for ONA. The cmplexity of the algorithm is a very important issue
because of time limits on connedion establishment. The CANS agorithm is based ona
seach in a stream-type graph with some simplification strategy allowing reduction d the
graph. The mmplexity of the presented algorithm is claimed to be O(p°n®), where p is
the number of adapters, and nis the number of nodes. As we pointed ou in Chapter 3,

the amplexity of our approach is O(prf).
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