CS 239, Fall2000 Lecture 3

Page 1

Operating Sy stems

Architecture, Part IIIc

CS239

Advanced Operating Sy stems

October 17, 2000

Dr. Richard Guy

CS 239, Fall2000 Lecture 3

Page 2

Outlin e

¯ Part I: Wh ystud yOS?

¯ Part II: Best wa yto build OS

¯ Part III: Wh at´s new?

˘ Microkernels , revisited

˘ Operating System Extensibility

˘ 64 - bit Architectures

¯ The Challenge of Wide Virtual Addresses

¯ Opal

¯ Anonymous RPC

CS 239, Fall2000 Lecture 3

Page 3

Part IIIc Source Materia ls

¯ 64 - bit architectures

˘ Opal:A single Address Space System for 64 - bit

Architectures , byChase, et al, IEEE WWOS92.

˘ Sharing and Protection in a Single Address

Space OS , byChase, et al, ACM TOCS 11/94.

˘ Anonymous RPC:Low - LatencyProtection in a

64 - Bit Address Space , by Yarvin , et al,

USENIX, 1993.

CS 239, Fall2000 Lecture 3

Page 4

Part IIc Sources, continued

˘ The Expected Lifetime of ^Single - Address -

Space~ Operating Systems , by Kotz and Crow,

1996.

CS 239, Fall2000 Lecture 3

Page 5

64 - Bit Address Space Machines

¯ An entirel ydifferent challenge for operating s ystem architecture

¯ A fundamental assumption abo ut our hardware is in the process of changin g

¯ Should we change the OS to match it?

CS 239, Fall2000 Lecture 3

Page 6

The Challenge of Wide Virtual

Address Spaces

¯ When virtu al memor ywas created, 16 or 32 bit addresses spaces were available

¯ Reasonable size for one process

˘ but maybe not for allprocesses on a machine

˘ and certainlynot for allprocesses ever on a machine

CS 239, Fall2000 Lecture 3

Page 7

Wide Address Space

Architectures

¯ Computer architects can now give us 64 bit virtu al address es

¯ A 64 bit address space, consumed at 100 megab ytes per second, lasts 5000 years

˘ orders of magnitude beyond anyprocess´ needs

˘ 40 bits can address a terabyte

¯ Lifetime paper h as mo re careful stud y

CS 239, Fall2000 Lecture 3

Page 8

Do We Care?

¯ Should OS designers care about wide address spaces?

¯ Well, what can we do with them?

¯ One possible answer

˘ put allprocesses in the same address space

˘ maybe allprocesses for alltime?

CS 239, Fall2000 Lecture 3

Page 9

Traditional Add ressing

Architectures

¯ Each process gets its own comp lete 32 - bit address space

¯ Onlythat pro cess can correctly^issue~ its addresses

¯ Virtual memor yhardware + OS software supports switching of virtu al memories for different processes

¯ IPC must usuall ygo through th e OS

CS 239, Fall2000 Lecture 3

Page 10

Implication s of Single Shared

Address Space

¯ IPC is trivial

˘ Everybodyagrees on the addresses of everything

˘ Shared memory, RPC are thus simple

¯ Separation of concepts of address space and protection domain

¯ Uniform - address space

CS 239, Fall2000 Lecture 3

Page 11

Address Space and P rotection

Do main

¯ A process has a protection domain

˘ The data that cannot be touched byother processes

¯ And an address space

˘ The addresses it can generate and access

¯ In standard s ystems, thes e concepts are merged

CS 239, Fall2000 Lecture 3

Page 12

Separating th e Concepts

¯ Th ese concepts are potentiall yorthogonal

¯ Just because you can issue an address doesn´t mean you can access it

¯ (Though clearl yto access an ad dress you must be able to issue it)

¯ Existing hardware can support this separation

CS 239, Fall2000 Lecture 3

Page 13

Context - Ind ependen t

Addressing

¯ Addresses mean the same thing in an y execution context

¯ So a given address alwa ys refers to the same piece of data

¯ Ke yconcept of uniform - addres s s ystems

¯ Allows man yOS optimizations and impro vements

CS 239, Fall2000 Lecture 3

Page 14

Uniform - Addressing Allow s

Easy Sharing

¯ An yprocess can issue an yaddress

˘ So anydata can be shared

¯ All that´s required is changin g protection to permit desired sharin g

¯ Suggests pro grammin g methods that make wider use of sharin g

CS 239, Fall2000 Lecture 3

Page 15

The Opal Sy stem

¯ New OS using uniform - address ing

¯ Developed at U. of Washin gton

¯ Not intended as slight alteration to existin g

Unix s ystem

¯ Other uniform - addres s operatin g s ystems are under development

CS 239, Fall2000 Lecture 3

Page 16

Protection Mechanisms for

Uniform - Addressing

¯ Protection domains are assigned portions of the address space

¯ Th eycan allo w other protection domains to access them:

˘ Read - only

˘ With transferable access permissions

˘ With system - enforced page - levellocking

CS 239, Fall2000 Lecture 3

Page 17

Progra mExecution in

Uniform - A ccess Memory

¯ Executin g a pro gram creates a new protection domain

¯ Th e new do main is assigned an unused portion of the virtual address sp ace

¯ But it ma yalso get access to us ed portions

¯ E.g., a s egment containing th e required executable image

CS 239, Fall2000 Lecture 3

Page 18

Virtual Seg men ts

¯ Global address sp ace is divided into segments

˘ Each composed of variable number of contiguous virtualpages

¯ Domains can onlyaccess segments they attach to

¯ Attempting to access unattached segment causes a segment fault

CS 239, Fall2000 Lecture 3

Page 19

Persistent Me mo ry in Opal

¯ Persistent segments exist even when attach ed to no current domain

¯ Reco verable segments are permanently stored

˘ And can thus survive crashes

¯ All Opal s egments can be persistent and reco verable

¯ Pointers can thus live forever on disk

CS 239, Fall2000 Lecture 3

Page 20

Code Modules in Opal

¯ Executable code stored in modules

˘ independent of protection domains

¯ Pure modules can be eas ilysh ared

˘ essentiallystatic

¯ Can get benefit of d ynamic lo ading without run - time linkin g

CS 239, Fall2000 Lecture 3

Page 21

Address Space Recla mation

¯ Trivial in non - uniform - address s ystems

¯ Trick yin uniform - address s ystems

¯ Problem akin to reclaiming ino des in the presence of (multiple) hard links

¯ But even if segments improperlyreclaimed, onlytrusting do mains can be hurt

CS 239, Fall2000 Lecture 3

Page 22

Anony mous RPC

¯ Goal: ^Build s ystem that combines the protection of UNIX p rocess es and the speed of threads, to make IPC cheap enough for heav yuse.~

¯ Problems

˘ VM to enforce protection is expensive (more state means slow er context switches)

˘ lightw eight threads are fast, not safe or secure

CS 239, Fall2000 Lecture 3

Page 23

ARPC main idea

¯ In verylarge, sp arse address sp ace, VM address mappings can act as capabilities

˘ knowledge of address implies permission

˘ restricting knowledge provides protection

¯ Resulting anon ymityis basis for general - purpose protection mechanis m

CS 239, Fall2000 Lecture 3

Page 24

ARPC Implementation

¯ Need wa yto assign address es at load time

˘ non - discoverable, non - derivable

¯ So, select addresses randomly

˘ onlybrute - force search can ^break~ method

˘ but, no truly random number generator

˘ use cryptosystem (key: some secure password)

¯ plaintext is allocation sequence number

¯ resulting encrypted text is securelyrandom

CS 239, Fall2000 Lecture 3

Page 25

Is b rute force search feasible?

¯ Method relies on infeasibilityo f brute force address probing

˘ issue addresses and catch seg - faults

¯ Ke yparameters

˘ time to process segmentation faults

˘ size of physicalmemory

˘ size of virtualaddress space

CS 239, Fall2000 Lecture 3

Page 26

^Time to B rea ch~ results

Ph ys Mem 1s delay 1ms dela y 1 m s delay

16MB 24162 yrs 24 yrs 1.25 wks

256MB 1510 yrs 1.5 yrs 13.2 hrs

2GB 188 yrs 2.3 mo 1.7 hrs

16GB 23 yrs 8.5da 12 mins

CS 239, Fall2000 Lecture 3

Page 27

Maintaining Anony mity

¯ RPC path of control must flow through an intermediary

˘ protected

˘ aware of RPC binding

˘ able to manage controland dataflow without revealing either´s address to the other

˘ kernelis obvious, and slow !

CS 239, Fall2000 Lecture 3

Page 28

Anony mity , continu ed

¯ Exploit execute - onlypage protection

˘ caller knows address of callee text, but can´t damage text or discover data locations

˘ use execute - onlyjump table which contains the actualservice entry point as immediate operand

˘ use separate stack during server execution

˘ cost of anonymity: one additionaljump instr + two stack/register switch/save methods

˘ if some trust exists, can reduce some/allsaves

CS 239, Fall2000 Lecture 3

Page 29

Null RPC p erforman ce

Protocol instructions

SRC RPC 1226

Mach RPC 950

LRPC 424

URPC 251

ARPC 116

CS 239, Fall2000 Lecture 3

Page 30

Meta - level Su mmary

Co mments

¯ When explorin g a new paradigm, push it to the (believed) limits

¯ Tr yseparatin g joint concepts, or splitting a previousl y^atomic~ idea into multiple parts

¯ Sometimes OS pro gress pushes HW progress; sometimes, vice - versa