CS 239, Fall2000 Lecture 4

Page 1

Operating Sy stems

Sy nchronization Issu es

CS239

Advanced Operating Sy stems

October 19, 2000

Dr. Richard Guy

CS 239, Fall2000 Lecture 4

Page 2

Outlin e

¯ Motivation & Ch allen ge

¯ Sources of Concurrenc y

¯ Synchronization Overview

¯ Intra - kernel s ynch ronization stu d y

CS 239, Fall2000 Lecture 4

Page 3

Lectu re Source Materials

¯ Singhal , ch 2: S yn chronization Mechanis ms

¯ Singhal , ch 3: Process Deadlocks

¯ Silbersch atz & Galvin

˘ Ch. 6:Process Synchronization

˘ Ch. 7:Deadlocks

¯ Small and Manle y, A Revisitation of Kernel

Synchronization Schemes , USENIX 1997.

CS 239, Fall2000 Lecture 4

Page 4

Motivation

¯ Computer s ystem resources are commonly shared b ymultiple entities

˘ serially, disjoint over time

˘ concurrently, at the ^same time~

¯ If concurrenc yis even a remote possibility, a concern for maintainin g ^consistent~ or

^correct~ behavior arises

˘ joint interference of concurrent activities

CS 239, Fall2000 Lecture 4

Page 5

Challenge

¯ Understand concu rren cy

˘ sources

˘ types

¯ Id entif yeffective abstract solutions

˘ synchronization techniques

¯ Design/implement mechanis ms

˘ correct, sufficient, efficient

CS 239, Fall2000 Lecture 4

Page 6

Sources of Concurren cy

¯ Multiprocessors

¯ Uniprocesso rs

˘ hardware

˘ software

CS 239, Fall2000 Lecture 4

Page 7

Multip rocessors

¯ Ph ysical concurrenc yof proces s execution

¯ Main issue is concurrent access to shared memor yregions

¯ A function of atomicit ydefined b ymemo ry management hard ware

˘ atomicity is typically a single byte/word

˘ access to anyother quantitymaybe a problem

¯ Dela yfurther dis cussion until Ch. 17

CS 239, Fall2000 Lecture 4

Page 8

Uniprocesso rs

¯ Hard ware concurrenc y

˘ not the CPU byitself

˘ not programmed I/O - type components

˘ memoryaccess bythe CPU and DMA from

¯ disk

¯ network interface

˘ CPU doesn´t act on it´s own behalf...

CS 239, Fall2000 Lecture 4

Page 9

Uniprocesso rs , contin ued

¯ Software concu rren cy

˘ logical(virtual) concurrent execution of

¯ process( es )

¯ kernelthread(s)

˘ causes of concurrent execution

¯ time - sharing

¯ asynchronous interrupt handling

CS 239, Fall2000 Lecture 4

Page 10

Processes and T imesh aring

¯ Multiple processes usin g shared memor y

¯ Context switch can occur at any time in a process´ user - mode execution

˘ system callexecution usuallynon - preemptive

¯ Apparent atomicit yof high - level language statements is often just that, and not actual

¯ Without additional measures, u nintended interaction ma yoccur

CS 239, Fall2000 Lecture 4

Page 11

Processes and Interru pts

¯ As yn chronous hardware interru pt handling diverts CPU´s attention awa yfrom process execution

¯ ISR ma ywant to access memorybelon ging to ^currentlyexecutin g~ proces s

˘ reading partially updated region(s)

˘ writing region(s) in midst of process read/write

CS 239, Fall2000 Lecture 4

Page 12

Kernel thread(s) and interrupts

¯ Currentl yexecuting s ystem call thread is interrupted

¯ ISR ma ywant to read/write kernel data structure in use b y^current~ s yscall thread

¯ If kern el is itself multith read ed, situation is similar to multiple proces ses an d shared memor y

˘ traditionalkernelis single - threaded...

CS 239, Fall2000 Lecture 4

Page 13

Sy nchronization Overview

¯ Concepts

¯ Mechanis ms

¯ Deadlocks

¯ OS role and issues

CS 239, Fall2000 Lecture 4

Page 14

Sy nchronization Concepts

¯ Atomicit y

˘ behavior of entity(usuallydata structure) is indivisible from perspective of outside observer

¯ Mutual exclusion is one wa yto ensure atomicit y

˘ onlyallow serialusage of entity

¯ Critical section is code segment that accessed shared resource

CS 239, Fall2000 Lecture 4

Page 15

Mutual Exclusion

¯ Effective ME solution must gu arantee

˘ onlyone process executing in criticalsection

˘ if no process currentlyin CS, anyprocess that wants to be in CS experiences no delay

˘ if >1 processes competing for entryto CS, can´t wait indefinitelyto select a process

˘ no process can prevent another from entering

CS indefinitely(no starvation/ livelock )

CS 239, Fall2000 Lecture 4

Page 16

Mutual Exclusion Mechanisms

¯ Bus ywaiting (spin lock)

˘ wastes cycles in uniprocessor

¯ Disablin g interrupts

˘ doesn´t work for multiprocessor

˘ maymiss important I/O events

¯ Test - and - Set o r Compare - and - Swap

˘ atomic hardware implementation of two higher - levelsteps; common in multiprocessors

CS 239, Fall2000 Lecture 4

Page 17

ME mechanisms, con tinued

¯ Semaphores

˘ high - levelconstruct usefulin ME (and other synchronization problem solutions)

˘ integer variable with two defined atomic operations, waitand signal

˘ atomicity achieved byimplementing either in hardware (via test - and - set) or in software

(disabling interrupts)

CS 239, Fall2000 Lecture 4

Page 18

Semaphore dow nsides

¯ Semaphore participants need to understand each other´s intended usage of semaphore

¯ Requires careful usage to avoid

˘ inconsistency

˘ deadlock

¯ Difficult to formallyverif ycorrectness of programs that use semaphores

CS 239, Fall2000 Lecture 4

Page 19

Other Sy nchronizatio n

Problems (b esides ME)

¯ Dining Philosophers

˘ multiple resource allocation

¯ Producer - Consumer

˘ shared buffer access (put/get bymultiple users)

¯ Readers - Writers

˘ exclusive write access

˘ prioritychoices to be made

CS 239, Fall2000 Lecture 4

Page 20

Language - based Mechanisms

¯ Motivation: avoid semaphore pitfalls

¯ Examples

˘ Monitors

˘ Serializers

˘ Path - expressions

˘ Communicating SequentialProcesses

˘ Ada rendevous

CS 239, Fall2000 Lecture 4

Page 21

Deadlocks

¯ Occu rs when set of entities is blocked, waitin g for event that will never occur

¯ Requires four conditions to hold

˘ exlusive access

˘ hold - and - wait

˘ non - preemptive

˘ circular wait

CS 239, Fall2000 Lecture 4

Page 22

Deadlock Handling S trateg ies

¯ Prevention

˘ grant resource onlyif <4 conditions hold

¯ Detection

˘ no a priori effort on resource granting

˘ often significant algorithmic costs to analyze

¯ Avoidan ce

˘ examine potentialresource requests and grant onlyif a non - deadlocking execution exists

CS 239, Fall2000 Lecture 4

Page 23

OS Role and Issues

¯ Generall ypro vides basic s ynch ronization tools to processes

˘ locks

˘ semaphores

˘ deadlock support

˘ relatively expensive to access (system call)

¯ Must be sensitive to intra - kernel s ynchronization needs

CS 239, Fall2000 Lecture 4

Page 24

Intra - kern el Sy nchro nization

¯ Background

¯ Ke yQuestions

¯ Strategies

¯ Performance Comparison

¯ Lessons

CS 239, Fall2000 Lecture 4

Page 25

Background

¯ Traditional BSD/Unix kernel is single - threaded, but must handle as yn chronous interrupts

¯ Nested interrupts generall yavoided

˘ certainlyf or single device driver

˘ priorityassignment mayallow limited nesting

¯ Interrupt disabling/en abling co mmonlyused to protect critical sections within kernel

CS 239, Fall2000 Lecture 4

Page 26

Key Questions

¯ How often are critical s ections entered?

¯ How long do critical s ections last?

¯ How often are the yinterrupted?

¯ What is the frequenc yof interru pts?

¯ What is the cost of various interrupt - based s ynchronization schemes?

CS 239, Fall2000 Lecture 4

Page 27

CS entry and duratio n;

interrupt frequen cy

¯ Across a ran ge of workloads, on a 120MHz

Pentium, saw 25 K - 50 K CS´s per second on average, >80K peak

¯ Typical duration was ~3 m s per CS

¯ Majority<1 m s per CS; few >4 m s per CS

¯ <1% CS interruptions

CS 239, Fall2000 Lecture 4

Page 28

Sy nchronization Stra tegies

¯ Two basic dimensions to explore

˘ where to mask interrupts

¯ on - chip (disable allinterrupts)

¯ off - chip (disable selected interrupts)

˘ how to mask interrupts

¯ pessimistically(before entering CS)

¯ optimistically(after entering CS)

CS 239, Fall2000 Lecture 4

Page 29

On - chip vs Off - chip

¯ On - chip

˘ disables allinterrupts

˘ takes 5 - 10 cycles

¯ Off - chip

˘ disable selected interrupts (esp. specific device)

˘ takes 300 cycles

CS 239, Fall2000 Lecture 4

Page 30

Pessimistic vs Op timi stic

¯ Pessimistic

˘ disable interrupts before entering CS

˘ enable interrupts after leaving CS

¯ Optimistic

˘ use variable to store interrupt flag value

˘ all ISRs consult variable as first step, and then disable interrupts as needed before proceeding

CS 239, Fall2000 Lecture 4

Page 31

Scheme Overh ead Comparison

MAB - L MAB - R Wstone Serial

Off - P 9.0% 6.5% 8.6% 11.9%

Off - O 0.2% 0.1% 0.3% 0.3%

On - P 0.7% 0.5% 0.6% 0.9%

On - O 0.2% 0.1% 0.2% 0.2%

CS 239, Fall2000 Lecture 4

Page 32

Lessons

¯ Intra - kernel s ynch ronization is common

¯ High o verh ead is eas y; so is lo w overhead !

¯ Overhead is *ver y* hardware - s pecific

CS 239, Fall2000 Lecture 4

Page 33

Su mmary

¯ Synchronization issues are real

˘ at process level

˘ within kernel

¯ Synchronization is mess y, often expensive

¯ Careful tuning can reduce so me overhead

¯ Question: what happens wh en kernels become modularized into user - level servers???