CS 239, Fall 1997 Lecture12

Page 1

Operating System Secu rity -

Basic Prin cipl es

CS239

A dvanced Operating S ystems

N ovember 19, 1997

D r. Richard Guy

CS 239, Fall 1997 Lecture 12

Page 2

Lecture Source Materials

¯ Stallings, Operating Systems , Ch. 14:

Security

¯ Singhal, Chapter 14: Resource Security and Protection: Acces s and Flow Control

CS 239, Fall 1997 Lecture12

Page 3

Outline

¯ Introduction

¯ Securitythreats

¯ Basic security principles

¯ Securityon a single machine

CS 239, Fall 1997 Lecture 12

Page 4

CS239, Winter98 will add...

¯ Encapsulated environments

¯ Encryption and authentication

¯ Distributed systems security

CS 239, Fall 1997 Lecture12

Page 5

Introduction

Securityis an engineering problem

Alwaysa tradeoff between safety, cost, andinconvenience

Not much solidtheoryin the field

Hardto provide any real guarantees

Becausemaking mistakes iseasy

Andthe nature of the problemimplies that mistakesarealways exploited

CS 239, Fall 1997 Lecture 12

Page 6

History of the Security

Problem

In thebeginning, therewas no security problem

Later, therewas a problem, but nobody cared

Now, there are increasing problems, and people are beginning tocare

CS 239, Fall 1997 Lecture12

Page 7

Why Is Security Impo rtant

Today?

¯ Electroniccommerce

¯ Increased generalreliance on computers

¯ Ubiquity of networks

¯ Limited computer knowledge of many users

¯ Moreusers means more bad guys

CS 239, Fall 1997 Lecture 12

Page 8

Fundam ental Constraints of

Practical Computer Security

¯ Security costs

˘ If it coststoo much,it won´tbe used

¯ If it isn´t easy, it won´t be used

¯ Misuseoften makes security measures useless

¯ Fit the stringency of the measures to thethreat being countered

CS 239, Fall 1997 Lecture12

Page 9

Security is as Strong as the

Weakest Link

Those breakingsecurity will attack the weakest point

Putting an expensive lock on acheap door doesn´t helpmuch

Must look on security problems as part of an integrated system, not just a single component

CS 239, Fall 1997 Lecture 12

Page 10

Secu rity Th reats

Extremely wide rangeof threats

From a wide variety of sources

Requiring a wide varietyof countermeasures

Generally, countering any threat costs something

So people frequently tryto counter as fewas they can afford

CS 239, Fall 1997 Lecture12

Page 11

Physi cal Security

Some threats involveaccessto the equipmentitself

Suchas

˘ theft

˘ destruction

˘ tampering

Physicalthreats usually require physical prevention methods

CS 239, Fall 1997 Lecture 12

Page 12

So cial Engineerin g and

Secu rity

Computer securityeasily subvertedby bad human practices

E.g., givingpassword out over the phone toanyonewhoasks

Social engineering attacks tendto be cheap, easy, effective

So all our work may be for naught

CS 239, Fall 1997 Lecture12

Page 13

Security Requirem ents

¯ Secrecy

¯ Integrity

¯ Availability

¯ Exclusivity

CS 239, Fall 1997 Lecture 12

Page 14

A Cl assification o f Threats

Threats are viewed astypes of attacks on normal service

So whatis normal service?

¯

Information

Sou rce

Information

Destination

CS 239, Fall 1997 Lecture12

Page 15

C lassification of Threat Ty pes

¯ Interruption

¯ Interception

¯ Modification

¯ Fabrication

CS 239, Fall 1997 Lecture 12

Page 16

Interru ption

Inform ation

Source

Inform ation

Destination

CS 239, Fall 1997 Lecture12

Page 17

Interruption Threats

Denial of service

Prevents source from sending informationto receiver

Or receiver fromsendingrequests to source

A threat to availability

CS 239, Fall 1997 Lecture 12

Page 18

How Does an Interruption

Threat Occur?

¯ Destructionof HW/SW

¯ Interferencewithcommunications channel

¯ Overloading asharedresource

CS 239, Fall 1997 Lecture12

Page 19

Interception

Information

Source

Information

Destination

Unauthorized

Th ird

Party

CS 239, Fall 1997 Lecture 12

Page 20

AnotherTy pe of Interception

Inform ation

Source

Inform ation

Destination

Unauthorized

Third

Party

CS 239, Fall 1997 Lecture12

Page 21

Interception Threats

Dataor servicesprovided to unauthorized party

Either in conjunctionwith or independent of authorized access

A threat to secrecy

Also a threat to exclusivity

CS 239, Fall 1997 Lecture 12

Page 22

How Do Interception Threats

Occu r?

¯ Eavesdropping

¯ Masquerading

¯ Break-ins

¯ Illicit datacopying

CS 239, Fall 1997 Lecture12

Page 23

Modification

Information

Source

Information

Destination

Unauthorized

Th ird

Party

CS 239, Fall 1997 Lecture 12

Page 24

AnotherTy pe of Modifica tion

Threat

Inform ation

Source

Inform ation

Destination

Unauthorized

Third

Party

1 2

3

CS 239, Fall 1997 Lecture12

Page 25

Modification Threats

Unauthorized parties modify data

Either on the way tothe users

Or permanently at the servers

A threat to integrity

CS 239, Fall 1997 Lecture 12

Page 26

How Do Modification Threa ts

Occu r?

¯ Interception of data requests

¯ Masquerading

¯ Illicit access toservers/services

CS 239, Fall 1997 Lecture12

Page 27

Fab rication

Information

Source

Information

Destination

Unauthorized

Th ird

Party

CS 239, Fall 1997 Lecture 12

Page 28

Fabrication Threats

Unauthorized partyinserts counterfeit objectsintothe system

Causing improper changesin data

Or improper useof system resources

Athreatto integrity

CS 239, Fall 1997 Lecture12

Page 29

How Do Fabrication Threats

Occur?

¯ Masquerading

¯ Bypassing protection measures

¯ Duplicationof legitimate requests

CS 239, Fall 1997 Lecture 12

Page 30

Active Threatsvs. Passive

Threats

Passive threats areformsof eavesdropping

Nomodifications, injections of requests, etc. occur

Active threats aremoreaggressive

Passive threats aremostly tosecrecy

Active threats are to availability, integrity, exclusivity

CS 239, Fall 1997 Lecture12

Page 31

What Are We Protecting?

¯ Hardware

¯ Software

¯ Data

¯ Communications linesand networks

¯ ^Cycles~ andeconomic values

CS 239, Fall 1997 Lecture 12

Page 32

Basic Security Principles

¯ Termsand concepts

¯ Mechanisms

CS 239, Fall 1997 Lecture12

Page 33

Security and Protection

Security is a policy

E.g., ^no unauthorized user mayaccess this file~

Protection is a mechanism

E.g., ^the system checks user identity againstaccesspermissions~

Protection mechanisms implement security policies

CS 239, Fall 1997 Lecture 12

Page 34

Design Prin ciples for Secu re

Sy stems

¯ Economy

¯ Complete mediation

¯ Open design

¯ Least privilege

¯ Least common mechanism

¯ Acceptability

¯ Fail-safedefaults

CS 239, Fall 1997 Lecture12

Page 35

Econom y in Security Desig n

Economical to develop

Andto use

Andto verify

Shouldaddlittle or nooverhead

Shoulddo only what needs to be done

Generally,try to keep it simple and small

CS 239, Fall 1997 Lecture 12

Page 36

Compl ete Medi ation

Apply security on everyaccess to an object that amechanismis meant to protect

E.g., each read of a file, not just the open

Also involves checkingaccesson everything that could beattacked

CS 239, Fall 1997 Lecture12

Page 37

Open Design

Don´t rely on ^securitythrough obscurity~

Assume all potential intruders know everything about the design

Andcompletelyunderstand it

CS 239, Fall 1997 Lecture 12

Page 38

Separation o f Privileg es

Provide mechanismsthat separatethe privilegesusedfor onepurpose from thoseused for another

To allow flexibility inthe security system

E.g., separate accesscontrol on each file

CS 239, Fall 1997 Lecture12

Page 39

Least Privilege

Givebareminimum access rights requiredto complete atask

Require another requestto perform another typeof access

E.g., don´tgivewrite permissionif programonly asked for read

CS 239, Fall 1997 Lecture 12

Page 40

Least Common Mechan ism

Avoid sharing parts of thesecurity mechanism among different users

Coupling users leads to possibilities for them to breach the system

CS 239, Fall 1997 Lecture12

Page 41

A cceptability

Mechanism must be simple touse

Simpleenough that people will use it automatically

Must rarely or never prevent permissible accesses

CS 239, Fall 1997 Lecture 12

Page 42

Fail-Safe Designs

Default to lack of access

So if somethinggoes wrong/is forgotten/isn´t done, no security is lost

If important mistakesare made, you´ll find out about them

Without loss of security

But if it happens too often. . .

CS 239, Fall 1997 Lecture12

Page 43

Shari ng S ecurity Spectrum

¯ No protection

¯ Isolation

¯ Share all or nothing

¯ Share with access limitations

¯ Share with dynamic control

CS 239, Fall 1997 Lecture 12

Page 44

Importan t Security

Mechanisms

¯ Accesscontrol mechanisms

¯ Authentication

¯ Encryption

¯ Passwords

¯ Other authentication mechanisms

¯ Auditing features

CS 239, Fall 1997 Lecture12

Page 45

D ata A ccess Control

Mechanisms

Methodsof specifyingwho canaccess what in which ways when

Based on assumption that thesystem has authenticatedthe user

CS 239, Fall 1997 Lecture 12

Page 46

Access Matrix

Describes permissibleaccesses for the system

Subjects access objects with particular access rights

Atheoretical concept, never kept in practice

CS 239, Fall 1997 Lecture12

Page 47

A ccess Matrix Example

Subject A

Subject B

Subject C

Subject D

File1 File2 Server Z Segment 57

Read

W rite

Read

Non e

Non e

Non e

Non e

W rite

Read

Query

Upd ate

Start/Stop

Query

Read

Non e

Non e

Non e

CS 239, Fall 1997 Lecture 12

Page 48

Methods for Implementing

Access Matrix

¯ Accesscontrol lists

Decomposition by columns

¯ Capabilities

Decomposition by rows

CS 239, Fall 1997 Lecture12

Page 49

A ccess Control Lists

Eachobject controls who can access it

Using an access control list

Addsubjects by adding entries

Removesubjects by removing entries

+ Easyto determinewho can access an object

+ Easyto change who can access object

˘ Hardto tell what someone can access

CS 239, Fall 1997 Lecture 12

Page 50

Access Control List Exa mple

File 1´s ACL

SubjectA:

Read

Write

SubjectB:

Read

Segment 57´s ACL

SubjectA:

Read

Note that groupandnegativeaccessrights arepossible

CS 239, Fall 1997 Lecture12

Page 51

C apabilities

Eachsubjectkeepstrack of what it can access

Typically bykeeping a capability for each object

Capabilities are like admissiontickets

+ Easyto tellwhat a subject can access

˘ Hardto tell who canaccess an object

˘ Hardto revoke/control access

CS 239, Fall 1997 Lecture 12

Page 52

Capability Example

SubjectA´s Capabilities

File 1: Read

Write

Server Z: Query

Segment 57: Read

SubjectB´s Capabilities

File 1: Read

File 2: Write

Server Z: Update

CS 239, Fall 1997 Lecture12

Page 53

C ontrollin g Cap abilities

If asubject has acapability, can he give it to another subject?

If the capability is just a pointer, hard to stophim

Butthe OS can control capabilities

So it can alsocontroltheir distribution

Must be inaccessibleto users

CS 239, Fall 1997 Lecture 12

Page 54

So me Examp le Systems

¯ Capability-based systems

˘ Amoeba

˘ Hydra

˘ Parts of Windows NT

¯ Access control l ist-based systems

˘ Most Unixsystems

˘ Andrew

˘ Parts of Windows NT

CS 239, Fall 1997 Lecture12

Page 55

Oth er Models of Access

C ontrol

¯ Military model

¯ Informationflow models

¯ Latticemodel of information flow

CS 239, Fall 1997 Lecture 12

Page 56

Single System Secu rity

¯ Protecting memory, files, processes, and devices

¯ Dealing with intruders

¯ Maliciousprograms

CS 239, Fall 1997 Lecture12

Page 57

Protecting a Single Machine

Onlyworrying about the security of a single machine (possibly a multiprocessor)

Oneoperating systemis in control

Threats come frommultiple users

Or from external access

CS 239, Fall 1997 Lecture 12

Page 58

What N eeds to Be Protected?

¯ Memory

¯ Files

¯ Processes and IPC

¯ I/O and devices

CS 239, Fall 1997 Lecture12

Page 59

Basic Metho ds of Protection

All based on separation

¯ Physicalseparation

¯ Temporal separation

¯ Logical separation

¯ Cryptographic separation

Often in combination

CS 239, Fall 1997 Lecture 12

Page 60

Protecting Memory

Virtual memory offers strong protection tools

Model prevents naming another user´s memory

What aboutshared memory?

Use access controlmechanisms

Backed up byhardware protection on pages

CS 239, Fall 1997 Lecture12

Page 61

Protecting Files

Unlike memory, files arein a shared namespace

Requires more use of accesscontrols

Typically, access checked on open

System assumes user has right to continue using open file

Whyis it done this way?

CS 239, Fall 1997 Lecture 12

Page 62

File Access Control in Uni x

Everyfile has an owning user and group

Accesspermissions settable for read, write, and execute

For owninguser, owning group, everyone else

Processes belongto one user

And possibly multiple groups

Files opened for particular kindsof access

CS 239, Fall 1997 Lecture12

Page 63

Protecting Processes

Most of a process´ statenot addressable externally

ButIPC channelsallowinformation to flow

So security must beapplied at IPC points

CS 239, Fall 1997 Lecture 12

Page 64

Protecting IPC

Typically,IPCrequirescooperation from bothends

So amajor question is authentication

Does this channel connect to where I think it does?

OSguarantees identity, ownership of other process

CS 239, Fall 1997 Lecture12

Page 65

Limiting IPC Access

Eachparty toIPC has controlover what is done on his side

Some IPCmechanisms allow differing modes of access for different users

So accesscontrol required for suchcases

CS 239, Fall 1997 Lecture 12

Page 66

Protecting Devices

Generally treated similarly to files

But special care isnecessary

In somecases, amistakeallows an intruder unlimited access

E.g., if you let him write any block on a diskdrive

CS 239, Fall 1997 Lecture12

Page 67

Bewareof Back Doors

Many systems provide low-level ways to access various resources

¯ /dev/kmem

¯ raw devices

¯ pipesstoredin the filesystem

The lock onthe backdoor must be as strong as the lock on thefront door

CS 239, Fall 1997 Lecture 12

Page 68

Intru ders

Modern systems usually allow remote access

¯ From terminals

¯ From modems

¯ From the network

Intruders can use all of these tobreakin

CS 239, Fall 1997 Lecture12

Page 69

How Intrud ersGet in

Usuallyby masquerading as a legitimate user

Less frequentlyby inserting commands throughinsecureentry points

¯ finger daemons

¯ Holes in electronic mail

¯ Makinguse of interpreters that access dataremotely

CS 239, Fall 1997 Lecture 12

Page 70

Detecting Intru ders

The sooner detected, the better

Systems that detectandeject intruders quickly are lessattractive targets

Information gained from detecting intruders canbe used to prevent further intrusions

Detection presumes you candifferentiate thebehaviorof authorizedusers and intruders

CS 239, Fall 1997 Lecture12

Page 71

Some App roaches to Detecting

Intruders

¯ Statisticalanomaly detection

Based on either -

Overall system activity

Individual user profiles

¯ Rule-baseddetection

Rules that detect anomalies

Penetration expertsystems

CS 239, Fall 1997 Lecture 12

Page 72

Audit Records

Keeptrackof everythingdone on system

Powerful tool for detectingintruders

Used to build detection mechanisms

Can useeither general accounting info or specially gathered data

Also invaluable if you decide to prosecute

Must be carefully protectedto be valuable

CS 239, Fall 1997 Lecture12

Page 73

Maliciou s Pro grams

C lever programm ers can get s oftware to do their dirty work for them

Programs have several advantages for these purposes

˘ Speed

˘ Mutability

˘ Anonymity

CS 239, Fall 1997 Lecture 12

Page 74

Kinds of Malicious Program s

¯ Trojan horses

¯ Trapdoors

¯ Logic bombs

¯ Worms

¯ Viru ses

CS 239, Fall 1997 Lecture12

Page 75

Trojan Horses

Seemin gly us eful program that contains co de that does harmful th ings

Uns usp ecting users run the Trojan horse to get the advertised benefit

At which time the Greeks sp ring out and slaughter your system

Particularly dangerous in compilers

CS 239, Fall 1997 Lecture 12

Page 76

Trapdoors

A secret entry po int into an otherwise legitimate program

Typically ins erted by the writer of the prog ram

Most often found in login pro grams or prog rams that use the network

But also fo und in system utilities

CS 239, Fall 1997 Lecture12

Page 77

Logic Bombs

Like trapdoors, typically in a legitimate program

A piece of code that, under certain conditions,

^explodes~

Also like trapdoors, ty pically inserted by program authors

CS 239, Fall 1997 Lecture 12

Page 78

Worms

Programs that s eek to move from system to system

Mak ing use of various vulnerabilities

Other malicious behavior can als o be built in

The Internet worm is the most famous example

Can sp read very, very rapidly

CS 239, Fall 1997 Lecture12

Page 79

V iruses

A pro gram that can infect other programs

Infected progr ams in turn infect others

Along with mere infection, Trojan horses, trapd oors, or lo gic bombs can be included

Like worms , virus es can spread very rapidly

CS 239, Fall 1997 Lecture 12

Page 80

How Do Vi rusesWork?

When a program is run, it typically h as the full privileges of its running user

Including write privileges for some other prog rams

A vir us can use thos e privileges to r eplace those pro grams with infected versions

CS 239, Fall 1997 Lecture12

Page 81

TypicalVirus Actions

1). Find uninfected writable programs

2). Mod ify those programs

3). Perform normal actions of infected program

4). Do whatever other d am age is desired

CS 239, Fall 1997 Lecture 12

Page 82

Before the Infected Prog ram

Runs

Infected

Program

Uninfected

Program

Viru s Code

CS 239, Fall 1997 Lecture12

Page 83

The Infected Program Runs

Infected

Program

Uninfected

Program

Virus Code

CS 239, Fall 1997 Lecture 12

Page 84

Infecting th e Other Program

Infected

Program

Uninfected

Program

Viru s Code

Viru s Code

CS 239, Fall 1997 Lecture12

Page 85

How Do Viruses Fit Into

Programs?

¯ Prepended

¯ Postpended

¯ C opy program and replace

¯ C leverly fit into the cracks

Some viruses take o ther measures to hide modifications

CS 239, Fall 1997 Lecture 12

Page 86

Where Can V iruses Occur?

Anywhere that imported code gets executed

¯ Imported programs

¯ Som e inclus ions in mail mess ages

¯ Boot sectors and other executable portions of m edia

¯ Macros attached to some data f iles

CS 239, Fall 1997 Lecture12

Page 87

D ealing With Viruses

¯ Prevention of infection

¯ Detection and eradication

¯ C ontainm ent

CS 239, Fall 1997 Lecture 12

Page 88

Preventing the Spread of

Viru ses

Don´t impo rt untr usted program s

But who can you trust?

Viru ses have been found in commercial shrink-wrap software

Trusting s omeone means not just trusting their honesty, but also th eir caution

CS 239, Fall 1997 Lecture12

Page 89

Oth er Prevention Measu res

¯ Scan incoming programs for viruses

Some viruses are designed to hide

¯ Limit the targets virus es can reach

¯ Monitor updates to executab les carefully

R equires a broad definition of ^executable~

CS 239, Fall 1997 Lecture 12

Page 90

Viru sD etection

Man y viruses have detectable s ignatures

But s ome work h ard to hide them

Smart s canners can examine programs for virus-like behavior

Checksums attached to program s can detect modification

If viru s smart enough to generate checksum itself, digitally sign it

CS 239, Fall 1997 Lecture12

Page 91

V irus Eradicatio n

Tedious , because you must be th orough

R esto re clean vers ions of everything

Take great care with future restoration of backups

CS 239, Fall 1997 Lecture 12

Page 92

Contai nment

Run susp ect program s in an encaps ulated environment

Limiting their f orm s of access to prevent virus spread

Requires versatile security m odel and strong protection guarantees