CS 239, Fall 1999 Lecture1

Page 1

Operating System s Architecture

C S239

A dvanced Operating S ystem s

Octob er 5, 19 99

D r. Richa rd Gu y

CS 239, Fall 1999 Lecture1

Page 2

Outline

¯ Part I: Wh y Study OS?

˘ Operating Systems vs. Architecture

¯ Part II: What´s the best way to build an OS?

˘ Organizing operating systems

˘ Some microkernel examples

¯ Part III: Wh at´s just over the horizo n?

˘ New architecturesfor extensibility

˘ 64-bit address space architectures

CS 239, Fall 1999 Lecture1

Page 3

Why Operatin g System s?

Why do operating s ystem s exist?

Are they really ess ential?

CS 239, Fall 1999 Lecture1

Page 4

Part I: Why study?

Don´t we already know howto build a pretty good operating system?

Haven´t the past 40 years covered all

(or most) of the interesting ground?

CS 239, Fall 1999 Lecture1

Page 5

Part I Source Materials

¯ Ous terh out, Why A ren´t Operating Sys tems

Getting Faster as Fast as Hardware ?, 1 990.

¯ Anderson et al, Th e Interaction of Architecture and Operatin g System D esign , 1 991.

¯ R osenblum et al, Th e Impact of Arch itectural Trends on O.S. Perform ance , 1 995.

CS 239, Fall 1999 Lecture1

Page 6

OS v s. A rchitecture

¯ ^The most exciting phrase to hear in s cience, the one that heralds new discoveries, is not `Eureka!´ (I foun d it!) but

`That’s funny �´" -- Is aac Asimov

¯ � app arent OS/HW perfo rmance disparity

˘ Is it really true?

˘ If so, why?

˘ and then, what could/should be done about it?

CS 239, Fall 1999 Lecture1

Page 7

Ousterhout´s Stud y

¯ One macrobenchmark, many microbench

˘ MAB; kernel entry/exit,context switching, select, block copy, file cache read, open/close, file create/delete.

˘ Six OSs on ten hardware architectures

CS 239, Fall 1999 Lecture1

Page 8

U nin terpreted Resul ts

0 2 4 6 8 10 12 14 16 18 20 0.0

0.2

0.4

0.6

0.8

1.0

1.2

MIPS

Relative Performance

RISC/CISC

CS 239, Fall 1999 Lecture1

Page 9

Interpretation

¯ Hard war e Issues

˘ Memory bandwidth of CISC is 3-4x RISC

¯ CPU rate increase >> mem/bus rate increase

˘ Context switching cost of RISC is 2x > CISC

¯ Softwar e Issues

˘ Disk I/O speed increases lagging CPU speed

¯ decouple file systemperf. from disk perf.

¯ non-volatile memory as buffer; log-struct. FS

CS 239, Fall 1999 Lecture1

Page 10

A nderson et al

¯ C ISC ® R ISC debate; other arch. trends

˘ move to simple, directly-executed instructions

˘ open-architecture (implementation visible)

˘ function migration from hardware to software

˘ performance must justify cost of feature

¯ OS trends

˘ Unix OS interface/services is major standard

˘ Unix changing under the covers in big ways

CS 239, Fall 1999 Lecture1

Page 11

Independent Evolution

¯ Simulation/measurement guide h/w designs but frequently overlook the OS

˘ early tracing tools unable to trace OS itself

˘ microcode tools: 50% of memory refs to OS

˘ OS behavior quite different from workloads

¯ Traditional Unix & apps no longer ^right~

¯ OS o ptim ized to outd ated h/w featu res/perf.

¯ C ritical low-level services moved m /c ® s /w

CS 239, Fall 1999 Lecture1

Page 12

Stu dy overview

¯ Tested four OS primitives on 5 machin es

˘ MHz range: 11-25; relativeperf. range: 0.5-6.7

˘ primitivesextensively used, and even more so

¯ Studied high er level services

˘ IPC (cross-machine, local, syscalls/ints, copies)

˘ Virtual Memory (faults, TLBs, pagetables)

˘ Threads/Multiprocessing (user-level threads)

¯ cf. Tables 2, 3, 5, 6 , 7

CS 239, Fall 1999 Lecture1

Page 13

Stu dy Conclusions

¯ OSs are being decomposed into kernelized s tructures with independent s ervers executing in separ ate address spaces

¯ OSs are requiring mo re use of mem ory mgt, when m emory management is mor e difficult

¯ OSs are m oving towards support of finegrained multithreaded app lication p rogram s

¯ WARNING : bottlenecks on the horizon

CS 239, Fall 1999 Lecture1

Page 14

R osen blu m et al

¯ Used full hardware simulation to analyze

OS p erf. o n 1994, p rojected 19 98 hardware

¯ Studied uni- and m ulti-processor perf. with pro gramm ing, DB, and engineering loads

¯ Main res ults

˘ I/O subsystem biggest bottleneck; getting worse

˘ memory system: kernel stalled 50%; improving

˘ synchronization costs increasingly important

CS 239, Fall 1999 Lecture1

Page 15

Part II: OS Organization

What is the best way to organize/structure/design an operating system?

CS 239, Fall 1999 Lecture1

Page 16

Part I Source Materials

¯ Singhal, Ch. 1: Operating System Overview

¯ Tanenbau m, Ch. 7: Amoeba [SEL Reserve]

¯ Tanenbau m, Ch. 8: Mach [SEL Reserve]

¯ Pike, Plan 9 fro m Bell Labs [CS239 W eb ]

¯ Stallings , Ch.2:Windows NT [SEL Reserve]

CS 239, Fall 1999 Lecture1

Page 17

Question Assumpt ions

¯ at least one way to organize OS software

¯ mor e than one way to organ ize

¯ differ ent ways can be effectively compared

˘ requires comparison metric(s)

˘ metrics must be valid for all subjects studied

CS 239, Fall 1999 Lecture1

Page 18

OS Organi zatio n Issues

¯ Im portant OS sof tware characteristics

¯ Ty pical OS co mponents

¯ C omponent interactions

¯ Survey of OS organization structures used

˘ description

˘ pros/cons

CS 239, Fall 1999 Lecture1

Page 19

Important OS Softw are

C haracteristics

¯ C orrectness

¯ Simplicity

¯ Power & completenes s

¯ Performance

¯ Ex tensibility & portability

¯ Suitability for dis tributed & parallel systems

¯ C ompatibility with existing systems

¯ Security

¯ Fault toleran ce

CS 239, Fall 1999 Lecture1

Page 20

Typical OS Com ponen ts

¯ Process/thr ead support

¯ Memory management

¯ I/O and device support

¯ Interproces s communications

¯ Security

¯ File sy stem support

¯ Fault toleran ce and recovery s uppo rt

CS 239, Fall 1999 Lecture1

Page 21

Putting the Pieces Together

¯ Many of these functions in teract

¯ Th e totality of all thes e functio ns is highly comp lex

¯ How d o we organize the o verall op erating s ystem software to meet th e goals?

CS 239, Fall 1999 Lecture1

Page 22

C omm on OS Organizations

¯ Monolithic

¯ Virtual machine

¯ Layered designs

¯ Kern el desig ns

¯ Microkernels

¯ Object-Oriented

Note that indiv idual OS components can be org anized these ways

CS 239, Fall 1999 Lecture1

Page 23

Monolith ic OS Design

¯ B uild OS as single comb ined mod ule

˘ Hopefully using dataabstraction, compartmentalized function, etc.

¯ OS lives in its own, sin gle address space

¯ Ex amples

˘ DOS

˘ early Unix systems

˘ most VFS file systems

CS 239, Fall 1999 Lecture1

Page 24

Pros/Cons of Monolith ic OS

Organizati on

+ High ly adaptable (at first . . .)

+ Little p lan ning req uired

+ Potentially g ood performance

˘ Hard to extend and ch ang e

˘ Ev entually b ecomes extremely com plex

˘ Ev entually p erformance becomes poor

˘ High ly pron e to bugs

CS 239, Fall 1999 Lecture1

Page 25

V irtu al Mach ine Organizations

¯ A base operating sy stem provides services in a v ery generic w ay

¯ One or more other op erating systems live on top o f the bas e system

˘ Using the services it provides

˘ To offer different views of system to users

¯ Ex amples - IBM´s VM/370, the Java interpreter

CS 239, Fall 1999 Lecture1

Page 26

Pros/Cons of V irtual Machine

Organizati ons

+ Allo ws multip le OS perso nalities on a s ingle machine

+ Good OS develo pment environm ent

+ C an provide good p ortability o f applications

˘ Significant performance problems

˘ Es pecially if m ore th an 2 layers

˘ Lack ing in flexibility

CS 239, Fall 1999 Lecture1

Page 27

Layered OS Design

¯ Design tiny inner most layer of software

¯ Next layer out provid es more functionality

˘ Using services provided by inner layer

¯ C ontinue ad ding layers until all fun ctionality required has been prov ided

¯ Ex amples

˘ Multics

˘ Fluke

˘ layered file systems and comm. protocols

CS 239, Fall 1999 Lecture1

Page 28

Pros/Cons of Layered

Organizati on

+ More structured and exten sible

+ Easy m odel

˘ Layer crossing can be expensive

˘ In some cases, multiple layers unneces sary

CS 239, Fall 1999 Lecture1

Page 29

Kernel OS Desig ns

¯ Similar to layers, but only two OS lay ers

˘ Kernel OS services

˘ Non-kernel OSservices

¯ Move certain functionality o utside kernel

˘ file systems, libraries

¯ Unlike virtu al machines, kernel d oesn ´t s tand alone

¯ Ex amples - Most mo dern Unix systems

CS 239, Fall 1999 Lecture1

Page 30

Pros/Cons of Kernel OS

Organizati on

+ Many advantages of layering, without disadvantage of too m any layers

+ Easier to demo nstrate correctness

˘ Not as gener al as layering

˘ Offers no organizing princip le for other parts o f OS, user services

˘ Kern els tend to gro w to monoliths

CS 239, Fall 1999 Lecture1

Page 31

Microkern el OS Design

¯ Like kernels, only less so

¯ Try to include only small s et of required s ervices in the m icrokernel

¯ Moves even more o ut of innermost OS part

˘ Like partsof VM, IPC, paging,etc.

¯ Ex amples - Mach, Amoeb a, Plan 9,

Wind ows NT, Chorus

CS 239, Fall 1999 Lecture1

Page 32

Pros/Cons of Microkern el

Organizati on

+ Th ose of ker nels, p lus :

+ Minimizes code for m ost impo rtant OS s ervices

+ Offers model for en tire sys tem

˘ Microkernels tend to grow in to kernels

˘ R equires very careful initial design choices

˘ Serious danger of bad performance

CS 239, Fall 1999 Lecture1

Page 33

Object Oriented OS Design

¯ Design internals of O S as set o f privileged objects, using OO metho ds

¯ Sometim es extended into application s pace

¯ Tends to lead to clien t/server style o f comp uting

¯ Ex amples

˘ Mach (internally)

˘ Spring (totally)

CS 239, Fall 1999 Lecture1

Page 34

Pros/Cons of Object Ori ented

OS Organi zatio n

+ Offers org an izational model for entire s ystem

+ Easily divides system into pieces

+ Good hooks for security

˘ C an be a lim iting m odel

˘ Must watch fo r performan ce problems

Not widely used yet

CS 239, Fall 1999 Lecture1

Page 35

Some Impo rtant

Microkern el Designs

Micro-ness is in the eye of th e beholder

¯ Mach

¯ Amo eba

¯ Plan 9

¯ Wind ows NT

CS 239, Fall 1999 Lecture1

Page 36

Mach

¯ Mach didn´t start life as a microk ernel

˘ became one in Mach 3.0

¯ Object-orien ted internally

˘ doesn´t force OO at higher levels

¯ Microkernel focus is on co mmunications facilities

¯ Much concern with parallel/distributed s ystems

CS 239, Fall 1999 Lecture1

Page 37

Mach Mo del

Kernel space

User space

Software emulation layer

4.3BSD emul.

SysV emul.

HP/UX emul.

other emul.

User processes

Microkernel

CS 239, Fall 1999 Lecture1

Page 38

What´s In the Mach

Microkern el?

¯ Tasks & Thr eads

¯ Ports and Po rt Sets

¯ Messages

¯ Memory Objects

¯ Device Su pport

¯ Multiprocessor/Distributed Support

CS 239, Fall 1999 Lecture1

Page 39

Mach Tasks

¯ An executio n environment p roviding bas ic unit of resou rce allocation

¯ C ontain s

˘ Virtual address space

˘ Port set

˘ One or more threads

CS 239, Fall 1999 Lecture1

Page 40

Mach Task Model

Process port

Bootstrap port

Exception port

Registered ports

Address space

Thread

Process

User space

Kernel

CS 239, Fall 1999 Lecture1

Page 41

Mach Th reads

¯ B asic unit of Mach ex ecution

¯ R uns in contex t of on e task

¯ All threads in one task share its resources

¯ Unix process sim ilar to Mach task with s ingle thread

CS 239, Fall 1999 Lecture1

Page 42

Task and Thread Sch eduling

¯ Very flexible

¯ C ontrollable b y kernel or user-level pro grams

¯ Th reads of single task can execute in parallel

˘ on single processor

˘ multiple processors

¯ User- level scheduling can extend to multiprocess or scheduling

CS 239, Fall 1999 Lecture1

Page 43

Mach Ports

¯ B asic Mach ob ject referen ce m echanism

˘ kernel-protected communication channel

¯ Tasks comm unicate by sending mess ages to ports

¯ Th reads in receiving tasks pull mess ages off a queue

¯ Ports are location independent

¯ Port qu eues protected by kernel; boun ded

CS 239, Fall 1999 Lecture1

Page 44

Mach Messages

¯ Ty ped collection of d ata o bjects

˘ Unlimited size

¯ Sent to particular port

¯ May contain actual data or p ointer to data

¯ Port rights may be passed in a m ess ag e

¯ Kern el ins pects messages for particular data types (like port righ ts )

CS 239, Fall 1999 Lecture1

Page 45

Mach Memory Objects

¯ A source of memory access ible by tasks

¯ May be managed by user-mo de external mem ory manager

˘ a file managed by a file server

¯ Accessed by m ess ages throu gh a port

¯ Kern el manages physical memory as cache of co ntents of memory objects

CS 239, Fall 1999 Lecture1

Page 46

Mach Device Support

¯ Devices represented by ports

¯ Messages co ntrol the device and its d ata transfer

¯ Actual device driver outside the kernel in an external object

CS 239, Fall 1999 Lecture1

Page 47

Mach Mu ltiprocessor and

D istrib uted Sy stem S up port

¯ Messages an d ports can extend across pro cessor/m achine boundaries

˘ Location transparententities

¯ Kern el manages dis tributed hardware

¯ Per-processor data structur es, but also s tructures shared across th e processors

¯ Intermachin e messages handled by a server that k nows about network details

CS 239, Fall 1999 Lecture1

Page 48

Mach and U ser Interfaces

¯ Mach was b uilt largely fo r the community that u ses Unix

¯ Unix programs don´t know about ports, mes sages, th reads, an d tasks

¯ So how do Un ix programs run under Mach?

¯ Mach typically runs a us er-level server that offers Unix em ulation

¯ Either provides Unix system call semantics internally or translates it to Mach p rim itives

CS 239, Fall 1999 Lecture1

Page 49

A moeba

¯ Amo eba p resents transparent distributed comp uting environment (a la timesh aring)

¯ Major components

˘ processor pools

˘ server machines

˘ X-terminals

˘ gateway servers for off-LAN communications

¯ Microkernel runs everywhere

CS 239, Fall 1999 Lecture1

Page 50

A moeba Diagram

Server

Pool

W orksta tions

Specialized

Servers

Gateway

LAN

W AN

CS 239, Fall 1999 Lecture1

Page 51

A moeba´s Basic Prim itives

¯ Processes

¯ Th reads

¯ Lo w level m emory m anag ement

¯ R PC

¯ I/O

CS 239, Fall 1999 Lecture1

Page 52

A moeba So ftware Model

Address space

Thread

Process

User space

Kernel

Process mgmt.

Memory mgmt.

Comm´s

I/O

CS 239, Fall 1999 Lecture1

Page 53

A moeba Processes

¯ Similar to Mach processes

¯ Process has multiple threads

˘ But a single shared address space

¯ Th read scheduling by microkernel

CS 239, Fall 1999 Lecture1

Page 54

A moeba Memory Management

¯ Amo eba microkernel supports concep t of s eg ments

¯ A segment is a set of memory blocks

¯ Segm ents can be mapped in/out of address s paces

CS 239, Fall 1999 Lecture1

Page 55

R emote Pro cedure C all

¯ Fundamental Amoeba IPC m echan ism

¯ Amo eba RPC is thread-to-th read

¯ Microkernel handles on/o ff mach ine invo cation of RPC

CS 239, Fall 1999 Lecture1

Page 56

Pla n 9

¯ Ev erything in Plan 9 is a file system

(almost)

˘ Processes

˘ Files

˘ IPC

˘ Devices

¯ Only a few operations are required for files

¯ Text-bas ed interface

CS 239, Fall 1999 Lecture1

Page 57

Pla n 9 Basic Primitives

¯ Terminals

¯ C PU s ervers

¯ File sy stems

¯ C hannels

CS 239, Fall 1999 Lecture1

Page 58

File Systems in Pla n 9

¯ File sy stems con sist of a hierarchical tree

¯ C an be persis tent or tempo rary

¯ C an represent simple or co mplex entities

¯ C an be imp lemented:

˘ in the kernel as a driver

˘ as a user level process

˘ by remote servers

CS 239, Fall 1999 Lecture1

Page 59

Sample Plan 9 File S ystem s

¯ Device file s ystems - Directo ry containing data and ctl file

¯ Process file sy stem s - Directory containing files for m emory, text, control, etc.

¯ Network interface file s ystems

CS 239, Fall 1999 Lecture1

Page 60

Pla n 9 Chan nels and Mou nting

¯ A channel is a file des cripto r

˘ since a file can be anything, a channel is a general pointer to anything

¯ Plan 9 prov ides 9 primitives on ch ann els

¯ Mounting is us ed to bring resources into a user´s name space

¯ Users s tart with minimal name space, build it u p as they go along

CS 239, Fall 1999 Lecture1

Page 61

Typical User Operation in

Pla n 9

¯ User lo gs in to a term inal

˘ provides bitmap display and input

¯ Minimal name space is set up on login

¯ Mounts used to build space

¯ Pooled CPU servers used f or compute tasks

¯ Substan tial caching used to make required files local

CS 239, Fall 1999 Lecture1

Page 62

Wind ows NT

¯ More layered than some m icrokern el des igns

¯ NT Microkernel prov ides base services

¯ Ex ecutive builds o n bas e services via mod ules to pro vide us er-lev el services

¯ User- level services used by

˘ privileged subsystems (parts of OS)

˘ trueuser programs

CS 239, Fall 1999 Lecture1

Page 63

Wind ows NT Diagram

Hard war e

Microkernel

Ex ecutive

User

Processes

Protected

Subsystems

User

Mode

Kernel

Mode

Win32 POSIX

CS 239, Fall 1999 Lecture1

Page 64

N T Microkernel

¯ Th read scheduling

¯ Process switching

¯ Ex ception and interrupt handling

¯ Multiprocessor s ynchronization

¯ Only NT part not p reemptible or pageable

˘ all other NT components runs in threads

CS 239, Fall 1999 Lecture1

Page 65

N T Executive

¯ High er level services than m icrokernel

¯ R uns in k ernel mode

˘ but separatefrom the microkernel itself

˘ ease of changeand expansion

¯ B uilt of independent modules

˘ all preemptible and pageable

CS 239, Fall 1999 Lecture1

Page 66

N T Executive Mod ules

¯ Object manager

¯ Security reference monitor

¯ Process manager

¯ Lo cal procedure call facility (a la R PC)

¯ Virtual mem ory manager

¯ I/O manager

CS 239, Fall 1999 Lecture1

Page 67

Typical Activity in NT

Hard war e

Kern el

Ex ecutive

C lient

Process

Win3 2

Protected

Subsystem

CS 239, Fall 1999 Lecture1

Page 68

Wind ows NT Threa ds

¯ Ex ecutable entity running in an add ress s pace

¯ Scheduled by kern el

¯ Handled b y kernel´s dis patcher

¯ Kern el works with stripped-down view of thread - kern el threa d object

¯ Multiple process threads can execu te on distin ct processors--even Executive ones

CS 239, Fall 1999 Lecture1

Page 69

Microkern el Process Objects

¯ A microkern el prox y for the real process

¯ Microkernel´s interface to the real pro cess

¯ C ontain s pointers to the variou s resources owned by the proces s

˘ e.g., threads and address spaces

¯ Alterable only by microkernel calls

CS 239, Fall 1999 Lecture1

Page 70

Microkern el Thread Ob jects

¯ As microkernel pr ocess objects are proxies for the real object, microkernel thread objects are p roxies fo r the real thread

˘ one per thread

¯ C ontain s minimal information about th read

˘ Priorities,dispatching state

¯ Used by the m icrokernel for dispatching

CS 239, Fall 1999 Lecture1

Page 71

Microkern el Process and

Thread Object Dia gram m Kern el

Process m Kernel

Th read m Kernel

Th read

CS 239, Fall 1999 Lecture1

Page 72

Oth er Microkern el P rocess

Information m Kern el

Process m Kern el

Th read m Kern el

Th read

Virtual A ddress Space

Descriptors

Object Table

Process

Object

Th read

Objects

CS 239, Fall 1999 Lecture1

Page 73

More On Microkernels

¯ Microkernels were the research architecture of the 80s

¯ B ut few commercial systems o f the 90s really use m icrokernels

¯ To so me extent, ^m icroker nel~ is n ow a dirty word in OS design

¯ Why?