CS 239, Fall 1999 Lecture13

Page 1

Multiprocessor

Operating System s

C S239

A dvanced Operating S ystem s

N ovem ber 30, 1 999

D r. Richa rd Gu y

CS 239, Fall 1999 Lecture13

Page 2

Lecture Source Materials

Singhal, Ch. 16:

Multiprocessor System Architectures

Singhal, Ch. 17:

Multiprocessor Operating Systems

CS 239, Fall 1999 Lecture13

Page 3

Outline

¯ Introduction/Motivation

¯ Multiprocessor System Architectures

¯ Multiprocessor Operating Sys tems

˘ Process Parallelism

˘ Process Synchronization/Scheduling

˘ Memory Management

˘ Reliability and Fault Tolerance

¯ Summary

CS 239, Fall 1999 Lecture13

Page 4

Introduction

¯ Incr eas ed computing power

˘ faster devices from denser components

˘ but, approaching physical limits ~2005

¯ Use multiple compon ents in parallel

¯ Try to provide single-system image

˘ multiple processors

˘ multiple memory modules

˘ multiple interconnection components

CS 239, Fall 1999 Lecture13

Page 5

Key qu estion s

¯ What are co mmon hardware arch itectures ?

¯ How d oes hardware affect OS services?

CS 239, Fall 1999 Lecture13

Page 6

Multiprocessor System

A rchitectures

¯ B asic architectures

¯ Interconnection networks

¯ C aching

¯ Hypercub e architectures

¯ Arch itecture summ ary

CS 239, Fall 1999 Lecture13

Page 7

Basic a rchitectures

¯ Tightly- vs. Loosely-Coupled

¯ UMA vs. NUMA vs. NORMA

CS 239, Fall 1999 Lecture13

Page 8

Loosely-coupled systems

P

1

P

2

P n

M

1

Interconnection Network

¼

M

2

M n

CS 239, Fall 1999 Lecture13

Page 9

Loosely-coupled details

¯ Main memo ry p artitio ned

¯ Processor-pr ivate address space

˘ no direct access to remote memory

˘ use message-passing

¯ interpr ocessor commu nication

¯ interpr ocessor sy nchronizatio n

¯ Ex ample: Intel Hyp ercube

CS 239, Fall 1999 Lecture13

Page 10

Tightly-coupled systems

P

1

P

2

P n

M

1

M

2

M m

Interconnection Network

¼

¼

CS 239, Fall 1999 Lecture13

Page 11

Tightly-coupled detail s

¯ Shared memo ry address sp ace

¯ Direct access by all process ors

¯ Use main m em ory

˘ interprocessor communication

˘ interprocessor synchronization

¯ C oncurrent access to multip le modules OK

¯ Memory contention pro blem

CS 239, Fall 1999 Lecture13

Page 12

U MA vs NUMA vs NORMA

¯ UMA: Uniform Memory Access

˘ central, ^equidistant~ memory location

¯ NUMA: Non-Uniform Mem ory Acces s

˘ remote access slower than local access

¯ NORMA: No Rem ote Memory Access

CS 239, Fall 1999 Lecture13

Page 13

Interconn ection network s

¯ B us

¯ C ross -bar switch

¯ Multistage interconnection network

CS 239, Fall 1999 Lecture13

Page 14

Bus

P

1

P

2

P n

M

1

M

2

M m

¼

¼

Bus

CS 239, Fall 1999 Lecture13

Page 15

Bus deta ils

¯ Simple; easy/cheap to implement

¯ B us contentio n is major is sue

¯ Scale limited b y bus bandwidth

˘ multiple buses to reduce problem

CS 239, Fall 1999 Lecture13

Page 16

C ross-bar

P

1

P

2

P n

M

1

M

2

M m

¼

¼

Switch

CS 239, Fall 1999 Lecture13

Page 17

C ross-bar details

¯ exclus ive connectio n between P i

and M j

¯ if n £ m , n concurrent access es possible fr om n distinct proces sors to m distinct mem ory mo dules

¯ only memory modu le contention

¯ expensive

¯ poor scaling (q uad ratic |switch| growth)

CS 239, Fall 1999 Lecture13

Page 18

Multistage Interconn ection n/w

P

0

P

1

P

2

P

3

P

4

P

5

P

6

P

7

M

0

M

1

M

2

M

3

M

4

M

5

M

6

M

7

CS 239, Fall 1999 Lecture13

Page 19

Multistage ex ample

P

0

P

1

P

2

P

3

P

4

P

5

P

6

P

7

M

0

M

1

M

2

M

3

M

4

M

5

M

6

M

7

0

1

0

1

0

1

0

1

0

1

0

1

0

1

0

1

0

1

0

1

0

1

0

1

CS 239, Fall 1999 Lecture13

Page 20

Multistage details

¯ concurrent P-M pairs

¯ cheaper th an cros s-bar, better than bus

¯ identical stages of cross-bar switches

¯ rou ting path is binary string

¯ N ´ N multistage interco nnection netwo rk

˘ log

2

N stages of N /2 2 ´ 2 switches

˘ ( N log

2

N )/2 switchesvs N 2 in N ´ N cross-bar

¯ s witch conten tion possible

CS 239, Fall 1999 Lecture13

Page 21

C achin g

¯ Private mem ory to reduce access time

˘ faster than (variable) remote memory access

˘ reduces interconnection network traffic

˘ reduces memory module contention

˘ adds cache coherence problem (cf. DSM)

¯ C ache coherence strategies

˘ write-update

˘ write-invalidate

CS 239, Fall 1999 Lecture13

Page 22

Hypercube architectures

¯ arrange 2 n nodes in n - dimens ion al cube

˘ each node directly connected to n other nodes

˘ called n -degreehypercube, or n -cube

˘ maximumdistance between nodes is n hops

˘ scaleable:maximum h/w delay is n

˘ uses store-and-forward communication

¯ node IDs are n -bit values from 0 to 2 n -1

˘ assigned so adjacent IDs differ in one bit

CS 239, Fall 1999 Lecture13

Page 23

Hypercube examples

0 1

0 0 0 1

1 1 1 0

0 00 0 01

1 10 1 11

0 10 0 11 1 00 1 01

CS 239, Fall 1999 Lecture13

Page 24

A rchitecture Summa ry

¯ B asic architectures

˘ Tightly-vs.Loosely-Coupled

˘ UMA vs. NUMA vs. NORMA

¯ Interconnection networks

˘ Bus, Cross-bar switch, Multistage Intercon. n/w

¯ C aching issues

¯ Hypercub e architectures

CS 239, Fall 1999 Lecture13

Page 25

Multiprocessor OS s

¯ Introduction

¯ Multiprocessor OS Stru ctures

¯ Design Issues

¯ Multiprocessor OS s um mary

CS 239, Fall 1999 Lecture13

Page 26

Introduction

¯ Similar to multitasking uniprocessor OSs

¯ Physical, not just virtual, con currency gives added comp lexity

¯ Goal: ef ficiently and effectively exploit th e power of multip le p rocess ors to s upport physical concurrent m ultip le task ex ecution, and degrade gracefully in the face of failure.

CS 239, Fall 1999 Lecture13

Page 27

Multiprocessor OS Structu res

¯ Separate sup ervisor

¯ Master-s lave

¯ Symmetric

CS 239, Fall 1999 Lecture13

Page 28

Separa te sup ervisor

¯ each process or has own copy of kernel, s upervisor, data s tructures

¯ s ome shared data structures to protect

¯ very loosely coupled�

¯ difficult to schedule parallel subtask s

¯ gracefu l degradation when process ors fail

CS 239, Fall 1999 Lecture13

Page 29

Master-S lave

¯ (on e) master p roces sor monitors status and assig ns work to all other proces sors

˘ slaves only execute application programs

˘ single copy of OS

¯ ea sy to implement

¯ efficient

¯ s ingle point of failure: mas ter

¯ bottleneck : master

CS 239, Fall 1999 Lecture13

Page 30

Symmetric

¯ one copy of kern el sh ared by all p rocess ors

¯ controlled con current access to shared data

˘ whole OS as critical section: floating master

¯ ex ecutio n can bec ome bo ttleneck

˘ partition OS into low-interaction pieces

¯ what granularity of pieces???

¯ degrades gracefully und er failure

¯ very hard to get rig ht

CS 239, Fall 1999 Lecture13

Page 31

D esig n Issues

¯ Process Parallelism

¯ Process Synchronization

¯ Processor Scheduling

¯ Memory Man agem ent

¯ R eliability and Fau lt Tolerance

CS 239, Fall 1999 Lecture13

Page 32

Process Parallelism

¯ Is sues

¯ User- level threads

¯ Kern el-level threads

¯ First-class threads

CS 239, Fall 1999 Lecture13

Page 33

Process Issues

¯ Traditional proces s

˘ single address space/single thread of control

˘ state information

¯ p age tables

¯ swap ima ges

¯ file descriptors

¯ I/O requests

¯ saved r egi ster values

¯ Process is costly to create/maintain /switch

CS 239, Fall 1999 Lecture13

Page 34

Process Issues, cont.

¯ Idea: separate executio n issues from rest of pro cess state management ® thread (lwp)

¯ Th read

˘ private program counter

˘ private activation stack

˘ control block

˘ all other process state shared with otherthreads

¯ How/where to s upport?

CS 239, Fall 1999 Lecture13

Page 35

U ser-level thread s

¯ run -time library provides thread managment

¯ thread mgt o p is < 10*procedure call cost

+ no m odifications needed to existing kernel

+ flexible: many languages, tuned to needs

- ^blocking~ sy stem calls s top all threads

- no s chedulin g/synchronization coordination

CS 239, Fall 1999 Lecture13

Page 36

Kernel-level thread s

¯ kern el directly sup port/manages threads

+ s ch eduling/syn chronizatio n coordination

+ fr equent kernel interaction is OK

- mor e overhead th an ULT f or mgt operatio ns

- kern el must provide all (costly) features

¯ want U LT performance, but kernel involved

CS 239, Fall 1999 Lecture13

Page 37

First-class threads

¯ mos t thread managem ent ops are user-level

¯ kern el: preemptive scheduling, p rotectio n

¯ avoid kernel trap s in ULT « kernel com m.

¯ ULT p ackage and k ernel share duties/data

˘ shared data segments, unidirectional read-only

˘ kernel uses s/w interrupts to signal ULT

˘ scheduler interfacesfor blocking/unblocking

CS 239, Fall 1999 Lecture13

Page 38

Process Synchronization

¯ mutual exclusion for shared data access

¯ busy- waiting can swamp network

¯ hard ware can prov ide atomic

˘ single element read/write

˘ simple operation on single element

¯ non-atomic critical s ection n eeds lockin g

˘ can provide with previous hardware

˘ avoid busy-waiting with sleep-lock or queueing

CS 239, Fall 1999 Lecture13

Page 39

Processor Scheduling

¯ Is sues

¯ C o-scheduling

¯ Sm art scheduling

¯ NYU Ultracomputer s chedulin g

¯ Affinity-based sched uling

¯ Mach s cheduling

CS 239, Fall 1999 Lecture13

Page 40

Issues

¯ Preemption ins ide s pinlo ck-controlled critical sections

˘ other waiting (spinning) tasks wait a long time

¯ C ache corru ption

˘ task switching to unrelated tasks

¯ C ontext switching overheads

˘ expensive;causes cache corruption

¯ Sm art scheduling to avoid problems?

CS 239, Fall 1999 Lecture13

Page 41

C o-sched uling

¯ two-level scheduling

˘ all tasks within application scheduled together fora fixed timeslice

˘ on preemption, context switch to another application (prempting allrelated tasks)

˘ avoids spin-lock preemption problem

˘ doesn´t help othertwo issues

CS 239, Fall 1999 Lecture13

Page 42

Sm art scheduling

¯ s ch eduler kn ows ab out critical sections an d avoid s preemption within critical s ection

¯ avoid s rescheduling of busy -waitin g tasks until critical sectio n is released

¯ like co -scheduling, fixes spinlock problem, and do es n´t help cache corruption or context s witching problems

CS 239, Fall 1999 Lecture13

Page 43

N YU Ultracom puter sch ed uling

¯ comb ines co-s cheduling/smart scheduling

¯ choice of thr ee policies for ^task group~

˘ normal scheduling

˘ group scheduling/preemption

˘ no preemption forgroup

¯ task can override group preemp tion policy

¯ helps spinlock ; doesn ´t address latter iss ues

CS 239, Fall 1999 Lecture13

Page 44

A ffinity-b ased sched uling

¯ addresses cache corr uptio n

¯ s ch edule task where last executed

¯ lim its load balancin g

CS 239, Fall 1999 Lecture13

Page 45

Mach scheduling

¯ pro cessors div ided into disjoint sets

¯ pro cessor s et: local/global p riority qu eues

˘ local has preference over global

˘ preemption only if higher priority thread ready

˘ variable timeslice

¯ Scheduler hin ts to improve synchronization

˘ discouragement hints: mild,strong, absolute

˘ handsoff hints: priority inversion solution

CS 239, Fall 1999 Lecture13

Page 46

Mem ory Management

¯ Is sues

¯ Mach kernel

¯ Task address space/memory protection

¯ Machine independen ce

¯ Memory sharing

¯ Efficiency

¯ Object sharing

CS 239, Fall 1999 Lecture13

Page 47

Mem ory Management Issues

¯ Portability to d is tinct architectures

˘ MM performance often architecture-specific

¯ Data sharing (DSM)

¯ Protection

¯ Efficiency

˘ address translation, page table lookup

˘ parallel execution to exploit multiple processors

CS 239, Fall 1999 Lecture13

Page 48

Mach goals

¯ for parallel and distributed envir onments

¯ run s on multipro ces so rs

¯ s upports parallel application execution

¯ OS itself is considered parallel `application´

˘ algorithms assume parallel execution

˘ data structures tuned for highly parallel access

¯ Mach virtual memo ry designed to sup port high perfo rmance parallel applications

CS 239, Fall 1999 Lecture13

Page 49

Mach k ernel

Mach kernel

Kernel sp ace

User sp ace

User interface

UNIX emulator

File sy stem

CS 239, Fall 1999 Lecture13

Page 50

Mach k ernel detail s

¯ Five basic abstractions

˘ Tasks and threads

˘ Messages and ports

˘ Memory objects

¯ Single paged address space p er task

¯ Memory protection at page level

CS 239, Fall 1999 Lecture13

Page 51

Machin e independent VM

¯ assume minim al paged MMU

¯ s ep arate machine d ependent service from machine independent s ervices

˘ dependent: virtual-to-physical address map

˘ independent: everything higher level

¯ VM im plementation decoupled from ^OS~

¯ Paging managed by user-level process

CS 239, Fall 1999 Lecture13

Page 52

Mem ory sh aring

¯ all th reads in a task share memory objects

¯ mem ory objects shareable acro ss tas ks

¯ inheritance mechanism for n ew tas ks

CS 239, Fall 1999 Lecture13

Page 53

Effici ency

¯ Parallel imp lementation/execution

¯ Simplicity

¯ Lazy evaluation

˘ copy-on-write

˘ shadow memory objects

CS 239, Fall 1999 Lecture13

Page 54

R eliability and Faul t Tolera nce

¯ Is sues

˘ Fault detection and isolation

˘ Fault recovery

˘ Efficiency

¯ Sequ oia

˘ Architecture

˘ Fault detection

˘ Fault recovery

CS 239, Fall 1999 Lecture13

Page 55

Sequ oia arch itecture

PE PE PE

ME ME IOE IOE

MI MI

SI SI

Processor

Global

M emory /IO

CS 239, Fall 1999

Lecture13

Page 56

Sequ oia faul t detecti on

¯ Erro r detecting codes

˘ all dataprotected at all times

¯ C omparison of duplicated operations

˘ duplicate+comparator cheaper than low-level

error-detecting code management

¯ Protocol monitoring

˘ detect inter-component sequence/timing

protocol violations

CS 239, Fall 1999

Lecture13

Page 57

Sequ oia faul t recovery

¯ R ecovery from proces sor failure

˘ careful cache-to-memory flushing

˘ shadow pages on distinctMEs

¯ R ecovery from main mem ory failure

˘ shadow pages

¯ o n sep arat e ME for wr itable pages

¯ o n disk for ex ecutable /read-only data pages

¯ R ecovery from I/O failure

˘ dual ported mirrored disks on separate IOEs

20

CS 239, Fall 1999

Lecture13

Page 58

Summary

¯ Variety of m ultipr ocessor architectures

¯ Multiprocessor OS has new problems

˘ scheduling

˘ synchronization

˘ memory management

˘ reliability/fault tolerance

¯ Multiprocessor feas ible, but complex

˘ costly, depending on hardware design