CS 239, Fall 1998 Lecture6

Page 1

D istrib uted Sy stems -

Theoretica lFoundations ( pt. 2)

A greement Proto cols

C S239

A dvanced Operating S ystem s

Octob er 22, 1 998

D r. Richa rd Gu y

CS 239, Fall 1998 Lecture6

Page 2

Lecture Source Materials

Singhal, Ch. 5: Theoretical Foundations

C handy & Lamport: Distributed Sna pshots:

Determining Global States of Distributed

Systems , ACM TOCS 3:1 , Feb. ‘85,63-7 5.

Singhal, Ch. 8: Agreement Protocols

Lamport, Shostak, & Peas e, The Byza ntine

Generals Problem, ACM TOPLA S, July

1982 .

CS 239, Fall 1998 Lecture6

Page 3

Outline

¯ Th eoretical Foundations (part 2 of 2)

˘ Summary of part1

˘ Causal ordering of messages

˘ Global state

¯ Agreem en t Protocols

CS 239, Fall 1998 Lecture6

Page 4

Theoretica lFoundations

¯ Motivation

¯ Model

¯ Inh erent limitations o f distributed system

¯ Virtual clocks

¯ C ausal ordering of messages

¯ Glob al state

CS 239, Fall 1998 Lecture6

Page 5

Key qu estion

¯ Is it pos sible to obtain a coherent global s tate of a distributed sy stem, given the abs ence o f a global clock, no shared mem ory, and the existence of arb itrary delay com munication channels?

CS 239, Fall 1998 Lecture6

Page 6

^Virtual clock~ solutio ns

¯ Lamport´s logical clo cks

˘ limitations of Lamport´sclocks

¯ Fidge/Mattern vector clocks

CS 239, Fall 1998 Lecture6

Page 7

Space-time diagram

P

1

P

2

Global Time

Space e

11

e

12

e

13

e

14 e

21

e

22

e

23

e

24

CS 239, Fall 1998 Lecture6

Page 8

Limitations of Lamport´s clock

¯ If a ® b , then C(a) < C(b)

¯ Is the reverse true?

˘ if C(a) < C(b), is a ® b always true? NO!

¯ Lamport´s clock cannot distinguish between clock advancement from local vs remote events

¯ hard to reason based on event timestamps

CS 239, Fall 1998 Lecture6

Page 9

Space-time diagram

P

1

P

2

Global Time

e

11

e

12

e

13 e

21

e

22

e

23

e

24

P

3 e

31

e

32

(1,0,0) (2,0,0) (3,4,1)

(2,4,1)

(0,0,2)

(2,3,1)

(2,2,0)

(0,1,0)

(0,0,1)

CS 239, Fall 1998 Lecture6

Page 10

C locks revisited

¯ Are v ecto r clocks adequate?

˘ better than Lamport´s clocks

˘ usable in practice?

CS 239, Fall 1998 Lecture6

Page 11

C ausal o rdering example

P

1

P

2

Global Time

Space e

11

e

12 e

21 e

22

e

23

P

3 e

31

e

32

S end(M 1 )

S end(M 2 ) e

33

1 2

CS 239, Fall 1998 Lecture6

Page 12

C ausal o rdering of messages

¯ Matching receive order with s end order

˘ typically, the desired semantics

¯ Protocol key concepts

˘ delay (buffer) delivery untilpreceeding messge is known to have been delivered

˘ use message-event-specifictimes tamp, with increment-by-one clock, to identify messages

˘ Birman, et al, assumes broadcast messages

˘ both protocols require reliable message delivery

CS 239, Fall 1998 Lecture6

Page 13

Global state

¯ Task: to record and collect a coherent glob al state in a distributed sys tem

¯ Key problem: correctly recording ^s tate~ of communication chan nels

CS 239, Fall 1998 Lecture6

Page 14

C oherent global state #1

$500 $200

S1:A S2:B

C1: Empty

C2: Empty

CS 239, Fall 1998 Lecture6

Page 15

C oherent global state #2

$450 $200

S1:A S2:B

C1: Transfer $50

C2: Empty

CS 239, Fall 1998 Lecture6

Page 16

C oherent global state #3

$450 $250

S1:A S2:B

C1: Empty

C2: Empty

CS 239, Fall 1998 Lecture6

Page 17

Global state defiiniti ons

¯ Lo cal state (defin ed for each local time)

˘ send(), receive( )

˘ transit set(i,j): sent but not received

˘ inconsistent set(i,j):received but not sent

¯ Glob al state

˘ consistent:for all received, corresponding send

˘ transitless:all sent have been received

˘ strongly consistent= consistentand transitless

CS 239, Fall 1998 Lecture6

Page 18

Examp le

P

1

P

2

Global Time

Space

LS

11

LS

12

LS

21

LS

22

LS

23

P

3 LS

31

LS

32

LS

33

CS 239, Fall 1998 Lecture6

Page 19

(In)co nsistent glo bal state

P

1

P

2

Global Time

Space

LS

11

LS

12

LS

21

LS

22

LS

23

P

3 LS

31

LS

32

LS

33

CS 239, Fall 1998 Lecture6

Page 20

C handy-Lamport Algorithm

¯ Key id ea: u se special compu tationindep enden t marker to delimit/flush channel

¯ pro cesses record lo cal s tate and chann el s tate, upon receiving mar ker(s)

¯ after receiving markers on all incom ing channels , send recorded state to initiator

CS 239, Fall 1998 Lecture6

Page 21

A lgorithm details, part 1

¯ Marker sending/receiving rules

¯ Ma rker send ing r ule for pr ocess P

˘ P records its local state

˘ P sends marker along all outgoing channels, if it hasn´t yet done so

CS 239, Fall 1998 Lecture6

Page 22

A lgorithm details, part 2

¯ Ma rker receiving rule for process Q

˘ If Q has not yetrecorded its state

¯ record state of C as an empty sequen ce

¯ foll ow the marker sending rule

˘ else

¯ record state of C as the seque nce of messages received on C after Q ´s state wa s recorded (ear lier) an d before Q received th e marker along C .

CS 239, Fall 1998 Lecture6

Page 23

A lgorithm com men ts

+ Multiple initiations allowed

¯ single process

¯ multiple processes

+ Particularly useful for stable s tate detectio n

¯ deadlock detection

¯ computation termination

˘ Assu mes FIFO channels

CS 239, Fall 1998 Lecture6

Page 24

Theoretica lFoundations

Summary

¯ ^No global clock~ is impo rtant because...

¯ ^No shared mem ory~ is im portan t becau se...

¯ Th e virtual clock approach helps becaus e...

¯ C ausal message ordering is u seful because...

¯ Glob al state determin ation is us ed in�

CS 239, Fall 1998 Lecture6

Page 25

Skippi ng m aterial in ...

¯ C h. 6: Distributed Mu tual Exclus ion

¯ C h. 7: Distribued Dead lock Detection

CS 239, Fall 1998 Lecture6

Page 26

A greement Proto cols Outline

¯ Motivation

¯ Definition

¯ System Model

¯ Problem Clas sification

¯ B yzantine Ag reement

¯ Applications

A greement Proto cols Outline

CS 239, Fall 1998 Lecture6

Page 27

Motiv atio n

¯ C ooperation or competition

˘ distributed commit

˘ unique resource reservation/usage

¯ Easy, if failure-free

¯ Hard er (impossible?) with failures

˘ fail-stop would be nice, but...

˘ malicious process preventagreement?

CS 239, Fall 1998 Lecture6

Page 28

A pproach

¯ pro cessors exchange mes sag es

¯ faulty pro cess may

˘ fail to respond/send as expected

˘ send malicious messages

¯ nonfaulty do n´t know who is faulty

¯ all (nonfaulty) execute same protocol

CS 239, Fall 1998 Lecture6

Page 29

System Model

¯ n processors , of which at m ost m are fau lty

¯ s ystem is logically fully connected

˘ message passing directly between all processors

¯ receiver alway s k nows identity of sender

¯ links d on´t b reak; only process ors may fail

¯ agreement is binary : 0 or 1 are fin al values

CS 239, Fall 1998 Lecture6

Page 30

A ddi tional model pa ra meters

¯ Synchronou s vs asynchronous computation

˘ rounds

˘ asynchronous proven not solvable!!!

¯ Failure mod el (crash, omis sion, malicious)

¯ Auth enticated vs non- authenticated

^seco nd-hand~ messages

¯ C omputational com plexity

˘ time, message traffic,storage overhead

CS 239, Fall 1998 Lecture6

Page 31

Problem Classi fica tion

Byzantine agreement

Consensus Interactive consistency

Who initiates the value(s)?

One All All

Final agreement

Single Single Vector

CS 239, Fall 1998 Lecture6

Page 32

C lassification commen ts

¯ All three are closely related

¯ ^Byzantine agreem ent~ so lution can be bas is for other two so lutions

˘ not necessarily most efficient...

CS 239, Fall 1998 Lecture6

Page 33

Byzantine Agreement

¯ B yzantine Generals

¯ Upper bound o n |Faulty proces sors|

¯ Im possibility res ult

¯ Lamport-Sh ostak-Pease Algorithm

CS 239, Fall 1998 Lecture6

Page 34

Byzantine Generals

G

1

G

2

G

4

G

3

Enemy

CS 239, Fall 1998 Lecture6

Page 35

Byzantine Generals

G

1

G

2

G

4

G

3

Enemy

CS 239, Fall 1998 Lecture6

Page 36

Byzantine Generals

G

1

G

2

G

4

G

3

Enemy

^G3 says attack~

^G4 says don´t attack~

^don´t attack~

^attack~

^take a hike~

CS 239, Fall 1998 Lecture6

Page 37

U pper bound on

|Faulty processors|

¯ To o many faulty processors can prevent nonfaulty processors from agreement

¯ How m any is too m an y?

¯ If fully connected, no n-authenticated m £ ë ( n - 1)/3 û

¯ If authenticated, m < n for agreement

CS 239, Fall 1998 Lecture6

Page 38

Impossibility result

¯ Agreem en t im possible if n =3, m =1

¯ C onsider n =3, m =1, v alues are 0 and 1, pro cessor p

0

initiates value

¯ two cases ( indistinguishable!)

˘ p

0

is not faulty

˘ p

0

is faulty

CS 239, Fall 1998 Lecture6

Page 39

p

0

is no t faulty p

0 p

1

p

2

1 1

1

0

CS 239, Fall 1998 Lecture6

Page 40

p

0

is fa ult y p

2

p

1

p

0

1 0

1

0

CS 239, Fall 1998 Lecture6

Page 41

Lamport-Sh ostak-Pease

A lgorithm

¯ ^Oral mess age~ (no n-authenticated ) approach

¯ recursively defin ed (!)

CS 239, Fall 1998 Lecture6

Page 42

A lgorithm OM(0)

¯ s ource processor s ends value to every pro cessor

¯ each process or uses received value

˘ default value is 0,iffaulty source doesn´t send

CS 239, Fall 1998 Lecture6

Page 43

A lgorithm OM( m ), m >0

¯ s ource processor s ends value to every pro cessor

¯ foreach i, let v i

:= value proces s i gets from s ource

Processor i initiates Algo rithm OM( m -1) using v i

˘ processor i acts as new source

˘ sends to n -2 (or n -3, etc.) otherprocessors

CS 239, Fall 1998 Lecture6

Page 44

A lgorithm OM( m ), co ntinued

¯ foreach i and each j( ¹ i), let v j

:= value pro cess i received from processo r j in Step 2 using Algorithm OM (m - 1).

Processor i uses the value majo rity ( v

1

, v

2

,

..., v n-1

)

CS 239, Fall 1998 Lecture6

Page 45

A lgorithm OM( ) comm ents

¯ mes sage complexity is O( n m )

¯ requ ires m +1 rounds

¯ Dolev solution is polynomial, but 2 m + 3 rou nds

CS 239, Fall 1998 Lecture6

Page 46

A ppl ications of Agreement

¯ clock synchronization

˘ multiple initial values

¯ atom ic co mmit

CS 239, Fall 1998 Lecture6

Page 47

Summary

¯ Agreem en t protocols are needed to�

¯ Im portant parameters are�

¯ It is impossible to reach ag reement when �

¯ B yz. agreem ent solutions are v alu able �

¯ Ty pical applications of agreem en t are ...