CS 239, Fall 1998 Lecture9

Page 1

Fai lure and Recovery

C S239

A dvanced Operating S ystem s

N ovem ber 3, 19 98

D r. Richa rd Gu y

CS 239, Fall 1998 Lecture 9

Page 2

LectureSou rceMateria ls

Singhal, Ch. 12 : Recovery

Sys temantics , by John Gall, 19 75

Comp uter R elated Risks , by Peter Neum an n,

1995.

CS 239, Fall 1998 Lecture9

Page 3

Outline

¯ Introduction

¯ C oncepts

¯ R ecovery in concurrent sy stems

¯ C onsistent checkpoin ting

¯ Synchronou s checkpointing an d recovery

¯ Asynchronous check pointin g and recovery

¯ Summary

CS 239, Fall 1998 Lecture 9

Page 4

Introdu ction

¯ Comp onents fail; system s fail

¯ How to

˘ understand failure?

˘ recover fromfailure?

¯ Mus t appreciate ^sys tems ~-ness

˘ Gall´s treatise on management, social psychology,etc.

CS 239, Fall 1998 Lecture9

Page 5

Systemantics Axioms, etc.

¯ System s in general work poorly or not at all.

˘ Nothing complicated works.

˘ There is always a fly in the ointment.

¯ New systems general new problems

˘ (Occam´s Razor) Systems should not be unnecessarily multiplied

CS 239, Fall 1998 Lecture 9

Page 6

More ax iom s...

¯ Sys tems d isplay antics

˘ Complicated systems produce unintended outcomes.

˘ The total behavior of large systems cannot be predicted.

˘ In systemswork, you never know where you are.

˘ A large system, produced by expanding the dimensions of a smaller system, does not behave like the smaller system.

CS 239, Fall 1998 Lecture9

Page 7

A nd more...

¯ A complex s ystem cannot be ^made~ to work. It either works, or it doesn´t.

˘ Pushing on the system doesn´t help.It just makes thing worse.

¯ A simp le system , desig ned from s cratch, s ometimes wo rks .

˘ A simple system may ormay not work.

CS 239, Fall 1998 Lecture 9

Page 8

Yet more...

¯ Som e complex systems actually work.

˘ If a system is working, leave it alone!

¯ A com plex system that works is invariab ly found to hav e evolved from a simple system that w orks.

¯ In complex systems, malfunctio n an d even total nonfunction may not be detectable for long periods , if ever.

CS 239, Fall 1998 Lecture9

Page 9

and more...

¯ A complex s ystem designed from scratch never works, and cannot b e patched up to make it work. You have to star t over, begin ning with a working simple system.

˘ Programs never run the first time. Complex programs neverrun.

˘ Anything worth doing once will proably have to be done twice.

CS 239, Fall 1998 Lecture 9

Page 10

Failure-mode theorem s

¯ Comp lex systems usually operate in failur e mod e.

¯ A com plex system can fail in an infinite num ber of ways. (Murphy´s Law�)

¯ The mode of failure of a complex s ys tem cannot ordinarily be p redicted from its structure.

CS 239, Fall 1998 Lecture9

Page 11

Fai lure-mode theorems, cont.

¯ Th e crucial variables are discovered by accident.

¯ Th e larger the sy stem , the greater the pro bability of unex pected failure.

¯ When a fail-s afe system fails, it fails by failing to fail safe.

CS 239, Fall 1998 Lecture 9

Page 12

an d finally...

¯ ^Success~ or ^function~ in any system may be failure in the larger or s maller systems to which the sy stem is co nnected.

˘ In setting up a new system, tread softly. You may be disturbing another systems that is actually working.

CS 239, Fall 1998 Lecture9

Page 13

C oncep ts

¯ Definition o f failure

¯ C lassification of failures

¯ Forward error recovery

¯ B ackward error recovery

CS 239, Fall 1998 Lecture 9

Page 14

Definition of failure

¯ ^Failure of a system o ccurs when the system does not p erform its services in the mann er sp ecified.~

¯ Fault is anomalous ph ysical condition

˘ includes system specification/implementation mistakes

˘ results in erroneoussystem state ( ® failure)

¯ error is part of system state w hich differs from i ts inte nded value

CS 239, Fall 1998 Lecture9

Page 15

Fai lure sources

Manufacturing problems

Design errors

External disturbances

Fatigue & deterioration

FAULT

                                                                           Erroneous

                                                                                 system

                                                                                    state

Error

                                                                                                     Process/System

                                                                                                                  failure

CS 239, Fall 1998
Lecture 9

Page 16

Classification of failu res

¯ Process  failure

¯ Sys tem failure

¯ Secon dary storage failure

¯ Comm unication medium  failure

         CS 239, Fall 1998
Lecture 9

Page 17

                                                                Process Failure

¯ Ex amples

               ˘ Computation results in incorrect outcome

               ˘ System  state deviates from specification

               ˘ Process fails to progress

¯ Erro rs leading to failure

               ˘ deadlock, timeout, protection violation

               ˘ bad input, consistency violation (optimistic CC)

¯ Ign oring malicious  beh avior

CS 239, Fall 1998
Lecture 9

Page 18

Sy stem F ailure

¯ Process or fails  to execute

˘ software error, hardware error (CPU, bus, etc.)

¯ Fail-stop behav ior as sumed

¯ Failure types

˘ amnesia

˘ partial-amnesia

˘ pause

˘ halting

         CS 239, Fall 1998
Lecture 9

Page 19

                    Second ary S torage Fai lure

¯ Stored data inaccessible

               ˘ parity error

               ˘ head crash

               ˘ contaminated medium

¯ R econstructable from  archive + log, maybe

¯ Mirrored disk s (+independent failure m ode)

CS 239, Fall 1998
Lecture 9

Page 20

Comm . Medium  Failure

¯ Site can´t communicate with another site

¯ Causes

˘ switching node failure

¯ hardware failure

¯ software failure (Internet co llapse,  Oct. 198 0)

˘ Internet RFC 789; ACM Soft. Eng. Notes, Jan. 81.

˘ www.mathcs.carleton.edu/students/johnsond/project.html

¯ congestion

         CS 239, Fall 1998
Lecture 9

Page 21

      C omm unication failures, cont.

¯ Link failure

               ˘ hardware

¯ Im plementation failure

               ˘ Internet partition of northeast US in 1986

                            ¯ multiple ^independent~ logical circuits on

                                   one fiber

¯ Network partitions can result

CS 239, Fall 1998
Lecture 9

Page 22

Recovery

¯ Recovery refers to restoring  a ( damaged)
system to its normal o perational state

˘ restart process/processor

˘ reclaim resources

˘ undo/finish incomplete ^transactions~

˘ concurrency makes things even harder

         CS 239, Fall 1998
Lecture 9

Page 23

                              Forward error recovery

¯ Goal: to restore system from  erroneous state

           to error-free state

¯ If  nature o f error is com pletely kno wn

               ˘ remove error from state

               ˘ proceed with execution from error-free state

¯ R arely po ssible to do...

CS 239, Fall 1998
Lecture 9

Page 24

Backw ard error recovery

¯ when error sou rces u nknown

˘ restore state to previous error-free s tate; restart

˘ independent of fault, errors causing fault

˘ problems

¯ performance penalty

¯ no guarantee fault will not reoccur

¯ possible unrecover able co mponent of state

¯ recov ery poin t: state us ed to replace error

         CS 239, Fall 1998
Lecture 9

Page 25

 Backward error recovery, cont.

¯ bas ic approaches

               ˘ model

               ˘ operation-based

               ˘ state-based

CS 239, Fall 1998
Lecture 9

Page 26

Backw ard error recov. mod el

Stable
storage

Secondary
storage

CPU

Main
memory

User data Logs

Recovery points

         CS 239, Fall 1998
Lecture 9

Page 27

                      Operation-b ased  recovery

¯ B asic idea

               ˘ audit trail (log) has details for reversing all state

                        changes

¯ Update-in-p lace

¯ Write-ahead-log

CS 239, Fall 1998
Lecture 9

Page 28

Update-in -place

¯ every  update to object also  records in log

¯ name of object

¯ old state of ob ject (use d for UND O)

¯ new state of object  (used  for REDO )

¯ recov erable update operation im plements as

¯ d o  operation

¯ u n d o  operation (given d o  log, undoes d o
operation)

¯ r e d o  operation (given d o  log, redoes d o
operation)

¯ undo partial update; redo from archive

         CS 239, Fall 1998
Lecture 9

Page 29

                                                            Write-ahea d-log

¯ update-in-p lace has problem if crash occurs

           between upd ate &  log recorded to  stable sto.

¯ update ob ject only after un do log recorded

¯ befo re commiting u pdates, record b oth redo

           and un do logs

¯ expensive to w rite lo g to stable storag e...

CS 239, Fall 1998
Lecture 9

Page 30

State-based reco very

¯ Save entire process s tate at recovery point

˘ checkpointing

˘ recovery point called c h e c k p o i n t

˘ r o l l i n g  b a c k  process:  restoring
to checkpoint

˘ tradeoff: frequent CPs vs. completion delay

¯ Shadow pages

˘ save unmodified page copy on stable storage

˘ update only volatile copy; discard on roll back

         CS 239, Fall 1998
Lecture 9

Page 31

      C oncurrent Systems Recovery

¯ R olling back failed  process may require roll

           back of active process

               ˘ need cooperative recovery point determination

¯ R oll back issues

               ˘ Orphan messages & domino effect

               ˘ Lost messages

               ˘ Livelocks

CS 239, Fall 1998
Lecture 9

Page 32

Orp han messages

X

Y

x

1

x

2

x

3
y

1

y

2

Z

z

1

z

2

[

[ [ [

Time

®

[

[

[

m

[
recovery point

         CS 239, Fall 1998
Lecture 9

Page 33

                                                                     D omi no effect

¯ Suppose Y rolls back to checkpoint
y

2

               ˘ m  is orphan message

               ˘ process X must rollback (before x

3

 ) to x

2

¯ Suppose Z rolls back to checkpoint
z

2

               ˘ Y rolls back to y

                                                                                                     1

               ˘ forcing Z to roll back to z

1

 (!!!)

CS 239, Fall 1998
Lecture 9

Page 34

Lost m essag es

X

Y

x

1
y

1

[

[

Time

®

m

[
recovery point

Failure

         CS 239, Fall 1998
Lecture 9

Page 35

                                                       Livelocks (part 1)

                      X

                      Y

                                            x

                                                  1

                                                         y

                                                              1

                                                                  [

                                                      [

Time

®

                                                                                                                  m

1

                                                                   [

                                                                            recovery point

Failure

                                                                                                o

                                                                                                           1

CS 239, Fall 1998
Lecture 9

Page 36

Livelo cks (part 2)

X

Y

x

1
y

1

[

[

Time

®

m

2

[
recovery point

For ced
rollbac k

o

2
o

1

         CS 239, Fall 1998
Lecture 9

Page 37

                                   C oncurrent recov ery ...

¯ Operation- o r s tate-bas ed recovery are NOT

           adequate for locating/establis hing recovery

           poin ts for co operating  proces ses.

¯ C oordination required at either

               ˘ time of establishing checkpoints

               ˘ beginning of recovery

CS 239, Fall 1998
Lecture 9

Page 38

Con si stent Check pointing

¯ Local ch eckpoint

¯ Global check point: set of local checkpoin ts

¯ Strongly cons is tent checkpoint set

˘ no information flow between set of processes
during checkpoint interval (earliest to latest)

¯ Consis tent checkpoint set

¯ Simple cons is tent checkpoint metho d

         CS 239, Fall 1998
Lecture 9

Page 39

                         C onsistent checkpoint set

                      X

                      Y

                                                                               x

                                                                                     1

x

2

                                                                                         y

                                                                                               1

y

2

                      Z

z

2

                                                                                                          z

                                                                                                               1

                                                                                                   [

                                                                                         [ [

Time

®

[

                                                                                                                    [ [

m

    [

              recovery point Checkpoint

                                                                                          interval

CS 239, Fall 1998
Lecture 9

Page 40

Sy nchronous Checkp ointing

¯ Checkpoint + recovery  = solution

¯ Checkpoint algorithm (Koo & Toueg)

¯ Recovery alg orithm (Koo  & Toueg)

         CS 239, Fall 1998
Lecture 9

Page 41

              C heckp oin t al g assumptions

¯ communication via messages  on channels

¯ unreliable FIFO channels

               ˘ higher level end-to-end protocols assumed

               ˘ subsumes rollback-caused message loss

¯ no network partitio ns from  comm. failures

¯ C P alg  invoked by sin gle process

¯ no s ite failur es during CP ex ecution

CS 239, Fall 1998
Lecture 9

Page 42

Checkpoint alg concepts

¯ Permanent and ten tative checkpoin ts

˘ saved on stable storage

˘ permanent:  part of known consistent global CP

˘ tentative:  until succesful termination of CP alg.

˘ rolls back only to permanent checkpoint

¯ No messages s ent between tentative C P and
befo re decision received

         CS 239, Fall 1998
Lecture 9

Page 43

 Tw o-phase synch CP algori thm

¯ Phase one

               ˘ P takes tentative checkpoint

               ˘ request all other processes to take tentative CP

               ˘ other processes  reply with success/failure

               ˘ if all reply ^success~, P decides all tentative

                        CPs should be made permanent; otherwise, P

                        decides all tentative CPs should be discarded

CS 239, Fall 1998
Lecture 9

Page 44

Two-ph ase

CP algorithm...

¯ Phase two

˘ P tells all processes of decision from phase one

˘ all processes act accordingly

¯ Therefore, all/non e tak e permanent CP

¯ Correctness

˘ all/none take permanent checkpoints

˘ no inconsistencies

¯ no messages record ed received , but not sent

         CS 239, Fall 1998
Lecture 9

Page 45

            R ollback recovery algorithm

¯ Assu mptions

               ˘ single process invocation

               ˘ not concurrently invoked with checkpoint

               ˘ messages blocked during RR execution

¯ Tw o phase algorithm (again)

CS 239, Fall 1998
Lecture 9

Page 46

Two-ph ase RR algo rith m

¯ Phase one

˘ P inquires all processes if willing to restart
from (permanent) checkpoint

˘ all processes respond yes/no

˘ if all say yes, P decides all should restart;

otherwise, P decides continue (may try later)

¯ Phase two

˘ P tells all processes of decision; do as told

¯ Correctness:  all/none; CP is co nsistent

         CS 239, Fall 1998
Lecture 9

Page 47

         A synchronous Checkpointing

¯ Problems with synchronous

               ˘ Additional messages sent by CP algorithm

               ˘ Synchronization delays introduced (no msgs)

               ˘ If failures rare between CPs, above costs a lot

¯ Asynchronous

               ˘ local checkpoints taken independently

               ˘ but, no guarantee a set of CPs is consistent

               ˘ recovery alg mus t search for consistent set

CS 239, Fall 1998
Lecture 9

Page 48

¯ log all incoming mes sag es  on s table storage

¯ min imizes undone compu tation

¯ allo ws reprocessing o f messages after ro ll b ack

¯ pessimistic l ogging

˘ log before processing by computation

˘ slows down computation, even if failure-free

¯ optimistic logging

˘ concurrently save messages in volatile storage

˘ log to stable storage at intervals

˘ trade off redone computation vs slow down

         CS 239, Fall 1998
Lecture 9

Page 49

    A synchronous CP/R algorithm

¯ Assu mptions

               ˘ reliable FIFO communications channels

               ˘ infinite channel buffers/finite message tx delay

               ˘ event-driven computation

                            ¯ P idle until messag e received

                            ¯ p rocesses message and chang es state

                            ¯ sends zero or mo re messages

                            ¯ ca n ID e ach event w ith monotonically incr. co unter

CS 239, Fall 1998
Lecture 9

Page 50

Event driven computation

X

Y

e
x0

Z

Time

®

e
x1
e
y0
e
z0

e
z1

e
y1

e
y2

e
y3

e
x2

e
x3
e
z2

         CS 239, Fall 1998
Lecture 9

Page 51

                              A synchronous CP, con t.

¯ B asic idea

               ˘ save {s, m, msgs_sent} at each event

               ˘ volatile log (fast) flushed to stable log (slower)

               ˘ each processor notes number of messages sent

                        to others, and received from others

               ˘ use counters to determine orphan messages

               ˘ want to find state where received= =sent to it

CS 239, Fall 1998
Lecture 9

Page 52

Event driven rollback

X

Y

e
x0

Z

Time

®

e
x1
e
y0
e
z0

e
z1

e
y1

e
y2

e
y3

e
x2

e
x3
e
z2

x

1

[
y

1

[
z

1

[

Failure

[
recovery point

         CS 239, Fall 1998
Lecture 9

Page 53

                                                                                     Summary

¯ Failures  cau sed by  errors

¯ C an remo ve errors by for ward/back war d ER

¯ B ackward ER more costly , more general

¯ Synchronou s checkpoints helpful, cos tly

¯ Asynchronous CPs  mes sier, domino effect