CS 239, Fall 1998 Lecture10

Page 1

Fau lt To lerance

C S239

A dvanced Operating S ystem s

N ovem ber 5, 19 98

D r. Richa rd Gu y

CS 239, Fall 1998 Lecture10

Page 2

Lecture Source Materials

Singhal, Ch. 13: Fault Tolerance

I EEE Computer, April, 1997

Sources of Failure in thePSTN, p. 31-6

(also http://h issa.nist. gov/kuhn/pstn.html)

Understanding FT & Reliability, p. 45-50

Beyond Fault Tolerance, p. 47-49

Toward Systematic Design of FT Systems, p. 51-8

Software-based Replication for FT, p. 68-74

CS 239, Fall 1998 Lecture10

Page 3

A ddi tional Source Materials

¯ paper s by J im Gray

˘ Why do computers stop and what can be done about it?, August, 1986. (5th SRDSDS)

˘ High-Availability Computer Systems,

September, 1991. (IEEE Computer)

CS 239, Fall 1998 Lecture10

Page 4

Outline

¯ Introduction

¯ Atom icity and Commit/Abort

¯ C ommit Protocols

¯ Voting Protocols

¯ Failure-r esilient Processes

¯ R eliable Communication

¯ Summary

CS 239, Fall 1998 Lecture10

Page 5

Prolo gue

¯ Failure causes, revisited

˘ Gray´s 1985 paper says people are the problem, so keep them outof the loop...

˘ Kuhn´s 1997 paper says people are the problem yet human intervention is key to reliability

CS 239, Fall 1998 Lecture10

Page 6

Introduction

¯ Failure recovery takes time, is disruptive.

¯ Fault toleran t s ystems either

˘ mask failures

˘ exhibit well-defined failure behavior

¯ R edundancy

˘ processes

˘ hardware

˘ data

CS 239, Fall 1998 Lecture10

Page 7

Fai lure implications

¯ Process deaths

˘ reclaim resources

˘ unblock waiting clients/release server

¯ Machine failure

˘ sometimes indistinguishable fromprocess death

¯ Network failure

˘ network partitions

˘ machine/network failure often indistinguishable

CS 239, Fall 1998 Lecture10

Page 8

A tom icity and Com mit/Abort

¯ Atom icity

˘ indivisible, instantaneous, non-interruptable

P rocess P1

----

Lock (x);

x := x +y;

Unlock(x);

---- failure

P rocess P2

----

Lock (x);

x := x +z;

Unlock(x);

----

CS 239, Fall 1998 Lecture10

Page 9

A tom ic action

¯ extends machine instructio n atomicity to

˘ sequence ofinstructions

˘ group of processes

¯ bas ic building block of FT operations

¯ what are ch ar acteristics of atom ic action?

CS 239, Fall 1998 Lecture10

Page 10

A ction is atomi c if...

¯ pro cess performing action is u naware of other processes, and v ice v ersa

¯ pro cess performing action d oesn´t talk to other processes while performing action

¯ pro cess can´t detect other state changes, and hides own state changes until completion

¯ action is con sidered by all o ther processes to be indivisible, instantaneous

CS 239, Fall 1998 Lecture10

Page 11

Transactio n

¯ Trans action

˘ groups sequence of actions

˘ group is treated as atomic action

˘ decides at some pointto commitor abort

¯ C ommit: un co ndition al guarantee that transaction will complete (p ermanent)

¯ Abort: unco ndition al guarantee that none of transaction pieces will persist

CS 239, Fall 1998 Lecture10

Page 12

Global atom icity

¯ atom ic action s pread over multiple players

¯ enfo rced by Comm it Protocols

˘ used with localrecovery strategies

˘ ^welldefined failure behavior~ FT class

CS 239, Fall 1998 Lecture10

Page 13

C omm it Protocol s

¯ B lockin g

˘ Two-phasecommit

¯ Nonb locking

˘ Three-phase commit

CS 239, Fall 1998 Lecture10

Page 14

Tw o-phase commit protocol

Coordin ator Cohort

REQUEST

AGREE

COMMIT

ACK

Time

LogCOMMIT

S end to all cohorts

Wait for all replies

S end to all cohorts

Write UNDO,

REDO logs

Release locks, resources

Log COMPLETE

Wait for all replies

Log BE GIN

CS 239, Fall 1998 Lecture10

Page 15

Tw o-phase commit (refused)

Coordin ator Cohort

REQUEST

ABORT

ABORT

ACK

Time

LogABORT

S end to all cohorts

Wait for all replies

S end to all cohorts

REFUSED!

UNDO as needed

Log COMPLETE

Wait for all replies

Log BE GIN

CS 239, Fall 1998 Lecture10

Page 16

Tw o-phase commit (failures)

Coordin ator Cohort

REQUEST

AGREE

COMMIT

ACK

Time

LogCOMMIT

S end to all cohorts

Wait for all replies

S end to all cohorts

Write UNDO,

REDO logs

Release locks, resources

LogCOMPLETE

Wait for all replies

LogBEGIN

CS 239, Fall 1998 Lecture10

Page 17

N onblocking Commit Pro tocols

¯ If 2PC coordinator fails, coh orts blocked until recovery of coo rdinato r

˘ cohorts may hold locks for long time

˘ 2PC not very resilient to site failures

¯ B lockin g av oidable if sites can self-recover

¯ C ommunication s as sumptions

˘ reliable network;point-to-pointguaranteed

˘ site failure detectable/reportable by network (!)

CS 239, Fall 1998 Lecture10

Page 18

Synchrono us protocols

¯ M ust find out why 2PC can´t self-recov er

¯ Use fin ite state machines to model protoco l

¯ Use ^synchronous within 1 transition~ concept to keep all players ^synchronized~

CS 239, Fall 1998 Lecture10

Page 19

FSM model of 2PC q

1 w

1 a

1

c

1

q i w i c i

a i

COORDINATOR COHORT i (i=2,3,�,n)

REQUEST sent to all cohorts

³ 1 cohorts say ABORT

ABORT ® all cohorts

all cohorts say AGREE

COMMIT ® all cohorts

REQUEST

AGREED

REQUEST

ABORT

ABORT

COMMIT

CS 239, Fall 1998 Lecture10

Page 20

Synchrono us protocols, con t.

¯ C oncurrency set fo r each s ite/state

˘ 2PC hasconcurrency sets with commit/abort

˘ a protocol which avoids concurrency sets with both commit and abort allows independent recovery of a single failed site

CS 239, Fall 1998 Lecture10

Page 21

FSM model of 3PC q

1 w

1 a

1 c

1

p

1

q i w i p i c i

a i

COORDINATOR COHORT i (i=2,3,�,n)

REQUEST sent to all cohorts

³ 1 cohorts say ABORT

ABORT ® all cohorts

all cohorts say AGREE

PREPARE ® all cohorts

REQUEST

AGREED

REQUEST

ABORT

ABORT all cohorts say ACK

COMMIT ® all cohorts

P REPARE

ACK

COMMIT

CS 239, Fall 1998 Lecture10

Page 22

FSM model of 3PC ( failures) q

1 w

1 a

1 c

1

p

1

q i w i p i c i

a i

COORDINATOR COHORT i (i=2,3,�,n)

REQUEST sent to all cohorts

³ 1 cohorts say ABORT

ABORT ® all cohorts

all cohorts say AGREE

PREPARE ® all cohorts

REQUEST

AGREED

REQUEST

ABORT

ABORT all cohorts say ACK

COMMIT ® all cohorts

P REPARE

ACK

COMMIT

FT

FT

T

F

F

FT

FT

ABORT

® all

ABORT

CS 239, Fall 1998 Lecture10

Page 23

Independent Recovery notes

¯ 3PC protocol is for single-site failure I R

¯ Multi-site failure IR is proven im possib le

¯ Nonb locking protocol impossible when

˘ network partition with lost messages

˘ multiple network partitions

¯ C onclusions

˘ 3PC good forcommon case (single failure)

˘ expensive in rounds, messages vs. 2PC

CS 239, Fall 1998 Lecture10

Page 24

V otin g Protocols

¯ Mask failures in a system, especially >1

¯ Voting tolerates

˘ network partitions, site failures, lost messages

¯ Static

¯ Dynam ic

˘ Majority-based

˘ Vote reassignment

CS 239, Fall 1998 Lecture10

Page 25

Sta tic Vo ting

¯ System model

˘ one replica per site

˘ file access requireslock grant

¯ single writer, no read ers

¯ multiple readers, no w riters

˘ each replicahas version number

¯ mon otonically increasing

¯ atomically incremented with replica update

¯ k ept on st able storage

CS 239, Fall 1998 Lecture10

Page 26

Sta tic Vo ting, cont.

¯ B asic idea

˘ each replicais assigned a setnumber of votes

˘ read or write permitted if requesting process collects proper number of votes

¯ total vo tes v

¯ read qu oru m r

¯ write quo rum w

¯ r + w > v

¯ w > v /2

CS 239, Fall 1998 Lecture10

Page 27

Sta tic votin g exampl e

A

B

D

C

1

1 1

2

v = 5 w = 3 r = 3

CS 239, Fall 1998 Lecture10

Page 28

Sta tic votin g, cont.

¯ Vote assignment properties

˘ write quorumprevents simultaneous writes in distinct partitions

˘ nonnull intersection of all read/write quorums

® current copy available in read quorum

˘ no obsolete copy chosen forwrite update

˘ always current subsetwhose votes sum to w

CS 239, Fall 1998 Lecture10

Page 29

Sta tic votin g pro tocol

¯ Initiator asks local lock manager for lock

˘ on grant, send Vote_Req to allreplicas

¯ R eceiver asks local lock m an ager for lock

˘ on grant, send <version number,votes> back

¯ Initiator decides if qu orum achieved

˘ if read, and sum of votes ³ r , have quorum

˘ if write,and sum of votes ³ w , have quorum

CS 239, Fall 1998 Lecture10

Page 30

Sta tic votin g pro tocol, cont.

¯ If initiator fails to achieve quorum

˘ send Release_lock to all paticipants (+ self)

¯ If initiator achieved quorum

˘ ensure local replica is current

˘ use local copy for read/write request

˘ if write

¯ u pdate version number

¯ transmitnew v ersion numbe r, v ersion to all

˘ release all locks, both local and remote

CS 239, Fall 1998 Lecture10

Page 31

Sta tic votin g flexibility

A

B

D

C

1

1 1

2

v = 5 w = 3 r = 3 v = 5 w = 4 r = 2 v = 5 w = 5 r = 1

CS 239, Fall 1998 Lecture10

Page 32

D ynamic Votin g

¯ Motivation

˘ multiple failures may prevent getting quorums

˘ dynamic protocols adapt to system state

¯ adjust quorum size, vote assignment

¯ Majority-based

¯ Vote reas signment

CS 239, Fall 1998 Lecture10

Page 33

Majority-based d yna mic voting

¯ Adju st set of s ites forming majority

˘ from operable communicating current replicas

¯ Partition graph represents network history

¯ Use history to determ ine new quorum

˘ based on previous quorum

CS 239, Fall 1998 Lecture10

Page 34

Partition graph

ABCDE

ABD CE

AB

A

D

B

ACE

CS 239, Fall 1998 Lecture10

Page 35

Majority concept

ABCDE

ABD CE

AB

A

D

B

ACE

Assume 1 vote per replica

Distinguished partition

CS 239, Fall 1998 Lecture10

Page 36

V ote Rea ssignment Mo tiva tion

A

B

D

C

1

1 1

2

v = 5 w = 3 r = 3

ABC

AB C

ABCD

D

CS 239, Fall 1998 Lecture10

Page 37

D ynamic Vote Reassignment

A

B

D

C

5

5 5

2

v = 17 w = 9 r = 9

ABC

AB C

ABCD

D

CS 239, Fall 1998 Lecture10

Page 38

D ynamic Vote Reassignment

¯ Group consensus

˘ majority group sites run agreementprotocol

˘ yields high quality vote assignment

¯ Auto nomous reassignment

˘ majority group members individually select new votesfor self

˘ then, get approval from majority

˘ complex version vector-based protocol

˘ possibly quicker than group consensus

CS 239, Fall 1998 Lecture10

Page 39

Fai lure-resilient Processes

¯ Minimal disruption of service provided by pro cess in event of system failure

˘ resilient process masks failures and guarantees progress despite set number of systemfailures

¯ B ackup processes

¯ R eplicated executio n

CS 239, Fall 1998 Lecture10

Page 40

Backup processes

¯ Primary, backup processes

¯ C heckpoint from pr imary to backup

¯ Few system reso urces for inactive backup

¯ Delays during checkpointing

¯ Delay after failure

˘ detect failure

˘ backup recomputation from checkpoint onward

¯ Multiple backups mus t s elect primary

CS 239, Fall 1998 Lecture10

Page 41

R eplica ted Execu ti on

¯ C oncurrent execution

¯ C an increase reliab ility, av ailab ility

˘ reliability: majority consensus among results

˘ availibility: use any result

¯ Main cost is multiple CPU investment

¯ Nonidempotent operations (random , I/O)

¯ Message ord ering p roblem s among copies

¯ C ommunication s with ^outside world~

CS 239, Fall 1998 Lecture10

Page 42

R eliable Com munica tion

¯ Assu me replicated data, per site manager

¯ To update, process sends identical messag es

¯ Suppose process fails after sending

˘ Manager gets updates, then learns of failure

˘ Manager learns of failure, then gets update

˘ Manager neither gets updates nor learns failure

¯ How to get identical manager behavior?

CS 239, Fall 1998 Lecture10

Page 43

R eliable communication , cont.

¯ If two cond ition s met, have identical view

˘ messages received are identically ordered

˘ all/none message delivery

¯ Atom ic broad cast

˘ Two-phaseprotocol

CS 239, Fall 1998 Lecture10

Page 44

A tom ic Broadcast

¯ Phase one

¯ sender multicasts message

¯ receiver buffers message; replies w ith priorit y

¯ Phase two

¯ sender cho oses h igh est priority from receiv ers

¯ sender multicasts priority

¯ receiver assigns priority; adds message to delive ry q ueue in priority order

¯ R eceiver-initiated recovery pr otocol

CS 239, Fall 1998 Lecture10

Page 45

Summary

¯ Fault toleran ce prevents disrup ted service

˘ well-defined failure behavior

˘ mask failure

¯ C ommit protocols

˘ blocking/nonblocking

¯ Voting protocols

˘ static/dynamic

¯ R esilient processes, communication