CS 239, Fall 1998 Lecture11

Page 1

Operating System Secu rity -

Basic Prin cipl es

CS239

A dvanced Operating S ystems

N ovember 10, 1998

D r. Richard Guy

CS 239, Fall 1998 Lecture 11

Page 2

Lecture Source Materials

¯ Singhal, Chapter 14: Resource Security and Protection: Acces s and Flow Control

¯ Stallings, Operating Systems , Ch. 14:

Security

CS 239, Fall 1998 Lecture11

Page 3

Outline

¯ Introduction

¯ Securitythreats

¯ Basic security principles

¯ Securityon a single machine

˘ Distributed systems security in Spr99 CS239

CS 239, Fall 1998 Lecture 11

Page 4

Intro duction

¯ Security is an engineering pro blem

˘ must tradeoff safety, cost, and inconvenience

˘ notmuch solid theory in the field

¯ Hard to provide any real guarantees

˘ making mistakes is easy

˘ nature of the problem impliesthat mistakes are always exploited

CS 239, Fall 1998 Lecture11

Page 5

Why Is Security Impo rtant

Today?

¯ Electronic commerce

¯ Incr eas ed general reliance on com puters

¯ Ubiquity of networks

¯ Limited compu ter knowledg e of many users

¯ More users means m ore bad guys

CS 239, Fall 1998 Lecture 11

Page 6

Fundam ental Constraints of

Practical Computer Security

¯ Security isn´t free

˘ if it costs too much, it won´t be used

¯ If it is n´t easy, it won´t be used

¯ Misuse of ten nullifies security measures

¯ Match the stringency of the measures to the threat being countered

CS 239, Fall 1998 Lecture11

Page 7

Security is only as Stron g as th e

Weakest Link

¯ Th ose breaking security will find and attack the weakest p oint

˘ expensive lock on a cheap door doesn´t work

¯ Must consider security problems/solutions as part of an integrated s ystem, not just a s ingle component

CS 239, Fall 1998 Lecture 11

Page 8

Secu rity Th reats

¯ Overall threat characteristics

˘ extremely wide range

˘ froma wide variety of sources

˘ requiring a wide variety ofcountermeasures

¯ Countering most thr eats costs som ething

˘ Often try to counter as few asone can afford

CS 239, Fall 1998 Lecture11

Page 9

Security Aspects

¯ Phys ical

¯ Social

¯ Th eo retical

CS 239, Fall 1998 Lecture 11

Page 10

Physical Security

¯ Som e threats involve phys ical access to th e equipment itself

˘ theft

˘ destruction

˘ tampering

¯ Physical th reats us ually require physical prevention methods

CS 239, Fall 1998 Lecture11

Page 11

Social Engineering and

Security

¯ C omputer security easily subverted by bad human practices

˘ e.g., giving password outover the phone to anyone who asks

¯ Social engineering attacks tend to be cheap, easy, effective

¯ So all our wor k may be for naught

CS 239, Fall 1998 Lecture 11

Page 12

Secu rity Requirements

¯ Secrecy

¯ Integrity

¯ Availability

¯ Exclusivity

CS 239, Fall 1998 Lecture11

Page 13

A Classifi cation of Threats

Threats areviewedastypes of attacks on normalservice

So what is normal service?

Information

Source

Information

Destination

CS 239, Fall 1998 Lecture 11

Page 14

Classificati on of Threat Types

¯ Interruption

¯ Interception

¯ Modification

¯ Fabrication

CS 239, Fall 1998 Lecture11

Page 15

Interruption

Information

Source

Information

Destination

CS 239, Fall 1998 Lecture 11

Page 16

Interru ption Threats

¯ Denial of serv ice

˘ prevents source from sending information to receiver

˘ or receiver from sending requests to source

¯ A thr eat to availability requirement

CS 239, Fall 1998 Lecture11

Page 17

How Do es an Interru ption

Threat Occur?

¯ Destruction of HW/SW

¯ Interference with communications channel

¯ Overloading a shared reso urce

CS 239, Fall 1998 Lecture 11

Page 18

Interceptio n

Inform ation

Source

Inform ation

Destination

Unauthorized

Third

Party

CS 239, Fall 1998 Lecture11

Page 19

A nother Type of Interception

Information

Source

Information

Destination

Unauthorized

Th ird

Party

CS 239, Fall 1998 Lecture 11

Page 20

Interceptio n Threats

¯ Data or services provided to unauthorized party

˘ Eitherin conjunction with, or independent of, authorized access

¯ A thr eat to secrecy req uirement

¯ Also a threat to exclusivity

CS 239, Fall 1998 Lecture11

Page 21

How Do Interception Threats

Occur?

¯ Eavesdropping

¯ Masquerading

¯ Break-ins

¯ Illicit data copying

CS 239, Fall 1998 Lecture 11

Page 22

Mod ifi catio n

Inform ation

Source

Inform ation

Destination

Unauthorized

Third

Party

CS 239, Fall 1998 Lecture11

Page 23

A nother Type of Mo dification

Threat

Information

Source

Information

Destination

Unauthorized

Th ird

Party

1 2

3

CS 239, Fall 1998 Lecture 11

Page 24

Mod ifi catio n Threats

¯ Unauthorized parties modify data

˘ either on the way to the users

˘ or permanently at the servers

¯ A thr eat to integrity requirement

CS 239, Fall 1998 Lecture11

Page 25

How Do Modi fication Threats

Occur?

¯ Interception of data requests

¯ Masquerading

¯ Illicit accessto servers/services

CS 239, Fall 1998 Lecture 11

Page 26

Fabrication

Inform ation

Source

Inform ation

Destination

Unauthorized

Third

Party

CS 239, Fall 1998 Lecture11

Page 27

Fab rication Threats

¯ Unauthorized party ins erts counterfeit objects into the sys tem

˘ causing improperchanges in data

˘ or improper use of system resources

¯ A threat to integrity requirement

CS 239, Fall 1998 Lecture 11

Page 28

How Do Fabrication Threats

Occu r?

¯ Masquerading

¯ Bypassing protection measures

¯ Duplication of legitimate requests

CS 239, Fall 1998 Lecture11

Page 29

A ctive Threats vs. Passive

Threats

¯ Pa ssive thr eats are forms of eavesdrop ping

˘ No modifications, injections of requests,occur

¯ Active threats are more agg res sive

¯ Passive threats are mostly to secrecy

¯ Active threats jeopardize

˘ availability

˘ integrity

˘ exclusivity

CS 239, Fall 1998 Lecture 11

Page 30

What A re We Protecting?

¯ Hardware

¯ Software

¯ Data

¯ Communications lines and networks

¯ ^Cycles~ and economic values

CS 239, Fall 1998 Lecture11

Page 31

Basic Security Principles

¯ Definitions

¯ DesignPrinciples

¯ Mechanisms

CS 239, Fall 1998 Lecture 11

Page 32

Definitions

¯ Security is a po licy

˘ ^no unauthorized user may access this file~

¯ Protection is a mechan ism

˘ ^the systemchecks user identity against access permis sions~

¯ Protection mechanisms implement security policies

CS 239, Fall 1998 Lecture11

Page 33

D esign Principles for Secure

Systems

¯ Econ omy

¯ C omplete mediation

¯ Open design

¯ Separation of Privileges

¯ Least privilege

¯ Least common mechanism

¯ Acceptability

¯ Fail-s afe defaults

CS 239, Fall 1998 Lecture 11

Page 34

Economy in Security Design

¯ Economical to develop

˘ and to use

˘ and to verify

¯ Should add little or no overhead

¯ Should do on ly what needs to be done

¯ Generally, try to keep it sim ple and small

CS 239, Fall 1998 Lecture11

Page 35

C omplete Mediation

¯ Apply security on every access to an object that a m echanism is meant to protect

˘ e.g., each read of a file, not just the open

¯ Involves checking access on everyth ing that could be attacked

CS 239, Fall 1998 Lecture 11

Page 36

Open Design

¯ Don´t rely on ^security through obscurity~

¯ Assum e all potential intruders kn ow everything about th e design

˘ and completely understand it

CS 239, Fall 1998 Lecture11

Page 37

Separation of Privileges

¯ Provide mechanisms that separate the privileges used for one purpose from those used for another

¯ Allows flexibility in the security s ys tem

¯ E.g ., separate access control on each file

CS 239, Fall 1998 Lecture 11

Page 38

Least Privilege

¯ Give bare minimum access rights required to com plete a task

¯ Require another request to perform another type of acces s

¯ E.g., don´t give write permiss ion if program only asked for read

CS 239, Fall 1998 Lecture11

Page 39

Least Com mo n Mechanism

¯ Avoid sharing parts of the security mechanism among different us ers

¯ C ouplin g users leads to poss ibilities for them to breach the system

CS 239, Fall 1998 Lecture 11

Page 40

Acceptability

¯ Mechanism must be simple to us e

˘ simple enough that people will use it automatically

¯ Must rarely or never prevent permis sible accesses

CS 239, Fall 1998 Lecture11

Page 41

Fai l-Safe Designs

¯ Default to lack of access

¯ So if s omething g oes wrong/is forgotten/isn´t done, no security is lost

¯ If important mistakes are made, you´ll find out about them

˘ without loss of security

˘ but if it happens too often .. .

CS 239, Fall 1998 Lecture 11

Page 42

Sh aring Security Spectrum

¯ No protection

¯ Isolation

¯ Share all or nothing

¯ Share with access limitations

¯ Share with dynamic control

CS 239, Fall 1998 Lecture11

Page 43

Important Security

Mechanisms

¯ Access control mechanisms

¯ Authenticatio n

¯ En cryptio n

¯ Passwo rds

¯ Other authen tication mechanisms

¯ Auditing features

CS 239, Fall 1998 Lecture 11

Page 44

Data Access C ontrol

Mechanisms

¯ Methods of s pecifyin g who can acces s what in which ways when

¯ Based on assumption that the system has authenticated the user

CS 239, Fall 1998 Lecture11

Page 45

A ccess Matrix

¯ Describes permiss ible accesses for the s ystem

¯ Subjects access objects with particular access rights

¯ A theoretical co ncept, never kept in practice

CS 239, Fall 1998 Lecture 11

Page 46

Access Matrix Example

SubjectA

SubjectB

SubjectC

SubjectD

File 1 File 2 Server Z Segment 57

Read

Write

Read

None

None

None

None

Write

Read

Query

Update

Start/Stop

Query

Read

None

None

None

CS 239, Fall 1998 Lecture11

Page 47

Metho ds for Implementing

A ccess Matrix

¯ Access control lists

˘ Decomposition by columns

¯ C apabilities

˘ Decomposition by rows

CS 239, Fall 1998 Lecture 11

Page 48

Access Control Lists

¯ Each o bject controls who can access it

˘ using an access control list

¯ Add subjects by adding entr ies

¯ Remove s ubjects b y removin g entries

+ Eas y to deter mine who can access an object

+ Eas y to change who can access object

˘ Hard to tell what someone can access

CS 239, Fall 1998 Lecture11

Page 49

A ccess Control List Example

File1´s ACL

Subject A:

Read

Write

Subject B:

Read

Segment 57´s ACL

Subject A:

Read

Note that group and negativ e access rights are p ossible

CS 239, Fall 1998 Lecture 11

Page 50

Capabilities

¯ Each subject keeps track of what it can access

˘ typically by keeping a capability for each object

¯ Capabilities are lik e admission tickets

+ Eas y to tell what a subject can access

˘ Hard to tell who can acces s an o bject

˘ Hard to revoke/control acces s

CS 239, Fall 1998 Lecture11

Page 51

C apability Examp le

Subject A´s Capabilities

File1: Read

Write

Server Z: Query

Segment 57: Read

Subject B´s Capabilities

File1: Read

File2: Write

Server Z: Update

CS 239, Fall 1998 Lecture 11

Page 52

Controlling Capabili ties

¯ If a subject has a capability, can he give it to another subject?

˘ If the capability is just a pointer, hard to stop

¯ But the OS can con trol capabilities

˘ so it can also control their distribution

¯ Must be inaccess ible to users

CS 239, Fall 1998 Lecture11

Page 53

Some Example Systems

¯ C apability -based systems

˘ Amoeba

˘ Hydra

˘ Parts of Windows NT

¯ Accesscontrollist-based systems

˘ Most Unix system s

˘ Andrew

˘ Parts of Windows NT

CS 239, Fall 1998 Lecture 11

Page 54

Other Models of Access

Control

¯ Military model

¯ Information flowmodels

¯ Lattice model of informationflow

CS 239, Fall 1998 Lecture11

Page 55

Sin gle System Security

¯ Protecting ^the system~

¯ Dealing with intruders

¯ Malicious programs

CS 239, Fall 1998 Lecture 11

Page 56

Protecting a Sin gle Machine

¯ Only wo rrying about the security of a single machine (po ssibly a multiprocessor)

¯ One operating sy stem is in co ntrol

¯ Threats com e fro m multiple users

˘ or from external access

CS 239, Fall 1998 Lecture11

Page 57

What Needs to Be Protected ?

¯ Memory

¯ Files

¯ Processes andIPC

¯ I/O and devices

CS 239, Fall 1998 Lecture 11

Page 58

Basic Methods of Protection

¯ All based on sepa ration

˘ Physical separation

˘ Temporal separation

˘ Logical separation

˘ Cryptographic separation

¯ Often in combination

CS 239, Fall 1998 Lecture11

Page 59

Protecting Memory

¯ Virtual memory offers strong protection tools

˘ model prevents naming another user´s memory

¯ What about shared memory?

˘ use access controlmechanisms

˘ backed up by hardware protection on pages

CS 239, Fall 1998 Lecture 11

Page 60

Protecting Files

¯ Unlike m emory, files are in a shared namespace

¯ Requires more u se of acces s controls

¯ Typically, acces s checked (only) o n open

˘ system assumes user has right to continue using open file

˘ why is it done this way?

CS 239, Fall 1998 Lecture11

Page 61

File Access Control in Unix

¯ Ev ery file has an owning user and group

¯ Access permissions settable for read , write, and execute

¯ For owning user, owning group, everyone else

¯ Processes belong to one user

˘ and possibly multiple groups

¯ Files opened for particu lar kin ds of access

CS 239, Fall 1998 Lecture 11

Page 62

Protecting Processes

¯ Most of a pr ocess´ s tate not addressable externally

¯ But IPC channels allow information to flow

¯ So security must be applied at IPC points

CS 239, Fall 1998 Lecture11

Page 63

Protecting IPC

¯ Ty pically, IPC requir es cooperation from both ends

¯ So a major question is authentication

˘ ^Does this channel connect to where I think it does?~

¯ OS guarantees identity, ownership of other proces s

CS 239, Fall 1998 Lecture 11

Page 64

Limiting IPC Access

¯ Each p arty to IPC has control over what is done on his s ide

¯ Som e IPC mechanis ms allow dif fering modes of access for different users

¯ So access contr ol required for such cases

CS 239, Fall 1998 Lecture11

Page 65

Protecting Devices

¯ Generally treated sim ilarly to files

¯ B ut special care is necessary

˘ in some cases,a mistake allows an intruder unlimited access

˘ e.g., if you let him write any block on a disk drive

CS 239, Fall 1998 Lecture 11

Page 66

Beware of Back D oors

¯ Man y sy stems provide low-level ways to access various res ources

˘ /dev/kmem

˘ raw devices

˘ pipesstored in the file system

¯ The lock on the back door must be as strong as the lock on the front doo r

CS 239, Fall 1998 Lecture11

Page 67

Intruders

¯ Modern s ystems usually allow rem ote access

˘ fromterminals

˘ frommodems

˘ fromthe network

¯ Intruders can us e all of these to break in

CS 239, Fall 1998 Lecture 11

Page 68

How In truders Get in

¯ Often by masquerading as a legitimate user

¯ Les s frequently by insertin g commands through insecu re entry p oints

˘ finger daemons

˘ holesin electronic mail

˘ making use of interpreters that accessdata remotely

CS 239, Fall 1998 Lecture11

Page 69

D etecting Intruders

¯ Th e sooner detected, the better

¯ Systems that detect and eject intruders quickly are less attractive targets

¯ Information gained from detecting intru ders can be used to prevent further intrusions

¯ Detection presum es you can differentiate the behavior of author ized users and intruders

CS 239, Fall 1998 Lecture 11

Page 70

So me Approach es to Detecting

Intru ders

¯ Statistical anomaly detection; b as ed on

˘ Overall systemactivity

˘ Individual user profiles

¯ Rule-based detection

˘ Rules that detectanomalies

˘ Penetration expert systems

CS 239, Fall 1998 Lecture11

Page 71

A udit Records

¯ Keep track of everything done on sy stem

¯ Power ful tool for detecting intruders

¯ Used to build detection mechanisms

¯ C an use either general accounting info or s pecially gathered data

¯ Also invaluable if you decide to pr osecute

¯ Must be carefully protected to be valuable

CS 239, Fall 1998 Lecture 11

Page 72

Mali cious Programs

¯ Clever programmers can get software to do their dirty work for them

¯ Programs have sev eral advantag es for these purp oses

˘ Speed

˘ Mutability

˘ Anonymity

CS 239, Fall 1998 Lecture11

Page 73

Kinds of M alicious Programs

¯ Trojan horses

¯ Trapdoors

¯ Lo gic bombs

¯ Worm s

¯ Viruses

CS 239, Fall 1998 Lecture 11

Page 74

Trojan Horses

¯ Seemingly useful pr ogram th at contains code that does harmful thin gs

¯ Unsuspecting users run the Trojan hor se to get the advertised benefit

˘ at which time the Greeks spring out and slaughter your system

¯ Particularly dang erous in compilers

CS 239, Fall 1998 Lecture11

Page 75

Trapdo ors

¯ A secret en try point into an otherwise legitimate program

¯ Ty pically inserted by the writer of the program

¯ Most often found in login pro grams or programs that us e the network

¯ B ut also found in system utilities

CS 239, Fall 1998 Lecture 11

Page 76

Logic Bo mbs

¯ Like trapdoors, typically in a legitimate prog ram

¯ A piece of code that, u nder certain conditions, ^explodes~

¯ Also like trapdoors, typically inserted by prog ram authors

CS 239, Fall 1998 Lecture11

Page 77

Worms

¯ Programs that seek to move f rom sys tem to s ystem

˘ making use of various vulnerabilities

¯ Other malicious behavior can be built-in

¯ Th e Internet wo rm is the mo st famous example

¯ C an spread very, very rapidly

CS 239, Fall 1998 Lecture 11

Page 78

Viru ses

¯ A program that can infect other programs

¯ Infected programs in turn infect others

¯ Along with mere infection, Trojan horses, trapdoors, or logic bombs can be included

¯ Like worms, viruses can spread very rapidly

CS 239, Fall 1998 Lecture11

Page 79

How Do Viruses Work?

¯ When a program is run, it typically has the full privileges of its running us er

¯ Inclu ding write privileges fo r some other programs

¯ A virus can us e those privileges to replace thos e programs with in fected versio ns

CS 239, Fall 1998 Lecture 11

Page 80

TypicalVirus Actio ns

1) Find uninfected writable programs

2. Modify thos e programs

3) Perform normal actions of infected prog ram

4) Do whatever other damage is des ired

CS 239, Fall 1998 Lecture11

Page 81

Before the In fect ed Program

R uns

Infected

Program

Uninfected

Program

Virus Code

CS 239, Fall 1998 Lecture 11

Page 82

The Infected Prog ram R uns

Infected

Program

Uninfected

Program

Viru s Code

CS 239, Fall 1998 Lecture11

Page 83

Infecting the Other Program

Infected

Program

Uninfected

Program

Virus Code

Virus Code

CS 239, Fall 1998 Lecture 11

Page 84

How Do Vi rusesFit In to

Programs?

¯ Prep ended

¯ Pos tpended

¯ Copy program and replace

¯ Cleverly fit into the cracks

Som e viruses tak e other meas ures to hide modifications

CS 239, Fall 1998 Lecture11

Page 85

Where Can Viruses Occu r?

Anywhere th at imported code gets executed

¯ Im ported pr ogram s

¯ Some inclusions in mail messages

¯ B oot s ectors and other executable portions of media

¯ Macros attached to som e data files

CS 239, Fall 1998 Lecture 11

Page 86

Dealing With Viruses

¯ Prev ention of infection

¯ Detection and eradicatio n

¯ Containment

CS 239, Fall 1998 Lecture11

Page 87

Preventing the Spread of

V iruses

¯ Don´t import untrusted programs

˘ but who can you trust?

¯ Viruses have been found in commercial s hrink-wrap softw are

¯ Trusting someone means not jus t trusting their honesty, but also their caution

CS 239, Fall 1998 Lecture 11

Page 88

Other Prevention Measures

¯ Scan incom ing pro grams for viruses

˘ someviruses are designed to hide

¯ Limit the targets viruses can reach

¯ Monitor updates to executables carefully

˘ requires a broad definition of ^executable~

CS 239, Fall 1998 Lecture11

Page 89

V irus Det ection

¯ Many viruses have detectable signatures

˘ but some work hard to hide them

¯ Sm art scanner s can examine programs for virus-like behavior

¯ C hecksum s attached to programs can detect modification

˘ if virus smart enough to generate checksum itself, digitally sign it

CS 239, Fall 1998 Lecture 11

Page 90

Viru sErad ication

¯ Tedious, because you must be thorough

¯ Restore clean versions o f everything

¯ Take g reat care with future restoration of backups

CS 239, Fall 1998 Lecture11

Page 91

C ontainment

¯ R un suspect programs in an encapsulated environment

˘ limiting their forms of access to prevent virus spread

¯ R equires versatile security model an d strong protection guarantees

CS 239, Fall 1998 Lecture 11

Page 92

Su mmary

¯ Basic security requirements includ e�

¯ Basic threats include�

¯ Security design principles include�

¯ Security mechanisms include�

¯ Single sy stem s ecurity protects� by ...

¯ Malicious programs include�

¯ Viru ses work by ...