CS 239, Spring 1997 Lecture1

Page 1

C ourse Intro duction and

Operating System s Architecture

C S239

A dvanced Operating S ystem s

March 31 , 1997

CS 239, Spring 1997 Lecture 1

Page 2

CS239 - Adva nced Operating

Sy stems

Pre-requisites - CS111

Dr. Peter Reiher & Dr. Richard Guy

E-mail: reiher@cs.ucla. edu rguy@cs. ucla.edu

CS 239, Spring 1997 Lecture1

Page 3

Grading

¯ Mid-term - 25%

¯ Paper - 25%

¯ Final exam - 50%

CS 239, Spring 1997 Lecture 1

Page 4

Tests

Probably clo sed book

Probably a com binatio n of short answer and essay questio ns

Midterm in the 5th week

CS 239, Spring 1997 Lecture1

Page 5

Pap er

Paper describing s om e important recent research on some o perating system topic

Around 12-15 pages

1 paragraph paper proposals due at the end of the 4th week of classes

Submitted by email

CS 239, Spring 1997 Lecture 1

Page 6

Reading Materials

Tex tbook - Adv anced Concepts in

Operating Systems , by Singhal and

Shivaratri

Sup plemental papers assigned weekly

Mos t papers will be posted on WWW http://www.cs.ucla.edu/reiher/CS239_spring97.html

Other papers will be put on reserve in archives

Backgroun d books - Tannenbaum´s OS tex t and Silberschatz & Galvin´s OS text

CS 239, Spring 1997 Lecture1

Page 7

Office Ho urs

Formal hours s et up if students need them

I n 3732J Boelter Hall

Usually available by appoin tment

B oth teachers will hold off ice hours

Usually only one teacher in given week

CS 239, Spring 1997 Lecture 1

Page 8

Co-Teaching Plans

Lectures delivered by one of the two teachers

Typically, lectures for a p articular week will be giv en by one of the two teachers

Grading will be handled jo intly

CS 239, Spring 1997 Lecture1

Page 9

C lass Outlin e

¯ OS architecture

¯ Distributed op erating s ystems

¯ Advanced file systems

¯ Performance and measu rement issues

¯ Fault toleran ce and failure recovery

¯ Security

¯ OS´ s for multiprocesso rs an d databases

CS 239, Spring 1997 Lecture 1

Page 10

Cou rse S ched ule

¯ Monday, March 31 - First day o f class

¯ Friday, April 2 5 - Pap er prop osal due

¯ Wednesday, April 30 - Midterm

¯ Wednesday, J une 4 - Papers due

¯ Friday, June 13 (11:30 AM) - Final exam

CS 239, Spring 1997 Lecture1

Page 11

Outline

¯ Organizing op erating s ystems

¯ Some micro kernel examp les

¯ New architectures for extensibility

¯ 64-bit address space architectures

CS 239, Spring 1997 Lecture 1

Page 12

Operatin g System

Organization

What is the b est way to design an operating system?

Put another way, what are the important software characteristics of an OS?

Can operating systems be made safe and extensible, and perform well?

CS 239, Spring 1997 Lecture1

Page 13

Important OS Softw are

C haracteristics

¯ C orrectness & simplicity

¯ Power & completenes s

¯ Performance

¯ Ex tensibility & portability

¯ Suitability for dis tributed & parallel systems

¯ C ompatibility with existing systems

¯ Security & fault tolerance

CS 239, Spring 1997 Lecture 1

Page 14

What´s In an Operatin g

Sy stem?

It varies, but typically:

˘ Process/thread support

˘ Memory management

˘ I/O and device support

˘ Interprocess communications

˘ Security

˘ File system support

˘ Fault tolerance and recovery support

CS 239, Spring 1997 Lecture1

Page 15

Putting the Pieces Together

Many of these functions in teract

Th e totality of all thes e functio ns is highly comp lex

How d o we organize the o verall op erating s ystem software?

CS 239, Spring 1997 Lecture 1

Page 16

So me OS Org aniza tions

¯ Monolithic or ganizations

¯ Virtual machine o rganizations

¯ Lay ered organizations

¯ Kernel desig ns

¯ Micro kernels

¯ Object-Oriented organizations

Note that indiv idual OS components can be organized these ways

CS 239, Spring 1997 Lecture1

Page 17

Monolith ic OS Design

B uild OS as single comb ined mod ule

Hopefully using data abstraction , comp artmentalized functio n, etc.

OS lives in its own, sin gle address space

Ex amples - DOS, early Un ix systems, most

VFS file system s

CS 239, Spring 1997 Lecture 1

Page 18

Pros/Cons of Mon olithic OS

Organization

+ Highly adaptable (at first . . .)

+ Little plan ning req uired

+ Potentially g ood performance

˘ Hard to extend and ch ang e

˘ Eventually b ecom es extremely complex

˘ Eventually p erformance becomes poor

˘ Highly prone to bugs

CS 239, Spring 1997 Lecture1

Page 19

V irtu al Mach ine Organizations

¯ A base operating sy stem provides services in a v ery generic w ay

¯ One or more other op erating systems live on top o f the bas e system

˘ Using the services it provides

˘ To offer different views of system to users

¯ Ex amples - IBM´s VM/370, the Java interpreter

CS 239, Spring 1997 Lecture 1

Page 20

Pros/Cons of Virt ual Machine

Organizations

+ Allo ws multiple OS perso nalities on a single m achine

+ Good OS development environment

+ Can pr ovide good p ortability of applications

˘ Significant performan ce problems

˘ Especially if more th an 2 layers

˘ Lacking in flexibility

CS 239, Spring 1997 Lecture1

Page 21

Layered OS Design

Design tiny inner most layer of software

Next layer out provid es more functionality

Using services pr ovided b y inner layer

C ontinue ad ding layers until all functionality requ ired has been provided

Ex amples - Multics, Fluke, lay ered file s ystems and commun ications protocols

CS 239, Spring 1997 Lecture 1

Page 22

Pros/Cons of Layered

Organization

+ More structured and extensible

+ Eas y model

˘ Lay er cross ing can be expensive

˘ In som e cases , multiple layers unnecessary

CS 239, Spring 1997 Lecture1

Page 23

Kernel OS Desig ns

Similar to layers, but only two OS lay ers

1). Kernel OS services

2). Non-kernel OS services

Move certain OS fu nctionality outside k ernel

Like file system s, libraries

Unlike virtu al machines, kernel d oesn ´t s tand alone

Ex amples - Most mo dern Unix systems

CS 239, Spring 1997 Lecture 1

Page 24

Pros/Cons of Kernel OS

Organization

+ Many advantages of layering , without dis advantage of too many layers

+ Eas ier to demo nstrate correctn ess

˘ Not as general as layering

˘ Offers no organizing principle for other parts o f OS, user services

˘ Kernels tend to grow to mo noliths

CS 239, Spring 1997 Lecture1

Page 25

Microkern el OS Design

Like kernels, only less so

Try to include only small s et of required s ervices in the m icrokernel

Moves even more o ut of innermost part of OS

Like parts of VM, IPC, paging, etc.

Ex amples - Mach, Amoeb a, Plan 9, Windows

NT, Chorus

CS 239, Spring 1997 Lecture 1

Page 26

Pros/Cons of Microkernel

Organization

+ Those of kernels, plus:

+ Minim izes cod e for most important OS services

+ Offers model for en tire system

˘ Micro kernels tend to grow in to kern els

˘ Requires very careful initial des ign choices

˘ Serious danger of bad performance

CS 239, Spring 1997 Lecture1

Page 27

Object Oriented OS Design

Design internals of O S as set o f privileged objects, using OO metho ds

Sometim es extended into application s pace

Tends to lead to clien t/server style o f comp uting

Ex amples - Mach (internally), Spring (totally)

CS 239, Spring 1997 Lecture 1

Page 28

Pros/Cons of Object Oriented

OS Organizat ion

+ Offers org an izational mo del for entire system

+ Eas ily divides sys tem into pieces

+ Good hooks for security

˘ Can be a limiting model

˘ Mus t watch for performance problem s

Not w idely used yet

CS 239, Spring 1997 Lecture1

Page 29

More On Microkernels

Microkernels were the res earch architecture of the 80s

B ut few commercial systems o f the 90s really use micro kernels

To so me extent, ^m icroker nel~ is a dirty w ord in OS design

Why?

CS 239, Spring 1997 Lecture 1

Page 30

The Problem With

Microkernels

Micro kernels should be small

But th ey must also be powerful

So what goes in your microkern el?

The fun damental decision in microkernel

OS design

Mus t choos e min imal, yet sufficient, primitives

CS 239, Spring 1997 Lecture1

Page 31

Microkern el Design - A

Balancing Act

If you p ut too much in a microkern el

˘ It´s no longer ^micro,~and you lose all advantages

If you p ut too little in a microk ernel

˘ It lacks sufficient power, and performance suffers

Th e fundam ental pr oblem in microk ernel des ign - kernel cross ings are expen siv e

CS 239, Spring 1997 Lecture 1

Page 32

So me Important Microkern el

Designs

Micro -ness is in the eye of th e beh older

¯ Mach

¯ Amoeba

¯ Plan 9

¯ Wind ows NT

CS 239, Spring 1997 Lecture1

Page 33

Mach

Mach didn´t start life as a microk ernel

B ecame one in Mach 3.0

Object-orien ted internally

B ut doesn´t force OO at higher levels

Microkernel concentrates on communications facilities

Much concern with parallel/distributed s ystems

CS 239, Spring 1997 Lecture 1

Page 34

What´s In the Mach

Microkernel?

¯ Tas ks

¯ Threads

¯ Ports and Po rt Sets

¯ Mess ages

¯ Memory Objects

¯ Device Su pport

¯ Multiprocessor/Distributed Support

CS 239, Spring 1997 Lecture1

Page 35

Mach Tasks

An executio n environment p roviding bas ic unit of resou rce allocation

C ontain s -

Virtual add ress space

Port set

One or mo re threads

CS 239, Spring 1997 Lecture 1

Page 36

Mach Thread s

Basic unit of Mach ex ecution

Runs in contex t of one task

All threads in o ne task s hare its reso urces

Unix process s imilar to Mach task with single thread

CS 239, Spring 1997 Lecture1

Page 37

Mach Task and Thread

Scheduling

Very flexible

C ontrollable b y kernel or user-level programs

Th reads of single task can execute in parallel

Eith er on single processor or on multiple processors

User- level scheduling can extend to multiprocess or scheduling

CS 239, Spring 1997 Lecture 1

Page 38

Mach Po rt s

Basic Mach ob ject reference mechanism

A k ernel-p rotected communicatio n channel

Tas ks communicate by sending messages to ports

Threads in receiving tasks pull messages off a queue

Ports are location independent

CS 239, Spring 1997 Lecture1

Page 39

Port Queues in Mach

Protected by k ernel

Of bounded length

Send ing message to a full queue can cau se abort or blocking

CS 239, Spring 1997 Lecture 1

Page 40

Port Rights

Mechanism by which tasks con trol wh o may talk to their ports

Kernel prevents messages being sent to a port unles s the s ender has its por t rights

Port rights als o contr ol which s in gle task receives on a por t

CS 239, Spring 1997 Lecture1

Page 41

Port Sets

A group of ports s haring a comm on mes sage queue

A thread can receive mes sages from a po rt s et

Thus servicing m ultiple ports

Messages are tagged with the actual port

A port can be a member of at mos t one port s et

CS 239, Spring 1997 Lecture 1

Page 42

Mach Messag es

Typed collection of data objects

Un limited size

Sent to particular po rt

May contain actual data or pointer to data

Port rights may b e pass ed in a message

Kernel inspects m essages for particular data types ( like port righ ts)

CS 239, Spring 1997 Lecture1

Page 43

Mach Memory Objects

A source of memory access ible by tasks

May be managed by user-mo de external mem ory manager

E.g., a file managed by a file server

Accessed by m ess ages throu gh a port

Kern el manages physical memory as cache of contents of memory objects

CS 239, Spring 1997 Lecture 1

Page 44

Mach Device Support

Devices repres ented by ports

Mess ages co ntrol the device and its data tran sfer

Actual device driver outside the kernel in an external object

CS 239, Spring 1997 Lecture1

Page 45

Mach Mu ltiprocessor and

D istrib uted Sy stem S up port

Messages an d ports can extend across pro cessor/m achine boundaries

Location trans parent entities

Kern el manages dis tributed hardware

Per-processor data structur es, but also s tructures shared across th e processors

Intermachin e messages handled by a server that k nows about network details

CS 239, Spring 1997 Lecture 1

Page 46

Mach and User In terfaces

Mach was built largely fo r th e com munity that uses U nix

Unix programs don´t know abo ut ports, messages, th reads, and task s

So how do Unix programs ru n under Mach?

Mach typically runs a user-level server that offers Unix emulation

Either provid es Unix s ystem call sem antics internally or trans lates it to Mach p rimitives

CS 239, Spring 1997 Lecture1

Page 47

A moeba

Amo eba p rovides conn ected distributed comp uting environments

Users s it at workstations controlled by

Amo eba

Amo eba als o controls processor po ol for their use

And special s ervers for special tasks

Gateway machin es for off-LAN communications

CS 239, Spring 1997 Lecture 1

Page 48

Amoeba´s Basic Primitives

¯ Process es

¯ Threads

¯ Low level mem ory management

¯ RPC

¯ I/O

CS 239, Spring 1997 Lecture1

Page 49

A moeba Diagram

Server

Pool

W orksta tions

Specialized

Servers

Gateway

LAN

W AN

CS 239, Spring 1997 Lecture 1

Page 50

Amoeba Processes

Similar to Mach proces ses

Process has multiple thread s

But a sing le shared address space

Thread scheduling by microkernel

CS 239, Spring 1997 Lecture1

Page 51

A moeba Memory Management

Amo eba microkernel supports concep t of s eg ments

A segment is a set of memory blocks

Segm ents can be mapped in/out of address s paces

CS 239, Spring 1997 Lecture 1

Page 52

Amoeba Remote Procedu re

Call

Fun damental A moeba IPC mechan ism

Amoeba R PC is thread-to-thread

Micro kernel handles on/o ff machine invo cation of RPC

CS 239, Spring 1997 Lecture1

Page 53

A moeba Ports

Amo eba RPC addresses are called po rts

B ut they´re not lik e Mach p orts

Amo eba p orts are simply addres ses

R andomly chosen 48 b it addres ses

C ho sen by owning thread

Address-to-locatio n mappin g by broadcas t

With caching to minim ize broadcas t

CS 239, Spring 1997 Lecture 1

Page 54

Plan 9

Everything in Plan 9 is a file sy stem (alm ost)

Processes

Files

IPC

Devices

And o nly a few op erations are required f or files

CS 239, Spring 1997 Lecture1

Page 55

Pla n 9 Basic Primitives

¯ Terminals

¯ C PU s ervers

¯ File sy stems

¯ C hannels

CS 239, Spring 1997 Lecture 1

Page 56

File S ystems in Plan 9

File sy stems consist of a hierarchical tree with no links

Can be persistent or tempo rary

Can represent sim ple or co mplex entities

Can be imp lemented:

˘ in the kernel as a driver

˘ as a userlevel process

˘ by remote servers

CS 239, Spring 1997 Lecture1

Page 57

Sample Plan 9 File S ystem s

¯ Device file s ystems - Directo ry containing data and ctl file

¯ Process file sy stem s - Directory containing files for m emory, text, control, etc.

¯ Network interface file s ystems

CS 239, Spring 1997 Lecture 1

Page 58

Plan 9 Channel sand Mounting

A channel is a file descr ipto r

Since a file can b e any thing, a channel is a general p ointer to anythin g

Plan 9 prov ides 9 prim itives on ch annels

Mounting is used to bring resour ces in to a user´s name space

Users star t with minimal name space, build it up as they go along

CS 239, Spring 1997 Lecture1

Page 59

Typical User Operation in

Pla n 9

User lo gs in to a term inal

Wh ich prov ides b itmap display an d input

Minimal name space is set up on login

Mounts used to build space

Pooled CPU servers used f or compute tasks

Substan tial caching used to make required files local

CS 239, Spring 1997 Lecture 1

Page 60

Windows NT

More layered than some microkern el designs

NT Microkernel provides b ase services

Executive builds o n base s erv ices to provid e user-level services

User-level services used by both privileged subs ystems (parts of OS)

An d true u ser p rograms

CS 239, Spring 1997 Lecture1

Page 61

Wind ows NT Diagram

Hard war e

Kern el

Ex ecutive

User

Processes

Protected

Subsystems

User

Mode

Kernel

Mode

CS 239, Spring 1997 Lecture 1

Page 62

Windows NT Basic Primitives

¯ Basic object handling

¯ Dispatcher o bjects

¯ Control objects

CS 239, Spring 1997 Lecture1

Page 63

Basic Object Handling

Primitives

Primitives to create kernel objects

And manipulate them

Allo ws building of m ore comp lex objects for user-mode programs

CS 239, Spring 1997 Lecture 1

Page 64

Con trol Objects in Win dows

NT

¯ Kernel proces s ob ject

¯ Asynchron ous procedure call object

¯ Deferred proced ure call object

¯ I/O su bs ystem objects

˘ Interrupt object, e.g.

CS 239, Spring 1997 Lecture1

Page 65

D ispatcher Objects i n Wind ows

N T

Handle s cheduling and s ynchronization is sues

¯ Kern el thread objects

¯ Kern el synchronization primitives

¯ Kern el timer

CS 239, Spring 1997 Lecture 1

Page 66

Windows NT Threads

Executab le entity running in an address space

Sched uled by kern el

Handled b y kernel´s dispatcher

Kernel works with stripp ed-down view of thread - kern el thread object

CS 239, Spring 1997 Lecture1

Page 67

Kernel Process Objects

B asically a kernel p roxy for the real process

Th e kernel´s interface to the real process

C ontain s pointers to the variou s resources owned by the proces s

E.g., threads and address sp aces

Alterable only by kernel calls

CS 239, Spring 1997 Lecture 1

Page 68

Kernel Thread Objects

As kernel p rocess ob jects are proxies fo r th e real o bject, kernel thread objects are proxies for the real thread

On e per thread

Contain s minimal information about a th read

Priorities , dispatching state

Used by the k ernel for dispatching

CS 239, Spring 1997 Lecture1

Page 69

Kernel Process and Thread

Object Diagram

Kern el

Process

Kern el

Th read

Kern el

Th read

CS 239, Spring 1997 Lecture 1

Page 70

Other Kernel Process

Information

Kernel

Process

Kernel

Thread

Kernel

Thread

Virtual A ddress Space

Descriptors

Object Table

Process

Object

Thread

Objects

CS 239, Spring 1997 Lecture1

Page 71

The Window s N TExecutive

Ty pical microkernel app roach to buildin g total OS

Offers higher level services than th e kernel

R uns in k ernel mode

B ut separate from the kernel

For eas e of change and ex pansio n

B uilt of independent modules

CS 239, Spring 1997 Lecture 1

Page 72

Windows NT Executive

Mod ules

¯ Object m anager

¯ Security reference monitor

¯ Process manag er

¯ Local procedure call facility

¯ Virtual memory m anager

¯ I/O manager

CS 239, Spring 1997 Lecture1

Page 73

Typical Activity in Windows

N T

Hard war e

Kern el

Ex ecutive

C lient

Process

Win3 2

Protected

Subsystem

CS 239, Spring 1997 Lecture 1

Page 74

So Why Haven´t Microkernels

Won ?

Typical microkernels req uire lots o f cros sings of OS/u ser b oundary to do anything useful

Each cross ing is pretty expensive

So many microkernels perform like dogs

Or ^m icrokernel~ grows ou t of its micro-ness

Question - are micr okernels a bad idea, or did the early microkernel designers make bad choices?