CS 239, Spring 1997 Lecture15

Page 1

Operating System Secu rity -

Malicio us Programs an d

Encapsulated Environments

CS239

A dvanced Operating S ystem s

May21, 1 997

CS 239, Spring 1997 Lecture 15

Page 2

Outline

¯ Malicious programs

¯ Encapsulated environments- the Java solutionandothers

CS 239, Spring 1997 Lecture15

Page 3

Malicio us Programs

Clever programmers can get software to do their dirty workfor them

Programshave several advantages for these purposes

˘ Speed

˘ Mutability

˘ Anonymity

CS 239, Spring 1997 Lecture 15

Page 4

Kinds of Mali cious Program s

¯ Trojanhorses

¯ Trapdoors

¯ Logic bombs

¯ Worms

¯ Viruses

CS 239, Spring 1997 Lecture15

Page 5

Trojan Horses

Seemingly useful program that contains code that does harmful things

Unsuspecting usersrun the Trojan horse to get the advertised benefit

At which time the Greeks spring out andslaughter your system

Particularly dangerous incompilers

CS 239, Spring 1997 Lecture 15

Page 6

Trapd oors

Asecret entry point into an otherwise legitimate program

Typically inserted bythe writer of the program

Most often found inlogin programs or programs that use the network

But also found in systemutilities

CS 239, Spring 1997 Lecture15

Page 7

Logic Bom bs

Like trapdoors, typically ina legitimate program

A piece of code that, under certain conditions, ^explodes~

Also like trapdoors, typically insertedby programauthors

CS 239, Spring 1997 Lecture 15

Page 8

Worms

Programs that seek to move fromsystem to system

Making use of various vulnerabilities

Other malicious behavior can also be built in

The Internetworm isthe most famous example

Can spread very, veryrapidly

CS 239, Spring 1997 Lecture15

Page 9

V iruses

A program that can infect other programs

Infected programs in turn infect others

Alongwith mere infection, Trojan horses, trapdoors, or logic bombs can be included

Like worms, viruses canspread very rapidly

CS 239, Spring 1997 Lecture 15

Page 10

How Do Viruses Work?

Whena program is run, it typically has thefull privileges of its runninguser

Including write privileges for some other programs

Aviruscanuse thoseprivileges to replace those programs withinfected versions

CS 239, Spring 1997 Lecture15

Page 11

Typical Virus Actions

1). Find uninfected writableprograms

2). Modify those programs

3). Perform normal actions of infected program

4). Do whatever other damage isdesired

CS 239, Spring 1997 Lecture 15

Page 12

Before the Infected Prog ram

Runs

Infected

Program

Uninfected

Program

Virus Code

CS 239, Spring 1997 Lecture15

Page 13

The Infected Program Runs

Infected

Progr am

Unin fected

Progr am

Virus Code

CS 239, Spring 1997 Lecture 15

Page 14

Infecting the Other Program

Infected

Program

Uninfected

Program

Virus Code

Virus Code

CS 239, Spring 1997 Lecture15

Page 15

How Do Viruses Fit Into

Programs?

¯ Prepended

¯ Postpended

¯ Copy program and replace

¯ Cleverly fit into the cracks

Some virusestake other measures tohide modifications

CS 239, Spring 1997 Lecture 15

Page 16

Where Can Viruses Occur?

Anywhere that imported code gets executed

¯ Imported programs

¯ Some inclusions in mail messages

¯ Boot sectors and other executable portions of media

¯ Macros attachedto some datafiles

CS 239, Spring 1997 Lecture15

Page 17

D ealing With Viruses

¯ Prevention of infection

¯ Detectionanderadication

¯ Containment

CS 239, Spring 1997 Lecture 15

Page 18

Preventi ng the S pread of

Viru ses

Don´t import untrusted programs

But who can you trust?

Viruses havebeen foundin commercial shrink-wrap software

Trusting someone means not just trusting their honesty,but alsotheir caution

CS 239, Spring 1997 Lecture15

Page 19

Oth er Preven tion Measu res

¯ Scanincoming programs for viruses

Someviruses are designedto hide

¯ Limit the targets viruses can reach

¯ Monitor updates to executables carefully

Requires a broad definitionof

^executable~

CS 239, Spring 1997 Lecture 15

Page 20

Viru s Detection

Many viruses have detectable signatures

But somework hard to hide them

Smart scanners can examine programs for virus-like behavior

Checksums attached to programs can detect modification

If virus smart enough togenerate checksum itself, digitally sign it

CS 239, Spring 1997 Lecture15

Page 21

V irus Eradicatio n

Tedious, because youmust bethorough

Restore clean versionsof everything

Take great carewith futurerestorationof backups

CS 239, Spring 1997 Lecture 15

Page 22

Con tainm ent

Run suspect programs inan encapsulated environment

Limitingtheir formsof access to prevent virus spread

Requires versatile security model and strong protection guarantees

CS 239, Spring 1997 Lecture15

Page 23

Imported Co de and

Encapsulated Environments

If so many bad things can happen when I run a program, I needto be very careful which programs I run

Butthat runs directly counter to industry trends

CS 239, Spring 1997 Lecture 15

Page 24

Why Will You Imp ort Lots of

Executabl es?

¯ Java andother Web technology

¯ Trendtowards buildingprogramsfrom components

¯ Activenetworks

CS 239, Spring 1997 Lecture15

Page 25

A ccess Con trol and Untrusted

Execu tables

Ishigh quality access control enough?

Simply runeach executable in its own protection domain

Carefully specifying accesses allowed

Then rely on the underlyingaccess control to keep you safe

CS 239, Spring 1997 Lecture 15

Page 26

Why Aren´t Sta nda rd Access

Con trol Meth ods the Answer?

Programs execute under the user´s identity, with theuser´s privileges

So the evil program has full user privileges

Most popular operatingsystems do not offer simple ways to limit thesecurity domain of a program

CS 239, Spring 1997 Lecture15

Page 27

Why Not U se Mo re Flexible

Security Roles, Then?

Alter Windows, Windows NT, Linux,

Solaris, etc. to have flexiblesecurity domains

Possible, but -

˘ What access isallowable?

˘ Howdoes it get set?

˘ Howfast canyoucreate the domains?

CS 239, Spring 1997 Lecture 15

Page 28

Anoth er Problem With

Standard Access Controls

Security domains are usually implemented as address spaces

So virtual memory can provide protection

But cross-address space communication is expensive

Problem if you´re building programsout of components

CS 239, Spring 1997 Lecture15

Page 29

Types of Solutions

¯ ImprovedOS access control

¯ ^Paddedcells~

CS 239, Spring 1997 Lecture 15

Page 30

Imp roving Access C ontrol in

Operatin g System s

Most popular systems aren´tbuilt to handlemore generalized access control

With domains not the same asprocess spaces

So we neednewsystems, or retrofits of oldones

Security retrofits rarelyworkwell

CS 239, Spring 1997 Lecture15

Page 31

Pad ded Cell Approa ch es

Control the list of thingsan untrusted piece of code canname

At agranularity below the address space

Essentially, execute theprogram in an encapsulated environment

CS 239, Spring 1997 Lecture 15

Page 32

Approach es to Building

Encap sulated En viron men ts

¯ Augmenting the OS

˘ Solves the general problem

¯ Virtual machine and language-based approaches

˘ Most suitablefor downloading small executables

¯ Software-enforcedfault isolation

˘ Most suitablefor composition of executables

CS 239, Spring 1997 Lecture15

Page 33

V irtu al Mach ine and Langu age

A pproaches

Define a virtual machine that does not allow^insecure~ operations

Write all ^untrusted~ programs in a languagethatworkson that virtual machine

Runimported programsthrough an interpreter for that language

CS 239, Spring 1997 Lecture 15

Page 34

The J ava Solution

Java does precisely that

The Java virtual machine is meant to provide asecure execution environment

Also portable

The Java language ensures that all program operations arein the context of that VM

CS 239, Spring 1997 Lecture15

Page 35

Security Concerns of the Java

A pproach

¯ Secure definition of virtual machine andlanguage

¯ Secure implementation of virtual machine

¯ Secure implementation of language compilers/interpreters

CS 239, Spring 1997 Lecture 15

Page 36

Language a nd Virtual Machin e

Definition s

Allsecurity depends on the virtual machine notallowing insecure things

And onthe language only working on therealmachinethrough the virtual machine

So they must be carefullydefined to not allow any insecure operations

CS 239, Spring 1997 Lecture15

Page 37

Secure Implem entation of th e

V irtu al Mach ine

Given that the definitionof the virtual machineis secure, we must be sure that the implementation matches the definition

Essentially, this is the same problem as verifyingthat an OS is secure

Perhaps on a smaller scale, though

CS 239, Spring 1997 Lecture 15

Page 38

Secu re Impl emen tation of the

Language

The virtual machine is not the real machine

Other executables must work with the real machine

So somethingmust ensure that the untrusted implementation only works through the virtualmachine

CS 239, Spring 1997 Lecture15

Page 39

Format of Im ported Programs

Java cannot allow importation of compiled code

Howcan thelocal machineknow that compiled codeonly calls thetrusted virtual machine?

So ^source~code must be imported

Then what?

CS 239, Spring 1997 Lecture 15

Page 40

Java Interpreters

You´ve got ^source~code that must be executed

What now?

Run it through a trusted interpreter

Which verifies that onlyapproved Java virtual machineoperationsare invoked

But interpretersproduce inefficient code

CS 239, Spring 1997 Lecture15

Page 41

^Just in Time~ Java Compi lers

Import thesource, but compile it, instead of interpreting it

Compile performed on download or just beforeexecution

Compiler must check security of code

Clearly a win ifyou run it more than once

Maybe a win even if only once

CS 239, Spring 1997 Lecture 15

Page 42

What is the Source Co de?

Could be genuine source

But genuine source is expensive to compile/interpret

In Java, you can send ^bytecode~

A portableformatthat is guaranteed to conform to the virtual machine

Essentially, a secure assembly language for that virtual machine

CS 239, Spring 1997 Lecture15

Page 43

A ccess Con trol and th e Java

V irtu al Mach ine

Fine, so the imported Java programs can only access the Java virtualmachine

What can that virtualmachinedo?

A key issue, because all the security is basedon thevirtual machine operations being acceptable

CS 239, Spring 1997 Lecture 15

Page 44

Java Virtual Machine

Cap abi liti es

Basically, it doesn´t allowmuch

¯ Very limited file access

¯ Noprocess creation

¯ Very limited network communications

¯ Very limited examination of details of thehost computer

CS 239, Spring 1997 Lecture15

Page 45

Java´sDancing Pig Problem

All Java is good for is displaying dancing pigs on your computer´s screen

Dancingpigs are of limitedutility

What happens if you really need towrite a file, create processes,communicate to a thirdparty?

CS 239, Spring 1997 Lecture 15

Page 46

Previous Java S ecurity

Problems

Based on the vulnerabilities we discussed earlier

¯ Bug in verifier allowed applets to deletefiles

¯ Appletscould generate and run raw machine code

¯ Allowed accessto other machines in some cases

¯ Bunches of others - www.javasoft. com:81/sfaq

CS 239, Spring 1997 Lecture15

Page 47

Software-Enforced F ault

Isolation

Another approach to encapsulated environments

The virtual machineapproach is limiting

Onlyoperations permitted by virtual machineare allowed

Usually, only one language is supported

CS 239, Spring 1997 Lecture 15

Page 48

Buil ding Program s Out of

Components

Increasingly,programsare being built outof pre-written components

Due toCOM, CORBA, etc.

So tobuild a program, slap together half a dozen pre-existing pieces

And add a littleof your owncode

But can you trust the pieces?

CS 239, Spring 1997 Lecture15

Page 49

Perfo rmance Im plications of

Security Dom ains

If you build a program out of components, they needto interact efficiently

Securitydomains built on virtualaddress spaces require IPC to communicate

Can you afford to haveyour program´s linkedlist code in adifferent address space?

CS 239, Spring 1997 Lecture 15

Page 50

Granularity of Security

Domains

Existing systems provide security domains at the granularity of address spaces

That´s too coarse

Composable programs need multiple security domainsin one address space

CS 239, Spring 1997 Lecture15

Page 51

A ccess Con trol Impl ications of

Fin er Gran ularity

Within a single addressspace, we need multipleaccess control domains for file references, IPC, etc.

But we also need accesscontrol for memory references!

Can no longer rely on hardware virtual memoryprotection

CS 239, Spring 1997 Lecture 15

Page 52

Other Approa ch es to

Protecting Memory

¯ Segment matching

¯ Address sandboxing

CS 239, Spring 1997 Lecture15

Page 53

The Basic To Be Solved

¯ Two mutuallydistrustingcode segments sharea singleaddress space

¯ They export operations to each other

¯ Howcan weguaranteethat theytouch each other onlythrough those interfaces?

¯ Given that they canissue each other´s addresses

CS 239, Spring 1997 Lecture 15

Page 54

Other Constrain ts

¯ Must not be limited to a single language

˘ Any executablemust work

¯ Must beenforced at run time

CS 239, Spring 1997 Lecture15

Page 55

Segm ent Matching

Examine executable about to beloaded for ^unsafe instructions~

What is unsafe?

˘ Anyjump or storeto address that can´tbe statically verified

˘ E.g., jumpthroughregister, store throughregister

CS 239, Spring 1997 Lecture 15

Page 56

Handling Unsafe Instructions

Define virtual memory segmentsthat a piece of code can legitimately address

For eachunsafe instruction, insert new instructions intheexecutable to check it at run time

Could be done at compile time or load time

CS 239, Spring 1997 Lecture15

Page 57

C hecki ng Un safe Instructions

Fundamentally, examine the non-static address thecode proposes touse

If it´s withinthe code´s boundaries, let it happen

If not, prevent it

And report theviolation

CS 239, Spring 1997 Lecture 15

Page 58

Costs of Seg ment Matchin g

¯ Must reserveseveralregisters for this purpose

˘ Four, in Berkeley implementation

¯ Additional instructions performed

˘ Four, in Berkeley implementationfor a typical RISC processor

CS 239, Spring 1997 Lecture15

Page 59

A ddress Sandboxing

Reduces the cost of providing thislevel of safety

Butloses ability topinpoint attempts to bypass thesecurity

Essentially, instead of checking,just applya maskto unsafe addresses

Maskensures that address is within permitted segments

CS 239, Spring 1997 Lecture 15

Page 60

When Is Softwa re-Enforced

Fault Isolation V alua ble?

¯ It´s expensive, because it adds instructions tocode

˘ Perhaps in commoncases

¯ But notnearlyasexpensive as IPC

¯ So itwins if the codeperformsa lot of

IPC

¯ Also requiresfast RPC across protectiondomains