CS 239, Spring 1997 Lecture16

Page 1

Encryption, Authen tication , and Distributed Sy stem

Security

CS239

A dvanced Operating S ystem s

May26, 1 997

CS 239, Spring 1997 Lecture 16

Page 2

Outline

¯ Introducti on

¯ Encrypt ion

¯ Authentication

¯ Using encryption and authentication in distributed systems

CS 239, Spring 1997 Lecture16

Page 3

Why Is Distribu ted System

Security Differen t?

¯ Youdon´t necessarily trust everyone completely

¯ Being distributed makes it easyfor intruders

¯ Distributed problems are always harder thansingle system problems

CS 239, Spring 1997 Lecture 16

Page 4

The Untru sted Network

In inmost distributed systems you don´t trust thenetwork

Yet you rely on it for vital services

So how can you operate safely?

CS 239, Spring 1997 Lecture16

Page 5

Hand ling Untrusted Networks

¯ Hideeverythingfromthose who shouldn´t see it

˘ Encryption

¯ Make sureeverything you get over the net came from aproper source

˘ Authentication

CS 239, Spring 1997 Lecture 16

Page 6

Encryptio n

The basic mechanism tohide your data

In plain sight

Various encryption algorithms can make data unusable by intruders

Typically, encryption uses a secret key known only tolegitimate users

Without the key, decrypting thedata is computationally infeasible

CS 239, Spring 1997 Lecture16

Page 7

Encryption Example

M is the plaintext (datato be encrypted)

E is the encryption algorithm

K e

is the key

C is the ciphertext (encrypteddata)

C = E(M, K e

)

CS 239, Spring 1997 Lecture 16

Page 8

Decrypting the Ciphertex t

C is theciphertext

D is thedecryption algorithm

K d

is thedecryption key

M = D(C, K d

)

M had better bethe same as it was before encryption

CS 239, Spring 1997 Lecture16

Page 9

Symmetrical Encryption

Many common encryption algorithms are symmetrical

I.e., E = D and K e

= K d

Some important encryptionalgorithms are asymmetrical, however

CS 239, Spring 1997 Lecture 16

Page 10

Encryptio n Security

Assu mptions

Assume that someone trying tobreak the encryption knows-

¯ The algorithms E and D

¯ Arbitrary amounts of matching plaintext andciphertext M and C

But does not know the keys K e

and K d

CS 239, Spring 1997 Lecture16

Page 11

Evalua ting Security of

Encryption

Given these assumptions, and anew piece of ciphertext C n

, howhard is it to discover M n

?

Either by figuring out K d

or some other method

What if M n

matches oneof the known pieces of plaintext?

CS 239, Spring 1997 Lecture 16

Page 12

Practical Secu ri ty of

Encryptio n

Most encryptionalgorithms canbe broken

If by no other means, exhaustively tryingall possiblekeys

Goal is to makebreaking them too expensive to bother

How do weprotect our encryption?

CS 239, Spring 1997 Lecture16

Page 13

Key Issu es in Encryption

Securityoftendepends on lengthof key

Longer keys givebetter security

But slows down encryption

The more data sent with agivenkey, the greater the chanceof compromise

The more data sent with agivenkey, the greater the valueof deducing it

CS 239, Spring 1997 Lecture 16

Page 14

One-Time Pads

Theoretically unbreakablesecurity

Asymmetrical encryption system

Use onebit of key for each bit of plaintext

Never reuseany key bits

Generate key bits trulyrandomly

CS 239, Spring 1997 Lecture16

Page 15

A dvantagesof One-Time Pads

¯ Proved secure(in information theoretic sense)

¯ Encryption algorithm is cheap

˘ XOR message with key

¯ Requiredprocedures for proper use wellunderstood

CS 239, Spring 1997 Lecture 16

Page 16

Problems With One-Time Pads

¯ They burn keys likecrazy

¯ Need to keep key usage insync

¯ If the keys aren´t truly random, patterns can be deduced in the bits

¯ Distribution of pads

CS 239, Spring 1997 Lecture16

Page 17

Pract ical Symmetri cal

Encryption Methods

Use various manipulations to conceal datausing secret key

DES is best known example

CS 239, Spring 1997 Lecture 16

Page 18

Encryptio n for Distrib uted

Sy stems

Can protectsecrecy of data while on insecure links

Can alsoprevent modification and many forms of fabrication attacks

But keys are a trickyissue

CS 239, Spring 1997 Lecture16

Page 19

Encryption Keys and

D istrib uted Sy stem S ecurity

To gainbenefit from encryption, communicating entitiesmust sharea key

Eachseparateset of entities needs at least one different key

And they mustbe changed periodically

Howdo you securely distributekeys?

CS 239, Spring 1997 Lecture 16

Page 20

Problems of Key Distribution

¯ Key must be kept secret

¯ Key must be generated by trusted authority

¯ Must besure keymatches intended use

¯ Must besure keys aren´t improperly reused

¯ Must bequickand automatic

CS 239, Spring 1997 Lecture16

Page 21

Key Distribu tion Schemes

¯ Manual distribution by oneparty

¯ Manual distribution by third party

¯ Use existing key to sendnew key

¯ Keyservers

CS 239, Spring 1997 Lecture 16

Page 22

Key Servers

Trusted thirdparty that can provide good keys on demand on line

Must bea program, for full utility

Typically on aseparate machine

Tremendous care mustbe taken to ensure secure communications with thekey server

CS 239, Spring 1997 Lecture16

Page 23

A symm etrical Cryptography

Keydistribution is a major problem for symmetric cryptography

Can wedesign a system where we can distribute something that isn´t secret?

Yes, using asymmetrical cryptography

Differentkeys for encryption and decryption

CS 239, Spring 1997 Lecture 16

Page 24

Public Key Cryptograp hy

Anasymmetrical formof cryptography

Different keys for encrypt/decrypt

C = P(M, K

P

)

M = P(C, K

S

)

Either key can encrypt

Important insight - only one key need be secret!

CS 239, Spring 1997 Lecture16

Page 25

The Pu blic Key

Everyonehas one key that isknown by all - it´snot a secret

For user X,

K

P,X

Encrypt all messages toX using the public key

Sinceonly owner knows private key, only owner candecrypt

CS 239, Spring 1997 Lecture 16

Page 26

The Priva te Key

The secret part of thekeypair

Only known to owner X

K

S,X

Used to decrypt all messagessent to that user

CS 239, Spring 1997 Lecture16

Page 27

Public Key Cryp tography For

Encryption

To send an encrypted message to Y,

C = P(M, K

P,Y

)

To decrypt it,

M = P(M,K

S,Y

)

CS 239, Spring 1997 Lecture 16

Page 28

So Is Public Key Cryptograp hy

Always th eAnswer?

Only thepublickey issent to anyone, and it´snot secret

So,no key distributionproblem?

Wrong!

How do I know a particular publickey really belongs to my partner?

Answer - Key servers again

CS 239, Spring 1997 Lecture16

Page 29

A uthentication

If asystem supports more thanoneuser, it must be ableto tell who´s doing what

I.e., all requests to the system must be tagged with user identity

Authentication is required to assure systemthat the tags are valid

Especiallyimportant for distributed systems

CS 239, Spring 1997 Lecture 16

Page 30

Authentication Mechanism s

¯ Passwords

¯ Cryptographicauthentication

¯ Other authentication mechanisms

CS 239, Spring 1997 Lecture16

Page 31

Passwords

A fundamental authentication mechanism

A user proves his identity by supplying a secret

Either at login orother critical time

The secret is the password

CS 239, Spring 1997 Lecture 16

Page 32

Password Security

¯ Password selection

¯ Password storage and handling

¯ Password aging

CS 239, Spring 1997 Lecture16

Page 33

Selecting a Password

Desirablecharacteristics include:

¯ Unguessable

¯ Easyto remember (and type)

¯ Not ina dictionary

¯ Too long to search exhaustively

CS 239, Spring 1997 Lecture 16

Page 34

Password Storage a nd

Handling

Passwords are secrets, so their security depends on careful handling

But seemingly the system must storethe password

To compare when users login

If system storageis compromised, so is allauthentication

CS 239, Spring 1997 Lecture16

Page 35

Securely Storing Passwords

Store only in encrypted form

To check a password,encrypt it and compare tothe encrypted version

Encrypted versioncan be storedin a file

Butthere are tricky issues

CS 239, Spring 1997 Lecture 16

Page 36

Tricky Issues in Storing

Encrypted Pa sswords

¯ What do I encrypt them with?

˘ If I use single keyto encrypt them all,what if thekey is compromised?

˘ That keymust be stored in the system

¯ What if two peoplechoosethesame password?

CS 239, Spring 1997 Lecture16

Page 37

Examp le: Th e Uni x Passwo rd

File

Eachpassword has an associated salt

Unixencrypts a block of zeros

Key built from password plus 12-bit salt

EncryptiondonewithDES

Stored information= E(zeros, salt + password)

To check password, repeatoperations

CS 239, Spring 1997 Lecture 16

Page 38

How Does This Help the

Problems?

¯ Nosingle key for encryption

˘ So can´t crackthat key

˘ And needn´t ever storeit

¯ Each encryption (probably) performed witha different key

˘ So two peoplewith the same password havedifferent encrypted versions

CS 239, Spring 1997 Lecture16

Page 39

D oesThis Solve th e Problem ?

Not entirely

Passwords exist in plaintext in process checkingthem

Passwords maytravel over communications lines inplaintext

Especiallyfor remotelogins

Or logins over modems

CS 239, Spring 1997 Lecture 16

Page 40

Problems With Passwords

¯ People choose badones

¯ People forget them

¯ People reusethem

¯ People rarely change them

CS 239, Spring 1997 Lecture16

Page 41

How To Deal Wi th Bad

Passwords

¯ Educate usersso theychoosegood ones

¯ Automatic password generation

¯ Check when changed

¯ Periodically runautomated cracker

Anysolution must balance user needs, password security, and resources

CS 239, Spring 1997 Lecture 16

Page 42

Public Key Cryptograp hy For

Authentication

Public key cryptography can alsobe used for authentication

Use it the other way around

CS 239, Spring 1997 Lecture16

Page 43

A uthenicatin g With PublicKey

Met hods

Originator X of message encrypts it with his privatekey

C = P(M , K

S,X

)

Receiver Y decrypts with thepublic key

M = P(C, K

P,Y

)

Sinceonly owner knows private key, only he could create proper C

CS 239, Spring 1997 Lecture 16

Page 44

Other Authenticatio n

Mecha nisms

¯ Challenge/response

¯ Smartcards

¯ Other special hardware

¯ Detection of personal characteristics

Allhave somedrawbacks

Some arecombined with passwords

CS 239, Spring 1997 Lecture16

Page 45

A uthentication For Distributed

Systems

When a message comes in over the net, howdo you tell who sent it?

Generally with someform of digital signature

Must be unique to signing user

And also unique tothe message

CS 239, Spring 1997 Lecture 16

Page 46

Digi tal Signatures

A digital signature is a guaranteethat an electronic document wascreated by a particular individual

Basic mechanism for authentication

Vital for electroniccommerce, secure electronic mail, etc.

S = signature(M)

CS 239, Spring 1997 Lecture16

Page 47

D esirable Properties of D igital

Signatures

¯ Easyto generate & verify

¯ Non-forgeable

¯ Unique (or closeto)

¯ Non-repudiable

¯ Storable

CS 239, Spring 1997 Lecture 16

Page 48

Providing D igital S ignatures

Encryption with ashared secret key has some of theseproperties

¯ Encrypt entire message

¯ Check signature by decrypting

S = E(M,K e

)

But normal encryptionhas problems for digital signatures

CS 239, Spring 1997 Lecture16

Page 49

Problems of Using Encryp tion for Digita l Signatures

¯ Bothparties can createsamemessage

˘ Withsame signature

¯ Onekey per pair of usersrequired

¯ Signatureis as large as message

˘ Poor storage properties

¯ Hardto handle multiple signatures per message

CS 239, Spring 1997 Lecture 16

Page 50

Public Key Cryptograp hy and

Digi tal Signatures

User Xwants to sign a message Msent to user Y

Calculatea characteristic Z of message

M (checksumor something similar)

S = P(Z,K e, X

)

Send bothM andS to Y

CS 239, Spring 1997 Lecture16

Page 51

C hecki ng a Pu blic Key Di gital

Signature

Y calculates thecharacteristic Z

M

of M

Then Ychecks thesignature

Z

S

= P(S,K d,X

)

If Z

M

== Z

S

, thesignatureis valid

CS 239, Spring 1997 Lecture 16

Page 52

Public Key Digital Signatu re

Diag ram, Step 1

M

Sen der X Receiv er Y

Sign the message

S =

P(Z

S

,K e,X

)

Z S = checksum(M)

CS 239, Spring 1997 Lecture16

Page 53

Public Key Dig ital Sig nature

D iagram, S tep 2

M + S Sender X Receiver Y

Sendthe message plus the signature

CS 239, Spring 1997 Lecture 16

Page 54

Public Key Digital Signatu re

Diag ram, Step 3

M + S

Sen der X Receiv er Y

Check the signature

Z s

= P(S,K

X,d

)

If Z

S

== Z

M

, thesignatureis valid

Z

M

= c hecksum(M )

CS 239, Spring 1997 Lecture16

Page 55

How DoesThis Scheme Hand le

V ariou sAtta cks?

What if anintruder changes the message?

What if someone replays amessage?

What if thesender denies a message he sent?

What if thereceiver tries to alter the message?

CS 239, Spring 1997 Lecture 16

Page 56

Intruder Alteration Diagram

Sen der X Receiv er Y

Intruder

CS 239, Spring 1997 Lecture16

Page 57

D isco vering the Alteration

M A + S Sender X Receiver Y

Z s

= P(S,K

X,d

) Z

M A

= chec ksum(M

A

)

Z

S

does not equal Z

M A

, sothe signature is invalid

CS 239, Spring 1997 Lecture 16

Page 58

Replay Di agram

Sen der X Receiv er Y

Intruder

CS 239, Spring 1997 Lecture16

Page 59

R eplay Occurs

Sender X Receiver Y

Intr uder

CS 239, Spring 1997 Lecture 16

Page 60

Checking the Repla yed

Message´s Signature

Sen der X Receiv er Y

Z s = P(S,K X,d )

Z

M

= c hecksum(M )

Intruder

Z

M

==Z

S

CS 239, Spring 1997 Lecture16

Page 61

How To Handle This R eplay?

¯ Sequencenumbers in messages

¯ Challenge/responseto sender

¯ Timestamp messages and discard ^old~ ones

¯ Don´t worry about it

CS 239, Spring 1997 Lecture 16

Page 62

Major Ch alleng e in Public Key

Cryptogra phy

How do I find outsomeone´s public key?

If not done securely, the systemis totally compromised

Must also be efficient

And howdo I securelystoreand manage public keys?

CS 239, Spring 1997 Lecture16

Page 63

A uthentication S ervers

Like key servers, trustedthird parties

An authentication server canproduce a ticket that guarantees the identity of a user

Generally tickets expire

Also used with symmetric cryptography

CS 239, Spring 1997 Lecture 16

Page 64

Kerberos

Most popular authentication server

Uses symmetric cryptography

Servers are trustedby all parties

Issues tickets that provide secure communications betweenclientsand servers

Tickets havea lifetime,thenexpire

CS 239, Spring 1997 Lecture16

Page 65

Kerberos in Action

KD C

Clien t Server

A client wants to communicate secu rely with a server

CS 239, Spring 1997 Lecture 16

Page 66

The Client Asks Kerberos for a

Ticket c,s

KDC

Client Server

CS 239, Spring 1997 Lecture16

Page 67

Kerberos Gives the C lient a

Ticket

{K

C,S

, {T

C,S

}K

S

}K

C

KD C

Clien t Server

CS 239, Spring 1997 Lecture 16

Page 68

What´s Going On Here?

What is in this message?

T

C,S

is the ticket that allowsthe client to communicate with the server

It´s encrypted with K

S

(so only the server can read it)

Message contains a newkey K

C,S

Entire message encrypted inC´s key

CS 239, Spring 1997 Lecture16

Page 69

N ow What Does theClien t

Have?

KD C

Clien t Server K

C,S

{T

C,S

}K

S

CS 239, Spring 1997 Lecture 16

Page 70

Why the Extra Key K

C,S

?

For authentication purposes

It´s also contained within theticket

Server can authenticate himself to client using that key

CS 239, Spring 1997 Lecture16

Page 71

C lient Sends Ticket to Server

{A c

}K c,s

,{T c,s

}K s

KD C

Clien t Server

CS 239, Spring 1997 Lecture 16

Page 72

What Does the Client Send?

Sendsencryptedticket from Kerberos server

Which only server can read

Also sends authenticator A

C

in session key K

C,S

Server gets K

C,S

from ticket, sends back altered version encrypted with K

C,S

CS 239, Spring 1997 Lecture16

Page 73

N ow What Does theServer

Have?

{A c

}K c,s

KD C

Clien t Server

T c,s

CS 239, Spring 1997 Lecture 16

Page 74

And Also . . .

{A c

}K c,s

KDC

Client Server

T c,s

K c,s

Since theticket contains the session key

A c

CS 239, Spring 1997 Lecture16

Page 75

Server Authenticates Itself to

C lient

{F(A c )}K c,s

KD C

Clien t Server

CS 239, Spring 1997 Lecture 16

Page 76

So Who Kn ows Wha t No w?

¯ The server knows the client is who he claimed to be

¯ The client knows the server is who he claimed to be

¯ Both have a private session key

˘ Kerberos server knowsit too, but they trust it

CS 239, Spring 1997 Lecture16

Page 77

Firewalls

A program to allowselective access to the network

Inboth directions

Typically, firewalls protect entire networks

They must examine everything that tries to passinto the protected domain

Onlyauthorizedtransmissions permitted

CS 239, Spring 1997 Lecture 16

Page 78

Firewall Example

I

N

T

E

R

N

E

T

Firewa ll

CS 239, Spring 1997 Lecture16

Page 79

What Do Firewa lls Do Well?

Prevent intruders from accessing machines on your network

Prevent your users from inadvertently compromising security

CS 239, Spring 1997 Lecture 16

Page 80

What Do Firewalls Do Badly ?

Prevent many forms of legitimate access

May get inthe way of other forms of security

Often, there´s no further security behind thefirewall

So if it fails .. .

CS 239, Spring 1997 Lecture16

Page 81

Firewalls, Eskim os, Po lar

Bears, and Igl oos

Firewalls are like igloos topolar bears - hard, crunchy outsides; soft, chewy insides

If the polarbear breaks through your firewall,expect him to chew up your users