1

CS 239, Spring 1997 Lecture2

Page 1

Operating Systems

A rchitecture, C ontinued

C S239

A dvanced Operating S ystems

A pril 2, 1997

CS 239, Spring 1997 Lecture 2

Page 2

Can Microkernels Perform

Well ?

¯ Microkernels are commonly viewed as a failed architecture

¯ Largely because of performance issues

¯ Is this problem caused by a bad paradigm or dumb desig ners?

CS 239, Spring 1997 Lecture2

Page 3

How To Optimize Microkernel

Performan ce?

¯ Minimize what must be in the microkernel

¯ Make those primitives really fast

¯ One approached outlined by Lied tke in ^On

m - kernel Cons truction,~ SOSP 96

˘ And implemented in L3 microkernel

CS 239, Spring 1997

Lecture 2

Page 4

Liedtke´s Minimal Microkernel

Primitives

¯ Support for recursive cons truction of

address spaces

˘ With kernel-provided protected address space

at the base

¯ Threads

¯ IPC

¯ Unique identifier sup port

CS 239, Spring 1997

Lecture2

Page 5

L3 Microkernel Address Space

Support

¯ Supp orts three primitives

1).Grant - give pages to another address space

2).Map - share pages with another addressspace

3).Flush -take back mapped or granted pages

¯ Not in microkernel -

˘ Memory management

˘ Paging

¯ I/O treated as add res s space

CS 239, Spring 1997

Lecture 2

Page 6

L3 Micro kernel Thread

Su pport

¯ An L3 thread is an activity executing ins ide

an address space

¯ Characterized as a set of registers

˘ Including atleast IP, SP,and state information

¯ Microkernel maintains association of thread

to address space

˘ Otherwise, threadsmight unsafely cross

address spaces

CS 239, Spring 1997

Lecture2

Page 7

L3 Microkernel IPC Sup port

¯ Kernel provides communications between

addres s spaces

¯ B y transferring messages between them

¯ Other IPC abstractions built on top of

mes sages

¯ Messages can be used as an abs traction for

hardware in terrupts, too

CS 239, Spring 1997

Lecture 2

Page 8

L3 Supp ort For Uniq ue

Identifiers

¯ Microkernel mus t reliably tag unique

identifiers onto something

˘ Threads, tasks, or channels

¯ Otherwise, prohibited operations can

masquerade as legal operations

CS 239, Spring 1997

Lecture2

Page 9

C an A Microkernel Supporting

These Perform Well?

¯ Well, L3 is damn fast

¯ C areful implementation of kernel-us ers

s witches allows L3 to switch in less than 3

m s ecs (p rimarily cost of entering/leaving

kernel mode)

¯ Liedtke also argues that other poor

s witching and caching effects are avoidab le

CS 239, Spring 1997

Lecture 2

Page 10

What´s the Cost of Fa st

Microk ernels?

¯ Non-portability - g etting stuff to run that

fas t inherently invo lves using special

characteris tics of particular hard ware

¯ Is this terrible?

˘ Only if the microkernel islarge and complex

˘ If not, porting to each new architecture isn´t too

bad

˘ Especially since some porting required, anyway

CS 239, Spring 1997

Lecture2

Page 11

R ecent Research In Op erating

System Orga nization s

¯ Ex tensibility r esearch

˘ Spin

˘ Exokernel

˘ Fluke

¯ 64-bit address space architectures

CS 239, Spring 1997

Lecture 2

Page 12

Extensibility In Operating

Sy stems

¯ Microkernels and layers s ystems promised

easy extensibility

¯ But extensibility hasn ´t been so easy

¯ Why is extensibility hard?

¯ What can designers do to make it easier?

CS 239, Spring 1997

Lecture2

Page 13

Why Is Extensibil ity Requ ired?

¯ Hard to design one system that does

everyth ing well

˘ Special OSs for databases and real time systems

˘ Somepropose special Java-supporting OS

¯ Th ings change, an d systems must change

with them

˘ Five years ago,who knew network servers

would need to deliver Web pages?

˘ Today´s OSs not equipped for multimedia

CS 239, Spring 1997

Lecture 2

Page 14

Why Is Ex tensibility Hard?

¯ What can (and cannot) be extended in an

OS?

¯ How can you design an OS that can be

safely extended?

¯ How can extensions to an OS run

sufficiently fast?

CS 239, Spring 1997

Lecture2

Page 15

What Can Be Extended

Most operating sys tems allow some

extens ions

E.g ., new device drivers, new file sy stem s

Sometimes new schedulers or pagers

B ut most systems don´t allow everything to be

extended

Deciding what can and can´t be extended is

tricky

CS 239, Spring 1997

Lecture 2

Page 16

Sa fe Extensions

How can one user (process) extend a s ys tem

without endangering others ?

Through error or malice

If the extension is in kernel mode, can´t it do

anything?

If it is n´t in kernel mode, can it perform well

enough?

CS 239, Spring 1997

Lecture2

Page 17

Extensibility and Performan ce

Th e real trick is having both

Withou t sacrificing safety

Many extensions are at a very low level

Th ey are invoked f requently

And must work quickly

CS 239, Spring 1997

Lecture 2

Page 18

Sp in

An extens ible OS being developed at the

University of Washington

Major go al is extensibility and customization

Approach is to allow user s to download code

into the kernel

Suitable performance achieved b y making the

cost of using extensions comparable to a

procedure call

CS 239, Spring 1997

Lecture2

Page 19

The Spin Philosophy

¯ Provide a s et of core operating system

s ervices

¯ Allow extension of sys tem services by

downlo ad ing new code into th e kernel

¯ En sure safety of extensions by using a type-

s afe language and strong interfaces between

s ystem services

CS 239, Spring 1997

Lecture 2

Page 20

Core Spin Services

¯ Extensible memory management

¯ Extensible thread management

¯ A few others

¯ A few trusted internals (e.g., device d rivers)

written in C

CS 239, Spring 1997

Lecture2

Page 21

Spin Extensions

¯ Written in Modula-3

˘ a type-safe language

˘ also supports strong interfaces and automatic

memory management

¯ Ty pical extension makes calls on in terfaces

of the core ser vices

¯ Since both extension and core s ervices are

in kernel space, potentially very fas t

CS 239, Spring 1997

Lecture 2

Page 22

Sp in Capabilities

¯ Kernel resources in Spin are referenced by

capabilities

¯ A capability is an u nforgeable ref erence to a

res ource

˘ system object

˘ interface

˘ collection of interfaces

¯ Capabilities in Spin are Modula-3 pointers

˘ Safety ensured at compile time

CS 239, Spring 1997

Lecture2

Page 23

Spin Protection Domains

¯ Set of acces sible names available to an

execution context

¯ Unlik e most systems, not provided by

virtual addressing

¯ Protected by the language at compile time

CS 239, Spring 1997

Lecture 2

Page 24

Extending Spin

¯ Man y extensio ns p ossible

˘ Monitoring

˘ Hints to system algorithms

˘ Replacement ofscheduler, etc.

¯ Extensions defined in terms of even ts and

handlers

˘ Eventannounces change in system state

˘ Handler receivesmessage

˘ Extens ions register handlers to match to events

CS 239, Spring 1997

Lecture2

Page 25

Spin Performance

¯ Highly variable, of course

¯ B ut typically a little faster to vastly fas ter

˘ Than either monolithic or micro-kernels

¯ For example, user-level thread Fork/Join

˘ DEC OSF/1 1230 microseconds

˘ Mach 338 microseconds

˘ Spin 85 microseconds

CS 239, Spring 1997

Lecture 2

Page 26

The Exo kernel

Extensible OS being develop ed at MIT

Fundamental idea is to expose very low level

details of har dware to users

And provide libraries to support their ty pical

needs

CS 239, Spring 1997

Lecture2

Page 27

The Exokernel Philoso phy

OSs typically do two basic things -

Multiplex hardware

Provide useful abstractions of hardware

Multiplex ing hardware is goo d

Trying to provide ab stractions of hardware is

bad

B ecaus e no abstraction is always right

And abstractions cost performance

CS 239, Spring 1997

Lecture 2

Page 28

What´s So Bad Abo ut

Abstractions?

¯ Abstractions deny applications the

advantages of dom ain-sp ecific

optimizations

¯ Abstractions discourage changes to exis ting

implementation

¯ New abstractions can only be built on top of

old on es , which can be clumsy

CS 239, Spring 1997

Lecture2

Page 29

So Down With Abstra ction s!

Th e Exokern el philosophy sugges ts the only

kernel OS functionality should relate to

hardware m ultiplexing

All abs tractions should be p rovid ed in

libraries at the user level

Key is to design good, cheap hardware access

facilities

CS 239, Spring 1997

Lecture 2

Page 30

Basic Exokernel Arch itecture

Exokernel

Hardware

Frame

Buffer

TLB Network Memory Disk

Secure

Bindings

Application

A

Application

B

Operat ing

System

Library A

Operat ing

System

Library B

CS 239, Spring 1997

Lecture2

Page 31

How Is This Differen t Than

Microkernel s?

¯ It´s the most extrem e microkernel p ossible

˘ Shortof none

¯ ALL the exokernel does is multiplex

hardware

¯ Actually, it´s not quite no abstractions, but

it´s very, very few

¯ C ompare bare (multiplexed) hardware to

Liedtke´s addres s spaces + threads + IPC +

uniqu e IDs

CS 239, Spring 1997

Lecture 2

Page 32

ServicesProvided by the

Exokernel

¯ Tracking ownership of resources

¯ Guarding all resource usage or binding

points

¯ Revoking access to resources

CS 239, Spring 1997

Lecture2

Page 33

How Are Th ese Services

Provided?

¯ Secur e bindings allow library operating

s ystems to bind to m achine reso urces

¯ Visib le revocation allows library operatin g

s ystems to participate in resou rce revocation

¯ Ab ort protocols allow exo kernel to break

bindings of uncooperative library operating

s ystems

CS 239, Spring 1997

Lecture 2

Page 34

What D oesn´t the Exokernel

Do?

¯ It does not manage resou rces

˘ No attempt to control who does what with the

hardware

¯ IF they hav e o btained con trol o f it properly

¯ No im position of higher-level abstractions

˘ No signal or RPC semantics

CS 239, Spring 1997

Lecture2

Page 35

Exokernel Performance

¯ An exokernel architecture can be very, very

fast

˘ No abstractionsto get in the way of exactly

what needs doing

¯ Question - how sm art does the programmer

have to be fo r it to go that fast?

CS 239, Spring 1997

Lecture 2

Page 36

Key Unansw ered Questions in

Exokernel

¯ Have you simply bumped all problems of

OS design from the kernel to u ser space?

¯ Can ordinary mor tals (or even high ly skilled

application programmers) write OS-type

code well enough to actu ally get

performance gains?

¯ Is this s tuff at all portable?

CS 239, Spring 1997

Lecture2

Page 37

Fluke

Another extensible operating system from the

University of Utah

C oncept is to marry virtual machines with

s tack ab le systems

Add extensibility by stacking new layers (of

virtual machines ) on top of a minimal

virtual machine

CS 239, Spring 1997

Lecture 2

Page 38

More on Virtual Machines

Virtual machine operatin g sy stems provide

higher level system s software the illus ion of

their own machine

In p rinciple, th e virtual mach ine need not

match th e architectu re of the p hysical

machine

For fast operatio ns, it had better, most o f the

time

CS 239, Spring 1997

Lecture2

Page 39

The Fluke Architecture

¯ A microkernel that provides a process

model ^machin e~

¯ Ability to s tack more virtual m achines on

top of the base one

¯ With efficient execution o f both instructions

and most system calls

CS 239, Spring 1997

Lecture 2

Page 40

The Stacking Problem in Most

Architectures

CS 239, Spring 1997

Lecture2

Page 41

The Stacking Problem in the

V irtual Machine C ontext

If it´s truly a virtual machine, you m ay need to

virtualize every instruction

Th is is hideously ex pensive

How do y ou get around the problem in Fluke?

CS 239, Spring 1997

Lecture 2

Page 42

Fluk e´s Answers to Stacking

Costs

1). Don´t virtualize every instruction

Just privileged instructions and s ystem calls

Machine code mostly executes untouched

2). Prov ide acces s at all levels to lowest level

virtual machine sys tem calls

If all you want is what the microkernel

prov ides, skip go ing through the other

layers

CS 239, Spring 1997

Lecture2

Page 43

The Fluke Architecture

PrivilegedInstructions

BasicInstruction Set

Common Protocol API

Low-Level System Call API

Memory

Manager

Tracer/Security Monitor

Process

Manager

Application

Processor

Microkernel

CS 239, Spring 1997

Lecture 2

Page 44

The Fluke Instructio n Set

¯ A comm only used subset of the x86

ins truction s et

¯ Most compilers produce these instr uctions

¯ Privileged instructions (e.g., virtual memory

controls) go thr ough the microkernel

¯ If you use an uns upported x8 6 instruction ,

all bets are off

CS 239, Spring 1997

Lecture2

Page 45

The Fluke Low-Level API

¯ Part of the m icrokernel

¯ A set of low-level objects and system calls

¯ C areful design maintains virtualizability o f

thes e calls

˘ So any level of process can callthemdirectly

CS 239, Spring 1997

Lecture 2

Page 46

What´s in the Fluke

Microk ernel?

¯ Address sp aces

˘ a very lightweight process/thread mechanism

¯ Thread objects

¯ Capabilities

˘ References to kernel objects

˘ Wrapped inside reference objects

˘ Only the kernel sees the actual capability

¯ Scheduling primitives

CS 239, Spring 1997

Lecture2

Page 47

Build ing Useful Services in

Fluke

¯ Microkernel services too minimal for many

purposes

¯ Higher level services can be built on top of

microkernel

˘ At any level above the microkernel

¯ Must match interfaces defined for Fluke, to

ensure they allow interpositio n

CS 239, Spring 1997

Lecture 2

Page 48

Conclusionson OS

Extensibility

¯ OS exten sibility is still an open issue

¯ Highly differing, extreme pos itions

guarantee fu n times at workshops attended

by pr oponents of various options

¯ Dig in to the literature and decide for

yourself!

CS 239, Spring 1997

Lecture2

Page 49

64-Bit Ad dressSpace Ma chines

An entirely different challenge fo r operating

s ystem architecture

A fun damental assumption about our

hardware is in the process of chan ging

Shou ld we chan ge the OS to m atch it?

CS 239, Spring 1997

Lecture 2

Page 50

The Ch allenge of Wide Virtual

Address Spaces

When virtual memory was created, 1 6 or 32

bit add ress es spaces were available

Reasonable s ize for one process

But maybe not for all processes on a

machine

And certainly not for all proces ses ever

on a machine

CS 239, Spring 1997

Lecture2

Page 51

Wide Address Space

A rchitectures

C omputer architects can n ow give us 64 bit

virtual addresses

A 64 bit address space, consumed at 100

megabytes per second, lasts 5 000 years

Orders of magnitude beyo nd any process ´

needs

40 bits can address a terabyte

CS 239, Spring 1997

Lecture 2

Page 52

Do We Care?

Should OS designers care about wide add ress

spaces?

Well, what can we do with them?

One poss ible answer---

Put all processes in th e same address

space

May be all processes for all time?

CS 239, Spring 1997

Lecture2

Page 53

Traditional Add ressing

A rchitectures

Each process gets its own complete 32- bit

addres s space

Only that process can correctly ^issue~ its

addres ses

Virtual memory hardware + OS sof tware

s upports switching of virtual memo ries for

different process es

IPC m ust usually go through the OS

CS 239, Spring 1997

Lecture 2

Page 54

Implications of Singl eShared

Address Space

IPC is trivial

Everybody agrees on the address es of

everything

Shared memory, RPC are thus simple

Separation of concepts of ad dress s pace and

protection domain

Uniform-address space

CS 239, Spring 1997

Lecture2

Page 55

A ddress Space and Protection

D oma in

A pro cess has a protection domain

Th e d ata that cannot be touched by other

proces ses

And an address sp ace

Th e address es it can generate and acces s

In standard systems, these concepts are

merg ed

CS 239, Spring 1997

Lecture 2

Page 56

Separating the Co ncepts

These concepts are potentially orthogonal

Just because you can issue an address doesn´t

mean you can access it

(Though clearly to access an add ress you must

be able to issue it)

Existing hardware can support this separ ation

CS 239, Spring 1997

Lecture2

Page 57

C ontext-Independen t

A ddressing

Addres ses mean the same thin g in any

execution context

So a given address always refers to the same

piece of data

Key concep t of uniform -addr ess systems

Allows many OS optim izations and

improvements

CS 239, Spring 1997

Lecture 2

Page 58

Uniform-A ddressing Allows

Easy Sharing

Any process can issue any addres s

So any data can be shared

All that´s required is changing protectio n to

permit desired sharing

Suggests programming methods that make

wider use of sharing

CS 239, Spring 1997

Lecture2

Page 59

The Opal S ystem

New OS u sing un ifor m-address ing

Developed at U. of Washing ton

Not intended as slight alteration to existing

Unix sys tem

Other uniform-address operating systems are

under develo pment

Most of th e res t of material specific to Opal

CS 239, Spring 1997

Lecture 2

Page 60

Protection Mech anisms for

Uniform-A ddressing

Protection domains are as signed portions of

the address space

They can allow other protection dom ains to

access them:

¯ Read-only

¯ With transferable acces s permiss ions

¯ With system-enforced page-level locking

CS 239, Spring 1997

Lecture2

Page 61

Program Executio n in

U niform-Access Memory

Ex ecuting a program creates a new protection

domain

Th e n ew domain is assigned an unused

portion of the virtual address space

B ut it m ay also get access to used portions

E.g ., a segment containing the req uired

executable image

CS 239, Spring 1997

Lecture 2

Page 62

Virtual Segments

Global address space is divided into s egments

Each compo sed of variable number of

contiguous virtual pages

Domains can only access segments they

attach to

Attempting to access unattached segment

causes a segm en t fault

CS 239, Spring 1997

Lecture2

Page 63

Persistent Memory in Op al

Persistent s egments exis t even when attached

to no cu rrent domain

Recoverable segments are per manently stored

And can thus surviv e crashes

All Opal segments can be persistent and

recoverable

Pointers can thus live forever on disk

CS 239, Spring 1997

Lecture 2

Page 64

Code Modu les in Opal

Executable code stored in modules

Independent of pr otection domains

Pure modu les can be easily shared

Because they are essentially static

Can get benefit o f dynamic loading witho ut

run-time linking

CS 239, Spring 1997

Lecture2

Page 65

A ddress Space Reclamation

Trivial in non-uniform-addres s sys tems

Tricky in uniform-addres s systems

Problem akin to reclaiming inodes in the

pres ence of hard links

B ut even if segments improperly reclaimed,

only trus ting domains can be hu rt