CS 239, Spring 1997 Lecture5

Page 1

D istrib uted Sy stems -

Theoretica lFoundations ( pt. 2)

A greement Proto cols

C S239

A dvanced Operating S ystem s

A pril 1 4, 199 7

D r. Richa rd Gu y

CS 239, Spring 1997 Lecture 5

Page 2

LectureSou rceMateria ls

Singhal, Ch. 8: Agreement Prot ocols

Lam port, Shos tak, & Pease, The Byza ntine

Generals Problem, ACM TOPLAS, July

1982.

CS 239, Spring 1997 Lecture5

Page 3

Outline

¯ Th eoretical Foundations (part 2 of 2)

˘ Vector clocks

˘ Causal ordering of messages

˘ Global state

¯ Agreem en t Protocols

CS 239, Spring 1997 Lecture 5

Page 4

TheoreticalFou ndations

¯ Motiv ation

¯ Model

¯ Inherent limitation s of distributed sys tem

¯ Virtual clocks

¯ Causal ordering of mes sages

¯ Global state

CS 239, Spring 1997 Lecture5

Page 5

Key qu estion

¯ Is it pos sible to obtain a coherent global s tate of a distributed sy stem, given the abs ence o f a global clock, no shared mem ory, and the existence of arb itrary delay com munication channels?

CS 239, Spring 1997 Lecture 5

Page 6

^Virtual clock ~ so lutions

¯ Lam port´s logical clocks

˘ limitations of Lamport´s clocks

¯ Fidge/Mattern vecto r clocks

CS 239, Spring 1997

Lecture5

Page 7

Logical clocks

¯ Model and d efinitions

¯ System of clock s

CS 239, Spring 1997

Lecture 5

Page 8

Mod el

¯ Process execution is sequence of ^events~

¯ Event is arbitrary granularity

˘ procedure call

˘ single instruction

¯ Sending a mess age is sin gle event

¯ Receiving a message is sin gle event

CS 239, Spring 1997

Lecture5

Page 9

^Happened before~ relation

¯ captures causal dependencies between events

¯ relation ® is defined as follows :

¯ a ® b if a and b are events in th e same process and a o ccurred befo re b

¯ a ® b , if a is the event o f sending a messa ge m in a p rocess and b is the event of receiving m in a nother p rocess

¯ if a ® b and b ® c , the n a ® c (tr ansitiv e)

CS 239, Spring 1997

Lecture 5

Page 10

Sp ace-time diag ram

P

1

P

2

Global Time

Space e

11

e

12

e

13

e

14 e

21

e

22

e

23

e

24

CS 239, Spring 1997

Lecture5

Page 11

Pract ical realization of ®

¯ System of lo gical clocks , C i

˘ one clock C i

at each process P i

in system

˘ C i

assigns number C i

(a) to any event a at P i

¯ timestamp of event a

˘ values of C i

have no relation to physical time

˘ values of C i

are monotonically increasing

˘ implementable by simple counters

CS 239, Spring 1997

Lecture 5

Page 12

Lim itation s of Lamp ort´s clock

¯ If a ® b , then C(a) < C(b)

¯ Is the reversetrue?

˘ if C(a) < C(b), is a ® b always true? NO!

¯ Lam port´s clock cannot distinguish between clock advancement from local vs rem ote events

¯ hard to reason based on event timestamps

CS 239, Spring 1997 Lecture5

Page 13

V ector clock s

¯ Similar to logical clocks, but with vector rather than scalar values.

¯ Vector is length n , n is num ber of processes

˘ C i

[i], the ith entry of C i

, corresponds to P i

´s logical time

˘ C i

[j], j ¹ i is P i

´ s best guess of P j

´s logical time

¯ C i

[j] is time of last event at P j

which

^happened before~ the current time at P i

.

CS 239, Spring 1997 Lecture 5

Page 14

Imp lementa tion rules

¯ [IR1] Clock C i

is incremented between any two s uccessiv e events in process P i

C i

[i] := C i

[i] + d (d >0)

¯ [IR2] If a is the event of s en ding a m ess age m by process P i

, then m is ass igned a vector timestam p t m

= C i

(a) (after applying IR1).

When m is received b y process P j

, then C j

is

" k ¹ j,C j

[k] := max (C j

[k] , t m

[k]); C j

[j] += d

CS 239, Spring 1997 Lecture5

Page 15

Space-time diagram

P

1

P

2

Global Time

Space e

11

e

12

e

13 e

21

e

22

e

23

e

24

P

3 e

31

e

32

(1,0,0) (2,0,0) (3,4,1)

(2,4,1)

(0,0,2)

(2,3,1)

(2,2,0)

(0,1,0)

(0,0,1)

CS 239, Spring 1997 Lecture 5

Page 16

Vector Timestamps

¯ are ^pairwise~ compar able to determine

˘ (not) equal

˘ (not) less than or equal to

˘ (not) less than

˘ concurrent

˘ ^less than or equal to~ is a partial order

˘ concurrent is not transitive

CS 239, Spring 1997 Lecture5

Page 17

¯ Ev ents a and b are caus ally related if

˘ t a < t b , or t b < t a

˘ a ® b iff t a < t b

¯ C an look at timestamps to determin e caus al relationships , which was not possible with

Lamport´s logical clo cks

¯ Scalable?

CS 239, Spring 1997 Lecture 5

Page 18

Cau sa l orderi ng of messages

P

1

P

2

Global Time

e

11

e

12 e

21 e

22

e

23

P

3 e

31

e

32

Send(M 1 )

Send(M 2 ) e

33

1 2

CS 239, Spring 1997 Lecture5

Page 19

C ausal o rdering of messages

¯ Matching receive order with s end order

˘ typically, the desired semantics

¯ Protocol key concepts

˘ delay (buffer) delivery untilpreceeding messge is known to have been delivered

˘ use message-event-specifictimes tamp, with increment-by-one clock, to identify messages

˘ Birman, et al, assumes broadcast messages

CS 239, Spring 1997 Lecture 5

Page 20

Global state

¯ Tas k: to record and collect a coheren t glob al state in a distributed system

¯ Key problem: correctly recording ^state~ of comm unication chan nels

CS 239, Spring 1997 Lecture5

Page 21

Global state problem

$500 $200

S1:A S2:B

Global state: 1

C1: Empty

C2: Empty

CS 239, Spring 1997 Lecture 5

Page 22

Global state p roblem

$450 $200

S1:A S2:B

Global state: 2

C1: Transfer $50

C2: Empty

CS 239, Spring 1997 Lecture5

Page 23

Global state problem

$450 $250

S1:A S2:B

Global state: 3

C1: Empty

C2: Empty

CS 239, Spring 1997 Lecture 5

Page 24

(In)consistent global state

P

1

P

2

Global Time

Space

LS

11

LS

12

LS

21

LS

22

LS

23

P

3 LS

31

LS

32

LS

33

CS 239, Spring 1997 Lecture5

Page 25

C handy-Lamport Algorithm

¯ Key id ea: u se special compu tationindep enden t marker to delimit/flush channel

¯ pro cesses record lo cal s tate and chann el s tate, upon receiving mar ker(s)

¯ after receiving markers on all incom ing channels , send recorded state to initiator

CS 239, Spring 1997 Lecture 5

Page 26

Algo rith m d etai ls, part 1

¯ Marker sending/receiving rules

¯ Marker send ing rule for process P

˘ P records its local state

˘ P sends marker along all outgoing channels, if it hasn´t yet done so

CS 239, Spring 1997 Lecture5

Page 27

A lgorithm details, part 2

¯ Ma rker receiving rule for process Q

˘ If Q has not yetrecorded its state

¯ record state of C as an empty sequen ce

¯ foll ow the marker sending rule

˘ else

¯ record state of C as the seque nce of messages received on C after Q ´s state wa s recorded (ear lier) an d before Q received th e marker along C .

CS 239, Spring 1997 Lecture 5

Page 28

Algo rith m comments

+ Multiple initiations allowed

¯ single process

¯ multiple processes

+ Particularly useful for stable state detectio n

¯ deadlock detection

¯ computation termination

˘ Assumes FIFO channels

CS 239, Spring 1997 Lecture5

Page 29

Summary

¯ ^No global clock~ is impo rtant because...

¯ ^No shared mem ory~ is im portan t becau se...

¯ Th e virtual clock approach helps becaus e...

¯ C ausal message ordering is u seful because...

¯ Glob al state determin ation is us ed in�

CS 239, Spring 1997 Lecture 5

Page 30

Sk ipping material in...

¯ Ch. 6: Distribu ted Mu tual Exclusion

¯ Ch. 7: Distribu ed Deadlock Detection

CS 239, Spring 1997 Lecture5

Page 31

A greement Proto cols Outline

¯ Motivation

¯ Definition

¯ System Model

¯ Problem Clas sification

¯ B yzantine Ag reement

¯ Applications

A greement Proto cols Outline

CS 239, Spring 1997 Lecture 5

Page 32

Motivation

¯ Cooperation or co mpetition

˘ distributed commit

˘ unique resource reservation/usage

¯ Eas y, if failure-free

¯ Harder (im possible?) with failures

˘ fail-stop would be nice, but...

˘ maliciousprocess prevent agreement?

CS 239, Spring 1997 Lecture5

Page 33

A pproach

¯ pro cessors exchange mes sag es

¯ faulty pro cess may

˘ fail to respond/send as expected

˘ send malicious messages

¯ nonfaulty do n´t know who is faulty

¯ all (nonfaulty) execute same protocol

CS 239, Spring 1997 Lecture 5

Page 34

Sy stem M odel

¯ n processors, of which at most m are faulty

¯ system is logically fully connected

˘ message passing directly between all processors

¯ receiver alway s knows identity of sender

¯ link s d on´t b reak; only processors may fail

¯ agreement is binary : 0 or 1 are fin al values

CS 239, Spring 1997 Lecture5

Page 35

A ddi tional model pa ra meters

¯ Synchronou s vs asynchronous computation

˘ rounds

˘ asynchronous proven not solvable!!!

¯ Failure mod el (crash, omis sion, malicious)

¯ Auth enticated vs non- authenticated mes sages

¯ C omputational com plexity

˘ time, message traffic,storage overhead

CS 239, Spring 1997 Lecture 5

Page 36

Problem Cla ssification

Byzantine agreement

Consensus Interactive consistency

Who initiates the value?

One All All

Final agreement

Single Single Vector

CS 239, Spring 1997 Lecture5

Page 37

C lassification commen ts

¯ All three are closely related

¯ B .A. solution can be bas is for other two

˘ not necessarily most efficient...

CS 239, Spring 1997 Lecture 5

Page 38

Byzan tine Agreemen t

¯ Byzantine Generals

¯ Upper bound o n |Faulty processors|

¯ Impossibility result

¯ Lam port-Shostak-Pease Algor ithm

CS 239, Spring 1997 Lecture5

Page 39

Byzantine Generals

G

1

G

2

G

4

G

3

Enemy

CS 239, Spring 1997 Lecture 5

Page 40

Byzan tine Genera ls

G

1

G

2

G

4

G

3

Enemy

CS 239, Spring 1997 Lecture5

Page 41

Byzantine Generals

G

1

G

2

G

4

G

3

Enemy

^G1 says attack~

^G4 says don´t attack~

^don´t attack~

^attack~

^take a hike~

CS 239, Spring 1997 Lecture 5

Page 42

Upper bound on

|Faulty pro cessors|

¯ Too many faulty pr ocessors can prevent nonfaulty pr ocessors from agreement

¯ How many is too man y?

¯ If fully connected, non-authenticated m £ ë ( n -1)/3 û

¯ If authenticated, m < n for agreement

CS 239, Spring 1997 Lecture5

Page 43

Impossibility result

¯ Agreem en t im possible if n =3, m =1

¯ C onsider n =3, m =1, v alues are 0 and 1, pro cessor p

0

initiates value

¯ two cases ( indistinguishable)

˘ p

0

is not faulty

˘ p

0

is faulty

CS 239, Spring 1997 Lecture 5

Page 44

p

0

is no t faulty p

0 p

1

p

2

1 1

1

0

CS 239, Spring 1997 Lecture5

Page 45

p

0

is fa ult y p

2

p

1

p

0

1 0

1

0

CS 239, Spring 1997 Lecture 5

Page 46

Lam port-Shostak-Pease

Algo rith m

¯ ^Oral message~ (no n-authenticated ) approach

¯ recursively defined(!)

CS 239, Spring 1997 Lecture5

Page 47

A lgorithm OM(0)

¯ s ource processor s ends value to every pro cessor

¯ each process or uses received value

˘ default value is 0,iffaulty source doesn´t send

CS 239, Spring 1997 Lecture 5

Page 48

Algo rith m OM( m ), m >0

¯ source process or sends value to ev ery processor

¯ foreach i, let v i

:= value process i gets from source

Proces sor i initiates Algorithm OM( m -1) using v i

˘ processor i acts as new source

˘ sends to n -2 (or n -3, etc.) other processors

CS 239, Spring 1997 Lecture5

Page 49

¯ foreach i and each j( ¹ i), let v j

:= value pro cess i received from processo r j in Step 2 using Algorithm OM (m - 1).

Processor i uses the value majo rity ( v

1

, v

2

,

..., v n-1

)

CS 239, Spring 1997 Lecture 5

Page 50

Algo rith m OM() comments

¯ message com plexity is O( n m )

¯ requ ires m +1 rounds

¯ Dolev solution is polynom ial, but 2 m +3 rounds

CS 239, Spring 1997 Lecture5

Page 51

A ppl ications of Agreement

¯ c lock synchronization

˘

¯ clock synchronization

˘ multiple initial values

¯ atom ic co mmit

CS 239, Spring 1997 Lecture 5

Page 52

Su mmary

¯ Agreement pr otocols are needed to�

¯ Important parameters are�

¯ It is imposs ible to reach ag reement when �

¯ Byz. agreement solutions are valu able �

¯ Typical applications of agreement are ...