Review of CS 111

CS239

A dvanced Op erating Systems

1997

Review of OS Concepts

¯ Overview

¯ Basic OS architecture

¯ Process es, IPC, and scheduling

¯ Mem ory management

¯ Inpu t/output

¯ File sys tems

¯ Distributed file system basics

O verview

Purposes of OS -

¯ C lean virtual machine

¯ Architecture independence

¯ R esource sharing & utilization management

¯ Lo ng term data storage

¯ Protection, secu rity, accounting

¯ R eal time s upport, parallelism, h uman interface

Changi ng Roles of the OS

¯ What the OS d oes depends on available hardware and software

¯ And on changing uses of m achines

¯ And on changing expectations of us ers

O S Structural Issues

¯ Interactivity?

¯ Multiple users ?

¯ Multiple concurrent processes?

¯ Multiple process ors ?

¯ Multiple machines?

¯ Virtual memory?

¯ R eal time s upport?

Organizatio n of an OS

Componen ts include:

¯ OS kernel

¯ Interrupt vecto rs

¯ Bootstrap p rogram

¯ Device drivers

¯ Various servers

Major Divisions of a Basic OS

¯ Program executio n and process management

¯ Memory managem ent

¯ File system management and device suppo rt

¯ Network and co mmunicatio ns m anagem ent

¯ User interface support

OS Organization Strategies

¯ Monolithic organization

¯ Layered organization

¯ Virtual machine s ystems

¯ Microkernel systems

¯ Object orien ted s ystems

Pro cessesand Scheduling

What is a proces s?

˘ Unit of proces sor s cheduling

˘ Abs traction for unit of resou rce allocation

˘ Sequential activity

˘ Usually in control of private address s pace

Components of a Typical Process

Process C ontrol

Block

Address

Space

Pro cess Control Blocks

C ontains all information about process that the OS needs to know -

¯ Process name and type

¯ Process state image

¯ Scheduling info

¯ Addres s space location

¯ Process handling information

¯ Lo ts of other stuff

Process A ddress Space

¯ A physical or virtual segment o r segments of m emory

¯ Protected ag ainst access by other processes

¯ May be stored in core or on dis k

Or both

Pro cess St ates

¯ R unning

¯ R ead y

¯ B locked

¯ Swapped out

¯ Killed

Typical Process Flow

¯ Ready process reaches head of queue and starts run ning

¯ Process runs till end of time slice

¯ Process is switch ed out and moved to end of queue

¯ Alternately, process blocks and is moved to end of queue

¯ Or process exits and is destroyed

¯ Or process is interrupted

Interrupts

Hardwar e ability to change current path of execution unexpectedly

Generally based on either

˘ An internal processor event

˘ An external stimulus

Interrup ts usually lead to co ntext switches

Pu rpose of Interrupts

¯ To deal with high priority activities that cannot wait

¯ To handle real time constraints

¯ To maintain control over processor usage

¯ To recover from errors

H andling an Interrupt

1. Save p rocessor s tate

2. C onsult interrupt vector table

3. Trans fer control to interrupt handler

4. Interrupt handler does its work

5. Typically, control retu rns to OS qu ickly

Implication of In terrupts

¯ Asynchrony

¯ Effective parallelism

¯ Non-determinism

¯ Real time management poss ible

Context Switching

Effectively changing the attention o f the proces sor

R equires -

¯ Stopping running process cleanly

¯ Savin g context of stop ped p rocess

¯ Lo ad ing context of next pro cess

¯ Star ting up next process

¯ Accounting and scheduling of administration

Threads

¯ An abstraction for execution

¯ A process is com posed of multiple threads

¯ All process threads share common r esources

˘ Heap,open files, IPC channels, etc.

¯ But each is an independent flow of execution through a program´s code

¯ Especially useful for program s that inherently support multiple activities

Where S hould Threads Live?

¯ Does the kernel kno w about threads or n ot?

¯ If it does ,

˘ Kernel can schedule threads

˘ Butkernel threadsmay be expensive (close to context switch)

¯ If it does n´t,

˘ Kernel can´t schedule threads

˘ Butuser-space implementation is cheaper (no context switch)

Interprocess Communications

¯ IPC, for short

¯ Allows pr ocesses to interact

¯ But leads to many po tential pro blems

˘ Particularly synchronization and deadlock problems

¯ Similar p roblems are commo n internally in operating systems

Synchronization

R eal systems are non-deterministic

Due to concurrency

B ut we must hide much non-deter minis m fr om users

Synchronization p rovides determinism where impo rtant

Guarantees correct program execution regardless of interleaving

Important S ynchronization

Concepts

¯ Cobegin/coend

¯ Atomic actions

¯ Mutual exclusion

¯ Semaphores

¯ Deadlock

Cobegin/Coend

B asic s ynchron ization construct

Statements bracketed by cobegin / coend execute con currently

None begin before statements preceding cobegin fin ish

No statements after coend start until bracketed statements end

Cobegi n/Coend Example x = 0;

cobegin x = x + 1;

y = x;

coend;

z = y + 1;

What value does z have?

A tomic Action s

A seq uence of instructions that acts as a s ingle, uninterruptable instruction

At any instant, all actions have been perf orm ed

Or no ne have

As seen from outsid e sequence

Mutual Exclusion

Ensures that n o two pr ocesses are in critical section of code simultan eo usly

Can be used to provide ato mic actions

Can be implemented in various ways

Semapho res

C omprehensive synchronization mechanism

C an provide mutual exclus ion

B asically, a semaphore protects access to a s hared resource; for example -

˘ Code segment

˘ Device

˘ File

Semaphore Operations

Three operations on semaphores

¯ Create and Initialize(s, n)

¯ P(s)

¯ V(s )

P Semaphore Operation

Either grants control of a res ource protected by a semaphore

If resource not in use

Or blocks waiting fo r curren t controller to fin ish

If som eone else is using it

C an´t use resource till P operation succeeds

V Semaphore Operation

Releases control of protected resource

If any proces ses are waiting on semaph ore,

Wakes exactly o ne of them

Waking looks th e same as immediate return from P operation

U ses of Semap hores

C an provide many synchronization serv ices

¯ Mutual exclus ion

¯ Message rendezvous

¯ C oend

¯ R ead er/writer on shared data

Deadlock

When a set of proces ses wait on r esources locked by each other

Can wait for

˘ critical code s ections

˘ res ources

Processes

Resources

A B

R1 R2

Processors

Resources

A B

R1 R2

Processors

Resources

A B

R1 R2

Processors

Resources

A B

R1 R2

Processors

Resources

                                                 A B

                                               R1 R2

                                                                     Deadlock!

Dealing With the Deadlock

Problem

¯ Igno re the pro blem

˘ Good solution if probability very, very low

¯ Prev ent deadlocks from occu rring

˘ Not always possible; many algorithms exist

¯ Detect dead locks  and recover from them

˘ Common solution; many algorithms exist

                                                    Pro cess Scheduling

How to handle need s of sim ultaneously active

           proces ses ?

Need to provide -

               ¯ Fair ness

               ¯ Effective utilization of res ources

               ¯ R espon siv eness

Ev ery so often, switch from one process to

           another

When to Sw itch Processes?

¯ When tim e slice is used up

¯ When ru nning process b locks  for some
reason

¯ When interrupt o ccurs

¯ When ru nning process encou nters a fault

                                       Scheduli ng Algorithms

¯ R ound robin

¯ Preem ptive priority

¯ Aging preemptive priority

¯ Shortest deadline first

¯ Shortest remainin g time first

¯ Multilevel feed back

Memory Managemen t

What if  you don´t have enough real memory
to support processes ´ needs?

¯ Multiple processes needing  more total
memory than available

¯ Individual larg e processes

                                                         Pro cess Swapping

 Move pro ces ses  in and out of main m emory,

           as necessary

           Th ose ^out~ of memory  reside on dis k

Allows  multiple processes to b e active at the

           s am e time

           Ev en  if th ere isn´t enough m emory for all

B ut swapping does n´t work fo r big  processes

           And it´s slow

Virtual Memory

Allow processes to have large memory space

Divide m ain memor y into page frames  of
fixed size

Divide p rocesses´ memory into pages

Same size as page frames

Only k eep certain pages  in main memory

Keep other pages on disk

Dependent on har dware su pport (MMU)

                                                                                 Page Faults

When VM need s page not in main memory,

               ˘ Halt the process

               ˘ Generate a request to bring page from disk

               ˘ Swap in another process

When page request from disk is  ready

               ˘ Halt running process

               ˘ Choos e where to put the page

               ˘ Clear the faulted process

               ˘ Start some process running

How Do You Do It?

Any address  refer ence may cause page fault

Pages may s it anywhere in phys ical memory

Need hardware to translate virtual addresses
to real addresses

Must be very fast

Page tables and trans lation  lookaside buffers

                                                          V M an d Hit Ratio

Hit ratio measures  VM effectiveness

Hit ratio = fraction of memory accesses

           s atisfied by pages in memory

Must be very, very high for virtual memory to

           be fast enough

Trans lation lookaside buffers  have their own

           hit ratio (which also  must be very, very

           high)

Virtual Memory Policies

¯ Page fetch policy - when d o you get a page
and what pages  do you get?

¯ Page placement po licy  - what page frame is
chosen to hold particular pages?

¯ Page rep lacement policy - if all page frames
are curren tly filled when a fetch occurs ,
which page is displaced?

            Page Replacemen t Algorith ms

When you get a page fault, what page gets

           thrown out?

¯ FIFO

¯ Optim al

¯ Least Frequently Used

¯ Least Recently Us ed

¯ Not Recently Us ed

Locality

Virtual memory can only work becaus e of
locality

Mem ory references tend  to be clustered in a
small number of pages

Over shor t periods  of time

Most data access turns  out to h ave good
locality

But not all

                                        Page Allocation Policy

How many page frames  sho uld a process get?

To o few and it faults all the time

To o many and oth er processes fault all the

           time

Processes with poor locality need more frames

Ty pical OS problem of reso urce management

Work ing set theory is important to this  is sue

Input/O utput

¯ Communicating outside the main memory
of the computer is increas ingly important

˘ Pages from local disk

˘ Input from mouse/keyboard

˘ Windowing systems for screen display

˘ Network communications

˘ File systems/databases

                                             Characteristics of I/O

¯ Highly variable

               ˘ Disks aren´t like networks aren´t like screens

               ˘ Even within a class, lots of variability

¯ Ty pically complex

               ˘ Data formatting issues

               ˘ Tricky synchronization

               ˘ Performing well often challenging

¯ Operating system support us ually required

Typical O S App roach t o I/O

¯ Offer a few lim ited abstractions describing

I/O

˘ Easy for users to understand and work with

˘ But not closely related to real devices

¯ Use device drivers  to map from pleasant
abstractions to unp leasant reality

                                 Typical I/O Abstractions

¯ Files

¯ Data streams

¯ B lock and character special devices

¯ I/O channels

Device Drivers

¯ Most common m ethod of OS su pport for

I/O

¯ Per-device type

˘ Code highly specific to particular device

¯ Handles all the grungy details of that device

                                         Files and F ile S ystems

Files  are persistent collections of data

Ty pically organized into file s ystems

File systems provide gener ic way to access

           pers istent data

File System Fun damentals

File sys tems  should provide

¯ Data org anization mechanisms

¯ Data naming m ech anisms

¯ Data acces s prim itives

¯ Synchronization

¯ Protection and security

                                                                                   D irectories

Ty pically, file systems are hierarchically

           organ ized

Norm al files are leaves in the tree

Non-leaves are called director ies

Directo ries con tain organizational information

And help file system s locate data

Directo ries are also files, of course

File Systems and Disks

Most typically, permanent file storage is on
dis k

File sys tem m ust decide disk s torage lo cation
for each data p age

File sys tem data page need not be the same
size as VM page

Must be able to fin d data later

Complex iss ues to achieve g ood performance

         Buffer Caching in File Systems

¯ OS cannot afford typical disk seek and

           trans fer times on every file access

¯ To  speed up average access , keep some disk

           blocks  in a cache in core

¯ Proper bufferin g can m ake a big

           perf orm ance difference

On-Disk File Sy stem Lay out

¯ How files and file blocks are organized on
dis k has strong performance im plications

¯ Various strategies exis t to minimize the
time s pent reading from/writing to disk

¯ Which to  use depends on relative
dis k/CPU/memory performance

˘ And file access patterns

                      Standard Uni x File Systems

¯ Use a p er-file data structure (inode) to find a

           file´s data blocks

               ˘ Not necessarily contiguous

¯ Try to k eep single file´s blocks and those

           for ^related~ files  clos e together

¯ Make writes atomic by changing the inode

Files, Directories, and Volumes

¯ Files are collections of data managed
individually by the file system

¯ Directories are files containing pointers to
other files

¯ Volum es are collections  of directories and
files

˘ Typically contiguous subtrees

˘ Mounting  used to splice them into a single file
namespace

                    Log Structured File Systems

¯ Assume a buffer satisfies almo st all r eads

¯ Th en  file system  performance dominated by

           writes

¯ So group writes together into log,

           committing block s of the log

               ˘ Rather than individual files

¯ Finding file blocks and cleaning up the log

           complex

Using P arallelism to Speed Up

File Systems

¯ Instead of  reading from one disk at a time,
read from n

˘ Giving n-fold improvement in bandwidth

¯ RAID -  Redundant Array o f Independent

Disks

¯ Also has good reliability characteristics

¯ Cost and scale problems som etimes limit
effectiveness

                                  D istributed File Systems

¯ Networking makes  distributed  file systems

           possible

¯ Allowing machines to perform file system

           operations on files they don´t themselves

           s tore

Issues in Di stributed File

Sy stems

¯ Transparency

¯ Naming

¯ Performance

¯ Reliability

¯ Security

                                                                                                           N FS

¯ Network File System

¯ R elatively s imple distributed file system

¯ Es sential idea - allow machines to mount

           remo te volumes

¯ Strategy - largely transparent access to

           remo te volumes

               ˘ Stateless

               ˘ Using underlying data transport to move bits

How NFS Work s

¯ At mo unt point of rem ote volume, trap
name tr anslations

¯ Instead of  going to disk, send request to
remote site stor ing the volu me

¯ Remote site fetches blocks from disk/buffer
and s ends them  back

¯ Transparently give the b locks  to the user