IPC In Distributed Operating SystemsCS 239, Spring 1995May 16, 1995Outline¥Distributed implications for RPC¥Distributed shared memory¥Causally ordered multicast systemsRPC In Distributed Operating Systems¥Finding remote servers¥Data transport mechanisms¥Handling heterogeneityFinding Remote RPC ServersIn the general case, a caller�s local site will not know the location of the called programHow to find it?¥Broadcast¥Intelligent multicast¥Consult a serverFinding Remote Servers in Unix RPCConsult the Network Information Service (NIS)A naming service that keeps track of a variety of different name-to-location mappingsIncluding names for RPC serversCharacteristics of the NIS¥Server daemons to consult server�s database¥Client site daemons to forward local requests to appropriate server daemon¥Databases are distributed¥And replicated with weak consistency

Getting Server Information From NISSeveral system calls consult the local client daemonWhen possible, it answers them locallyWhen not, it makes a remote requestSetting Up an RPC Connection Via the NIS¥Server runs on a particular port on a particular machine¥Client uses NIS to find out where the machine is (given, say, its name)—Need to find IP address¥The port is already unique within that machineFinding Remote Servers in Mesa RPCUses Grapevine systemGrapevine is an optimistically replicated name serverServers register locations with GrapevineClients look up services by nameData Transport Mechanisms for RPCReally transparent to RPC facilityJust getting bits from here to thereBut choice can strongly affect certain RPC characteristicsLike performanceAnd securityRPC Transport Characteristics¥Generally small amounts of information transported—But not always¥Communications tend to be self-contained¥Sender tends to block waiting reply—But another process may run at sending end¥You may care about securitySecurity for RPCRPC data transport is subject to the same security problems other data transports areEavesdropping, corruption, masquerading, replay, etc.For complete safety, encryption and authentication must be applied

Encryption and Authentication for RPCHow many keys?One for all RPC communications?One per machine?One per RPC server?One per client/server pair?And how to distribute them?Unix RPC �Security�¥No encryption built in¥Several levels of authentication provided—None—UID/GID attached (but not verified)—DES-based authentication (not very strong)Heterogeneity and RPC MechanismsRPC is meant to be largely transparentDon�t worry about location of serverAnd don�t worry about other server characteristicsWhat if the server is a different type of machine?Unix RPC and XDRXDR - External Data RepresentationA library that deals with heterogeneityBased on an ARPA standardSimilar to an ISO standardBasic idea - data travels between client and server in a canonical formatEach machine translates to local formatXDR Diagram ClientServerNetworkXDRXDRWho Uses XDR?Must be built into the application - Unix RPC does not use it by defaultBut protocol compilers typically do the hard work of using XDR for real programsMust be sure to use it consistently

Another Option for Handling HeterogeneityMost modern machines don�t use heterogeneous data formatsSo XDR translations may be wasted work most of the timeSometimes receiver-makes-right is used insteadPuts burden on non-conformistsReceiver-Makes-Right Diagram ClientServerNetworkConversionSynchronization for Cooperating ProcessesIf a group of cooperating processes need to see a common view of the world, what can we do?Various approaches, including¥Distributed shared memory¥Causally ordered message multicastingDistributed Shared MemoryCooperating processes share a coherent memory spaceCan this be provided between processes that cannot access the same physical memory?Yes - and sometimes at a reasonable costDistributed shared memory must be highly transparent to be successfulDistributed Shared Memory Diagram Shared Memory SpaceApproaches to DSM¥Central server¥Migration¥Read replication¥Full replication

Central Server DSM A central server maintains all data pagesReturns data on readsMakes updates on writesCare needed to avoid duplicating writesServer duties can be split between several sitesMigration DSMData lives where most recently usedWhen off-site memory is requested, it migrates to the requesting siteTypically at block or page levelsWith locality of reference, works wellBut possibility of thrashingServers keep track of data locationsRead-Replication DSMMultiple copies of readable blocks storedIf block is written, invalidate other copiesEach block has owner that permanently stores itIf writes frequent, invalidation can be complicated and expensiveFull-Replication DSMFull-service replicas of data blocks/pages stored at several machinesRequires consistency mechanism For same reasons as replicated filesBut different mechanisms may be appropriateMemory Coherence in Replicated DSM SchemesIf more than one copy of a data item exists, problems arise when data is writtenConsistency model describes what level of consistency a DSM system providesConsistency Models for DSM¥Strict consistency(like if only one copy)¥Sequential consistency (like serializability)¥General consistency (eventual consistency)¥Processor consistency (per machine)¥Weak consistency (up to programmer)

Protocols to Provide DSM Coherence¥Write-invalidate protocolInvalidate other copies on writeExpensive for those other copies¥Write-update protocolUpdate other copies on writeHigher network traffic resultsControlling Thrashing in DSMHow to prevent 2 sites sharing a page for write from thrashing the net?One way is to lock a written page down at a site for some period DIf another site wants to write it, that site must wait for D to expireUsed in Mirage systemGranularity in DSMHow big should the unit of shared memory be?Should be related to hardware�s page sizePros/Cons of Large Pages for DSM+Takes advantage of locality of reference+Minimizes cost of running paging code+Can minimize communications cost—Leads to greater contentionPros/Cons of Small Page Size for DSM+Less contentionMinimizes false sharing+Lower cost to move small data objects—Greater overheadsPage Replacement in DSMWhen a local node needs to bump a shared memory page, what does it do?LRU alone not a sufficient answerMust consider private vs. shared pagesAnd replication issuesAnd read-only pagesLRU within classes often used

Some DSM Systems¥Ivy (Yale)¥Mirage (UCLA)¥Clouds (Georgia Tech)¥Munin (Rice U.)¥Memnet (U. of Delaware)Another Way to Provide Distributed ConsistencyAssume a set of cooperating processes start out consistentWith a distributed stateAnd assume the only interactions are through messagesIf all processes see the messages in the same order, all see a consistent stateCausal OrderingMessages carry updates, allow reading dataAll messages must be handled in the appropriate order to guarantee consistency¥Absolute ordering¥Causal orderingEasy to provide synchronouslyHard to provide asynchronouslyIsis - A Causal Message Ordering ServiceIsis is a library for guaranteeing message orderingBy multicast operationsCan provide either ABCAST or CBCASTUsing low-overhead mechanismsThe Isis Model¥Set of processes P={p1,p2, . . ., pn}¥Process failure is detectable¥Processes structured in process groups G={g1,g2, . . .}¥Process groups are named¥Processes can belong to multiple groups¥Multicasts only go to members in sender�s groupViews in Isis¥The membership of a given group at a given moment is a view¥A view sequence of a process group is a list of its views—Each view differs from last by one process¥Processes learn of failures only by requesting view of a group

Isis Message TransportIsis is built on top of a transport mechanismWith the following characteristics¥Lossless¥Uncorrupted¥Sequenced¥Transport layer intercepts and discards messages from failed processesIsis Message Primitives¥sendp(m)Denotes sending of m by p; atomic¥dests(m)Set of processes receiving message m¥rcvp(m)Event of process p receiving message m�Receive� is not the same as �deliver�Events in Isis¥The execution of a process is a partially ordered sequence of events¥Events consist of things like sending a message, receiving a message¥Acyclic event order reflects the dependence of events at p pVirtual SynchronyUsers program Isis as if it scheduled one distributed event at a timeHow to achieve this?1). Schedule one distributed event at a time2). Enforce degree of synchrony actually needed for each case to give this appearanceAspects of Virtual Synchrony¥Address expansionEnsure a given group multicast goes to all members of a given view¥Delivery atomicity and orderFault tolerant deliveryMultiple destinations receiving same messages get them in consistent orderVector ClocksSimilar to version vectors, kept per processFor P processes, version clocks are of length PVT(pi) is the version clock of piVT(pi)[i] is ith componentAssign a unique, increasing timestamp to each send eventProperly handled, version clocks encode causality

The CBCAST ProtocolBefore multicasting message m, process pi increments VT(pi)[i]When pj receives message m from pi, delay delivery untilFor all k, VT(m)[k] = VT(pj)[k]+1 if k=i VT(m)[k] <= VT(pj)[k] otherwiseOn delivery of m, update j�s vector timeWhat�s Going on Here?Don�t deliver a message to a process until:1). The process has received all earlier messages from the sending process2). The process has received all earlier messages from third party processes received by the sending processCan CBCAST Deadlock?Deadlocks are based on waiting¥So when does CBCAST wait?When a message has arrived at a process, but cannot yet be delivered¥What is it waiting for?Other messages to arriveIs CBCAST�s Message Waiting Safe?The messages CBCAST waits for are messages that were delivered to (or originated with) the sender before the message m that�s waitingSo they are not waiting for message mReliable delivery guarantees that the messages being waited for will arriveOther Issues in Isis¥Implementing ABCAST¥Delivery atomicity¥Handling group membership changes¥Minimizing communications for overhead¥Interactions of multiple overlapping groups¥Performance, performance, performance