Operating System OrganizationCS 239, Spring 1995May 30, 1995What is the Best Way To Design An Operating System?Put another way, what are the important software characteristics of an OS?Decide on those, then design to match themImportant OS Software Characteristics¥Correctness & Simplicity¥Power & Completeness¥Performance¥Extensibility & Portability¥Suitability for distributed & parallel systems¥Compatibility with existing systems¥Security & Fault toleranceSome OS Organizations¥Monolithic organizations¥Layered organizations¥Kernel designs¥Microkernels¥Object-Oriented OrganizationsNote that OS components can be organized these waysMonolithic OS DesignBuild OS as single combined moduleHopefully using data abstraction, compartmentalization of function, etc.OS lives in its own, single address spaceExamples - DOS, early Unix systems, most VFS file systemsPros/Cons of Monolithic OS Organization+Highly adaptable+Little planning required+Potentially good performance—Hard to extend and change—Eventually becomes extremely complex—Eventually performance becomes poor—Highly prone to bugs

Layered OS DesignDesign tiny innermost layer of softwareNext layer out provides more functionalityUsing services provided by inner layerContinue adding layers until all functionality required has been providedExamples - Multics, layered file systems and communications protocolsPros/Cons of Layered Organization+More structured and extensible+Easy model—Layer crossing can be expensive—In some cases, multiple layers unnecessaryKernel OS DesignsSort of like layers, but only two OS layers1). Kernel OS services2). Non-kernel OS servicesMove certain OS functionality outside kernelLike file systems, librariesExamples - Most modern Unix systemsPros/Cons of Kernel OS Organization+Many advantages of layering, without disadvantage of too many layers+Easier to demonstrate correctness—Not as general as layering—Offers no organizing principle for other parts of OS, user services—Kernels tend to grow to monolithsMicrokernel OS DesignLike kernels, only less soTry to include only small set of required services in the microkernelMoves even more out of innermost part of OSLike parts of VM, IPC, paging, etc.Examples - Mach, Amoeba, Plan 9, Windows NT, ChorusPros/Cons of Microkernel Organization+Those of kernels, plus -+Minimizes code for most important OS services+Offers model for entire system—Microkernels tend to grow into kernels—Requires careful initial design choices—Danger of bad performance

Object Oriented OS DesignDesign internals of OS as set of privileged objects, using OO methodsSometimes extended into application spaceTends to lead to client/server style of computingExamples - Mach (internally), Spring (totally)Pros/Cons of Object Oriented OS Organization+Offers organizational model for entire system+Which easily divides system into pieces+Good hooks for security—Can be a limiting model—Must watch for performance problemsMore On MicrokernelsMicrokernels should be smallBut they must also be powerfulSo what goes in your microkernel?The fundamental decision in microkernel OS designMust choose minimal, yet sufficient, primitivesSome Important Microkernel Designs¥Mach¥Amoeba¥Plan 9¥Chorus¥Windows NTMachMach didn�t start life as a microkernelBecame one in Mach 3.0Object-oriented internallyBut doesn�t force OO at higher levelsMicrokernel concentrates on communications facilities Much concern with parallel/distributed systemsWhat�s In the Mach Microkernel?¥Tasks¥Threads¥Ports and Port Sets¥Messages¥Memory Objects¥Device Support¥Multiprocessor/Distributed Support

Mach TasksAn execution environment providing basic unit of resource allocationContains -Virtual address spacePort setOne or more threadsMach ThreadsBasic unit of Mach executionRuns in context of one taskAll threads in one task share its resourcesUnix process similar to Mach task with single threadMach Task and Thread SchedulingVery flexibleControllable by kernel or user-level programsThreads of single task can execute in parallelEither on single processor or on multiple processorsUser-level scheduling can extend to multiprocessor schedulingMach PortsBasic Mach object reference mechanismA kernel-protected communication channelTasks communicate by sending messages to portsThreads in receiving tasks pull messages off a queuePorts are location independentPort Queues in MachProtected by kernelOf bounded lengthSend to a full queue can cause abort or blockingPort RightsMechanism by which tasks control who may talk to their portsKernel prevents messages being sent to a port unless the sender has its port rightsPort rights also control which single task receives on a portEssentially a capability

Port SetsA group of ports sharing a common message queueA thread can receive messages from a port setThus servicing multiple portsMessages are tagged with the actual portA port can be a member of at most one port setMach MessagesTyped collection of data objectsUnlimited sizeSent to particular portMay contain actual data or pointer to dataPort rights may be passed in a messageKernel inspects messages for particular data types (like port rights)Mach Memory ObjectsA source of memory accessible by tasksMay be managed by user-mode external memory managerE.g., a file managed by a file serverAccessed by messages through a portKernel manages physical memory as cache of contents of memory objectsMach Device SupportDevices represented by portsMessages control the device and its data transferActual device driver outside the kernel in an external objectMach Multiprocessor and Distributed System SupportMessages and ports can extend across processor/machine boundariesLocation transparent entitiesKernel manages distributed hardwarePer-processor data structures, but also structures shared across the processorsIntermachine messages handled by NetMsgServerMach�s NetMsgServerUser-level capability-based networking daemonHandles naming and transport for messagesProvides network-wide name service for portsHandles out-of-line data in messagesMessages sent to off-node ports go through this server

NetMsgServer in Action

SenderReceiver

UserProcess

NetMsgServer

Kernel SpaceKernel SpaceUser SpaceUser SpaceMach and User InterfacesMach was built largely for the community that uses UnixUnix programs don�t know about ports, messages, threads, and tasksSo how do Unix programs run under Mach?For that matter, can Mach run programs for other popular systems?Mach and Unix EmulationMach typically runs a user-level server that offers Unix emulation Either provides Unix system call semantics internallyOr translates it to Mach primitivesMultithreaded single serverBut how do you get the system calls to the server?The Unix Emulation LibrarySpecial library linked to Unix applicationsTranslates Unix system calls into Mach messagesWhich are sent to ports belonging to the Unix emulation serverWhat Do Other Microkernels Offer as Basic Services?¥Amoeba¥Plan 9 ¥ChorusAmoeba�s Basic Primitives¥Processes¥Threads¥Low level memory management¥RPC¥I/O

Amoeba�s Basic ConceptProvide connected distributed computing environmentsUsers sit at workstationsAmoeba also controls processor pool for their useAnd special servers for special tasksGateway machines for off-LAN communicationsAmoeba Diagram

ServerPoolWorkstationsSpecialized ServersGatewayLANWANAmoeba ProcessesSimilar to Mach processesProcess has multiple threadsBut a single shared address spaceThread scheduling by microkernelAmoeba Memory ManagementAmoeba microkernel supports concept of segmentsA segment is a set of memory blocksSegments can be mapped in/out of address spacesAmoeba Remote Procedure CallFundamental Amoeba IPC mechanismAmoeba RPC is thread-to-threadLike most RPC mechanisms, uses stubs to perform actual callsMicrokernel handles on/off machine invocation of RPCAmoeba PortsAmoeba RPC addresses are called portsBut they�re not like Mach portsAmoeba ports are simply addressesRandomly chosen 48 bit addressesChosen by owning threadAddress-to-location mapping by broadcastWith caching to minimize broadcast

Plan 9 Basic Primitives¥Terminals¥CPU servers¥Files systems¥ChannelsBasic Concept in Plan 9Everything�s a file system (almost)ProcessesFilesIPCDevicesAnd only a few operations are required for filesFile Systems in Plan 9File systems consist of a hierarchical tree with no linksCan be persistent or temporaryCan represent simple or complex entitiesCan be implemented in the kernel as a driver, as a user level process, or by remote serversSample Plan 9 File Systems¥Device file systems - Directory containing data and ctl file¥Process file systems - Directory containing files for memory, text, control, etc.¥Network interface file systems Plan 9 Channels and MountingA channel is a file descriptorSince a file can be anything, a channel is a general pointer to anythingPlan 9 provides 9 primitives on channelsMounting is used to bring resources into a user�s name spaceUsers start with minimal name space, build it up as they go alongTypical User Operation in Plan 9User logs in to a terminal Which provides bitmap display and inputMinimal name space is set up on loginMounts used to build spacePooled CPU servers used for compute tasksSubstantial caching used to make required files local

Chorus Basic Primitives¥Unique Identifiers¥Actors¥Threads¥Messages¥Ports and Port Groups¥Segments and Regions¥Capabilities and Protection IdentifiersChorus Unique IdentifiersChorus is an object oriented systemAll objects have unique identifiersAn identifier service provides single-use, globally unique identifiers (across entire world)UIs are 64 bit data structuresAny site can use UI to find an objectLocal identifiers for purely local objectsChorus ActorsCollection of Chorus resourcesDefines protected address space in which threads can share those resourcesAn actor is tied to a single siteWith no migrationActor�s resources are designated by local identifiersChorus ThreadsMuch like everyone else�s threadsA thread belongs to a single actorIf their actor is running on a multiprocessor, true concurrency permittedThreads within an actor can use shared memory primitivesChorus MessagesContiguous byte string logically copied from sender to receiver�s address spaceDepending on style of usage, various optimizations are allowed (e.g., copy-on-write)Messages are addressed to portsChorus provides RPC and async messagingChorus PortsRepresent both address and queueA port is attached to specific actorBut multiple threads can access a portPorts can migrate between actorsTaking unconsumed messages with themPorts are addressed with local or unique identifiers

Chorus Port GroupsCollections of ports that can serve as message destinationsPorts in a port group can belong to different actorsOn different sitesPorts can be members of multiple port groupsChorus Segments and RegionsSegments are pieces of memoryEither static or dynamicSystem actors called mappers manage segmentsActor address spaces are divided into regionsRegions contain portions of a segmentRegions� memory protected by access rightsChorus Capabilities and Protection IdentifiersUnique identifiers can be augmented with a server-dependent key to form a capabilityCapabilities used to securely access servicesThe Chorus Nucleus stamps messages with protection identifiersProtection identifiers can be used for authentication of messages