Interprocess Communications, Con�tCS 239 - Advanced Operating SystemsApril 20, 1995

Interprocess Communications, Con�t¥Remote procedure call¥Shared memory and large address spaces

Remote Procedure CallMethod of calling procedures in other address spacesEither on the same machineOr other machinesAttempts to provide interface just like local procedure callRequest/Reply communications model

Motivations for RPC¥Procedure calls are well understood¥Clear semantics¥Useful for programming in procedural languages¥Natural fit for client/server computing

RPC Case StudiesRPC in CedarUnix RPC

Semantics of RPCSimilar to regular procedure call1. Calling procedure blocks2. Set of parameters transferred to called procedure3. Called procedure computes till it returns4. Return value delivered to calling procedure5. Calling procedure continues

High-Level RPC MechanicsHide details from applicationsClients pass requests to stub programsClient-end stub sends request to server stubServer-end stub calls user-level serverResults travel in reverse directionNetwork transport or OS actually moves data

Diagram of RPC in Action Operating System or NetworkClient(calling)Server(called)Client StubServer StubCallReply

What Do the Stubs Do?Stubs handle complex details like:¥Marshalling arguments¥Message construction¥Data format translation¥Finding the server process

Setting Up RPCCaller must have a way to find the called procedureBut it can�t be found at link timeUnlike local proceduresPotential servers must make their presence known

Registering ServersEither register the server at a �well-known� portOr register it with a name serverWhich in turn is at a �well-known� portCalling procedure �addresses� RPC to that port

Binding To a ServiceA client process binds to the service it wantsTwo major sub-problems:¥Naming¥Location

Binding: The Naming ProblemHow does a caller name the server program?Depends on the RPC mechanismAnd perhaps the protocol or type within itImportant naming question:¥Do you name the server explicitly?¥Or do you name the service and let some other authority choose which server?

Binding: The Location ProblemWhere is the remote server?Some naming schemes make it explicitSome don�tIf it�s not explicit, system must convert symbolic names to physical locations

Binding in Cedar RPCClient applications bind to a symbolic nameComposed of:TypeInstanceType is which kind of serviceInstance is which particular implementor

Locating Cedar RPC ServiceNames do not contain physical locationSo Cedar consults a database of servicesServices register with databaseBinding call automatically looks up location in database

Binding in Unix RPCbind() system call used by serversAllows servers to bind naming/location information to particular socketconnect() system call used by clientsUsing information similar to that bound by the serverTypically, all hidden from RPC programmer by automatically generated code

Unix Binding InformationLike most socket operations, it�s flexibleFill in all or part of a socket address data structureCreate an appropriate socketThen call bind to link socket to address infoconnect works similarly

Unix Binding ExampleOn server side, struct sockaddr_un sin;int sd;strcpy(sin.sun_path,�./socket�);sd = socket(AF_UNIX,SOCK_STREAM,0);bind(sd,&sin,sizeof(sin));

Unix Binding Example, Con�tFor client side,struct sockaddr_un sin;int sd;strcpy(sin.sun_path,�./socket�);sd=socket(AF_UNIX,SOCK_STREAM,0);connect(sd,&sin,sizeof(sin));

Locating Remote Services in Unix RPCSimilar to Cedar methodsRegister services with the portmapperThe portmapper is typically called through automatically generated codeThe portmapper runs on each machineAnother service (e.g., NIS) deals with intermachine requests

Using RPCOnce it�s bound, how does the client use RPC?Just call the routinesAs if they were localAnd the results come back

What�s Happening Under the Covers?When a client calls a remote routine, he really calls a local stub programStub program packages up request to remote serverAnd sends it to local transport codeWhen reply arrives, local transport code returns results to stubWhich returns to client program

What Happens at the Server Side?A request comes in to the RPC transport codeIt routes it to the appropriate server stubWhich converts it into a local procedure call Which is made within the context of the server

Conceptual Diagram of RPCcall_procedure();Message from client stub toserver stubNetwork transportMessage received by serverstubcall_procedure();return(. . .);Return value formatted asmessage to client stubNetwork transportClient stub converts messageto return valueClient program continues

Transport For RPCIn Cedar, special-purpose RPC transport protocolIn Unix RPC, can use either UDP or TCP for transportTypically protocol is chosen automatically by stub generator program

Other RPC IssuesMostly related to intermachine RPC¥Data format conversions¥Security and authentication¥Locating remote services¥Multipacket RPC

Shared MemoryA simple and powerful form of IPCMost multiprogramming OS�s use some form of shared memoryE.g., sharing executablesNot all OS�s make shared memory available to applications

Shared Memory Diagram Process AProcess Bxyz1020

Some Problems With Shared Memory¥Synchronization¥Protection¥Pointers

Shared Memory and SynchronizationShared memory itself does not provide synchronization of communicationsExcept at the single-word levelTypically, some other synchronization mechanism is usedE.g., semaphores in Unix, Events, semaphores, or hardware locks in Windows NT

Protection in Shared MemoryWho can access a segment? And in what ways?Unix allows some read/write controlsWindows NT has general security monitoring based on the object-status of shared memory

Pointers in Shared MemoryPointers in a shared memory segment can be troublesomeFor that matter, pointers in any IPC can be troublesome

Shared Memory Containing PointersProcess AProcess Bxyz1020w5

A Troublesome pointer Process AProcess Bxyz1020w5

So How Do You Share Pointers?Several methods are in use¥Copy-time translation¥Reference time translation¥Pointer swizzlingAll involve somehow translating pointers at some point before they are used

Copy-Time Pointer TranslationWhen a process sends data containing pointers to another process,Locate each pointer within old version of the dataThen translate pointers as requiredRequires both sides to traverse entire structureNot really feasible for shared memory

Reference-Time TranslationEncode pointers in shared memory segment as pointer surrogatesTypically as offsets into some other segment understood within each separate contextsSo each sharer can have its own copy of what is pointed toSlow, pointers in two formats

Pointer SwizzlingLike reference-time, but cache results in the memory locationOnly first reference is expensiveBut each sharer must have his own copyMust �unswizzle� pointers to transfer data outside of local contextStale swizzled pointers can cause problems

Shared Memory in a Wide Virtual Address SpaceWhen virtual memory was created, 16 or 32 bi addresses spaces were availableReasonable size for one processBut maybe not for all processes on amachineAnd certainly not for all processes ever on a machine

Wide Address Space ArchitecturesComputer architects can now give us 64 bit virtual addressesA 64 bit address space, consumed at 100 megabytes per second, lasts 5000 yearsOrders of magnitude beyond any process� needs40 bits can address a terabyte

Do We Care?Should OS designers care about wide address spaces?Well, what can we do with them?One possible answer---Put all processes in the same address spaceMaybe all processes for all time?

Implications of Single Shared Address SpaceIPC is trivialShared memory, RPCSeparation of concepts of address space and protection domainUniform-address space

Address Space and Protection DomainA process has a protection domainThe data that cannot be touched by other processesAnd an address spaceThe addresses it can generate and accessIn standard systems, these concepts are merged

Separating the ConceptsThese concepts are potentially orthogonalJust because you can issue an address doesn�t mean you can access it(Though clearly to access an address you must be able to issue it)Existing hardware can support this separation

Context-Independent AddressingAddresses mean the same thing in any execution contextSo a given address always refers to the same piece of dataKey concept of uniform-address systemsAllows many OS optimizations/improvements

Uniform-Addressing Allows Easy SharingAny process can issue any addressSo any data can be sharedAll that�s required is changing protection to permit desired sharingSuggests programming methods that make wider use of sharing

The Opal SystemNew OS using uniform-addressingDeveloped at U. of WashingtonNot intended as slight alteration to existing Unix systemMost of the rest of material specific to Opal

Protection Mechanisms for Uniform-AddressingProtection domains are assigned portions of the address spaceThey can allow other protection domains to access them¥Read-only¥Transferrable access permissions¥System-enforced page-level locking

Program Execution in Uniform-Access MemoryExecuting a program creates a new protection domainThe new domain is assigned an unused portion of the address spaceBut it may also get access to used portionsE.g., a segment containing the required executable image

Virtual SegmentsGlobal address space is divided into segmentsEach composed of variable number of contiguous virtual pagesDomains can only access segments they attach toAttempting to access unattached segment causes a segment fault

Persistent Memory in OpalPersistent segments exist even when attached to no current domainRecoverable segments are permanently storedAnd can thus survive crashesAll Opal segments can be persistent and recoverablePointers can thus live forever on disk

Code Modules in OpalExecutable code stored in modulesIndependent of protection domainsPure modules can be easily sharedBecause they are essentially staticCan get benefit of dynamic loading without run-time linking

Address Space ReclamationTrivial in non-uniform-address systemsTricky in uniform-address systemsProblem akin to reclaiming inodes in the presence of hard linksBut even if segments improperly reclaimed, only trusting domains can be hurt