Distributed Operating SystemsCS 239, Spring 1995May 2, 1995Outline¥Introductory material¥Distributed IPC¥Distributed File Systems¥Security for Distributed SystemsIntroduction to Distributed Operating SystemsDistributed operating systems are different in many waysTasks in distributed OS require different handlingAnd the distributed nature makes new kinds of tasks possibleOutline of Introductory Materials¥Why distributed operating systems?¥Important issues in distributed OS�s¥Important distributed OS tools and mechanismsWhy Bother?¥Economics of hardware¥Local autonomy¥Resource sharing¥Effective use of networks¥ReliabilityEconomics of HardwareCheaper to build many small machines than one large oneDue to -Economies of scaleChip design and fabrication issuesGives purchasers easy options to increase compute power

Local AutonomySingle user machines better suited for most computing tasksAllow dedication of resources to a user�s taskE.g., easier to guarantee response timeOwning user can control his computer powerResource SharingBut users need to share resourcesHardware resources -Sharing printers & tape drivesSoftware resources -Sharing dataSharing access to software servicesNetwork UsageUsers often want to communicateEspecially with other local usersSystem needs to support user interactionsGenerally demands cooperation among multiple machinesReliabilityFailure of a single machine no longer halts everyoneGenerally graceful degradation of the overall system�s resourcesAbility to apply fault tolerance for important tasks at a high architectural levelProblems With Distributed Systems¥More complex model of the system¥Harder to provide correct operation¥Harder to allocate resources properly¥Security¥Dealing with partial failures¥Scaling issues¥HeterogeneityComplexity of the ModelProblem for - designers - users - system softwareHarder to understand what will happen in any given caseHarder to design software to handle even understood complexities

Difficulties With Correct OperationDistribution requires more complex synchronizationDifferences between similar operations when remote and localNew sources of non-uniform timingsDifficulties of Allocating ResourcesLocal machine may have inadequate resources for a taskWhile a remote machine lies idleInfeasible to control resources centrallyDo I need to go remote to satisfy malloc()?Using remote resources conflicts with local autonomySecuritySecurity problems much trickier when no centralized controlData communications more subject to eavesdroppingPhysical security measures typically infeasible for many problemsDealing With Partial FailuresSingle machines usually have easy failure modesDistributed systems face complicationsEven detecting failure of a remote machine is non-trivialE.g., what�s the difference between a slow network, a failed network and a crashed machine?Scaling IssuesDistributed systems control much larger pools of resourcesSo algorithms that scale well become much more importantScaling puts severe limits on close cooperationHeterogeneity ProblemsMost distributed systems must address problems of differing hardware and softwareProblems with data formats, executable formatsProblems with software versioningProblems with different OS�s

Resource SharingResource sharing helps with some of the problemsMotivations for resource sharing -¥Information exchange¥Load distribution¥Computational parallelismThe fundamental distributed system problemDistribution Complicates Everything¥Process control and synchronization¥Interprocess communications¥File systems¥Security¥Device managementImportant Research Areas in Distributed Operating SystemsIn the area of processes - ¥Remote interprocess communications¥Synchronization¥Naming¥Distributed process managementMore Research AreasIn the area of resource management -¥Resource allocation¥Distributed deadlock mechanisms¥Protection and security¥Managing communications resourcesNetwork OS�s vs. Distributed OS�sNetwork OS�s control a single machine, plus some remote access facilitiesDistributed OS�s control a collection of machinesNot a hard and fast distinctionNetwork OS Diagram NetworkOSNetworkOSNetworkOSNetworkOSNetworkOS

Distributed OS DiagramDistributed Operating SystemCharacteristics of Network OS�s¥Private per-machine OS¥Normal operations only on local machine¥Machine boundaries are explicit¥Little per-user fault toleranceCharacteristics of Distributed OS�s¥Single system controls multiple machines¥Use of remote machines invisible¥Users treat system as virtual uniprocessor¥Strong fault toleranceReality is Somewhere In BetweenRelatively few true distributed OS�sNetwork OS model a failureBut many modern systems have distributed OS-like capabilitiesLike remote file accessAnd they also support network OS operationsLike rlogin and remote shell executionThe Role of the NetworkDistributed OS�s made possible by networksTwo fundamental types -Local area networksLong haul networksWith very different characteristicsLocal Area Networks¥High bandwidth¥Low delay¥Shared by modest number of machines¥Covers modest geographical area¥Dedicated to small group of usersCan be regarded as extension to computer�s backplane

Long Haul Networks¥Lower bandwidth¥Longer delays¥Shared by large numbers of machines¥Covers very wide area¥Typically shared by many independent groupsFundamentally new kind of resourceCommunications ProtocolsWell defined methods of intermachine data exchangeTo automatically handle problems of connecting networkMany different types required/availableUsing Protocols in Distributed Operating SystemsAny intermachine operation requires a protocol to control itSo all machines involved can understand data exchangeFundamental choice -General vs. special purpose protocolsGeneral vs. Special Purpose ProtocolsGeneral protocols try to handle any kind of trafficSpecial purpose protocols are customized for one situationGeneral protocols simplify everythingSpecial purpose protocols may perform betterImportant Issues in Distributed Operating Systems¥Communications model¥Process interaction¥Transparency¥Heterogeneity¥Autonomy¥Consistency and transactionsCommunications Models for Distributed Operating SystemsHow do machines communicate?Generally message-based, at some levelISO model adds too much overheadSo special-purpose protocols or simplified protocol stacking model is used

Process Interaction in Distributed Operating SystemsHow do processes interact in a distributed system?¥Pipe model¥Uninterpreted message model¥Client/server model¥Integrated model¥RPC model¥Shared memory modelPipe ModelProcesses interact through pipesNamed or unnamedLocal or remotePros/Cons of Pipe Model+Simple transfer of large blocks of data+Hides many aspects of distribution—Offers little organizational benefits—Short on flexibilityUninterpreted Message ModelProcesses send explicit messagesSystem provides general message delivery serviceHigher level semantics handled by processesLibraries can provide useful message servicesE.g., IsisPros/Cons of Uninterpreted Message Model +Simple and powerful+Relatively easy to implement+Can scale well—Offers little organizational support—Encourages asynchrony—Not everyone�s favorite programming paradigmClient/Server Process Interaction ModelProcesses are either clients or serversClients send request messages to serversServers send response messages to clientsClients compete for server resourcesControl of total system effectively distributed among serversName servers, IPC servers, file servers, etc.

Pros/Cons of Client/Server Model+Simple model+Hides much distribution—Control of resources centralized in server—Servers are bottlenecks—Multiple implementations of servers to overcome bottlenecks increase complexityIntegrated Process Interaction ModelAll system resources implemented in integrated wayRemote/local resources treated identicallySystem makes decisions on resource allocationsE.g., LocusPros/Cons of Integrated Process Interaction Model+Hides distributed complexity+Reduces bottlenecks—Hard to implement correctly—Performance problems likely—Big scaling problemsRPC ModelProcesses communicate through RPCClient/server often built on top of thisBut this model makes lower level more explicitPros/Cons of RPC Model+Simple programming model+Good scaling potential+Potentially good performance—Potential for deadlock and blocking—Implicit close connection between processesShared Memory ModelProvide distributed shared memory as the basic interprocess communications mechanismEmulating local shared memory as closely as possiblePossibly without substantial hardware support

Pros/Cons of Shared Memory Model+Simple user model+Easy to build other mechanisms on top—Hard to provide complete transparency—Hard to provide good performance—Serious scaling, heterogeneity questionsTransparencyHiding machine boundariesFrom both users and system itselfTransparent systems much easier to work withProviding at a low level has strong benefitsNot everything should be transparentKinds of Transparency¥Process access transparency¥Location transparency¥Name transparency¥Control transparency¥Data transparency¥Execution transparency¥Performance transparencyBenefits of Transparency¥Easier software development¥Support for incremental changes¥Potentially better reliability¥Simpler user modelWhere Can You Provide Transparency?¥In applications (especially databases)¥In programming languages¥In operating system itselfWhen Don�t You Want Transparency?¥When it�s too complex to provideE.g., in heterogeneous systems¥When you want particular resourcesE.g., when you specify the local /tmp¥When remote performance is terribleE.g., over very slow linksAlways must be able to bypass transparency

HeterogeneityHow transparent should heterogeneous networks be?And at what cost?Generally, how does the network deal with heterogeneity?Types of Heterogeneity¥Computer heterogeneity¥Network heterogeneity¥Operating system heterogeneity¥Programming language heterogeneitySolutions to Heterogeneity Problems¥Enforced coherenceHappening at de facto level¥High level standardsE.g., external data representations¥BridgesLargely an unsolved problem